
2008submarinecabledisruptionFromWikipedia,thefreeencyclopedia2008submarinecabledisruptionreferstothreeseparateincidentsofmajordamagetosubmarineopticalcables.ThefirstincidentcauseddamageinvolvinguptofivehighMspeedInternetsubmarinecommunicationscablesintheMediterraneanSeaandMiddleEastfrom23Januaryto4February2008,causinginternetdisruptionsandslowdownsforusersintheMiddleEastandIndia.[1]TheincidentcalledintodoubtthesafetyoftheunderseaportionoftheInternetcablesystem.[2]InlateFebruarytherewasanotheroutage,thistimeaffectingafiberopticconnectionbetweenSingaporeandJakarta.[3]On19December,FLAGFEA,GOM1,SEAMMEMWE3,andSEAMMEMWE4wereallcut.[4][5][6]Contents1Cablesdamaged1.123January1.230January1.2.1Effects1.31February1.43February1.54February1.619December2Causeofcablebreaks2.1Anchors2.2Commonoccurrence3LocatingCableFaults4Conspiracytheories5Notes6ExternallinksCablesdamaged23JanuaryAlthoughitwasnotreportedatthetime,therewasacutoffofFALCONon23January.[1]TheFALCONcablesystemconnectsseveralcountriesinthePersianGulfandIndia.30JanuaryOn30January2008,newsagenciesreportedInternetserviceswerewidelydisruptedintheMiddleEastandintheIndiansubcontinentfollowingdamagetotheSEA�ME�WE4andFLAGTelecomcablesintheMediterraneanSea.[1]ThedamagetothetwosystemsoccurredseparatelyseveralkilometersapartnearAlexandria.[7]Whiletherespectivecontributionsofthetwocablesystemstothisblackoutisunclear,networkoutagegraphsshowanomaliesat0430UTCandagainat0800UTC.[8]ThecauseofthedamagetoSEAMMEMWE4orFLAGhasnotbeendeclaredbyeithercableoperator.[9]AnumberofsourcesspeculatedthesewerecausedbyadraggingshipanchornearAlexandria.TheEgyptianMaritimeTransportMinistryreviewedonedayofcompletevideofootagebeginning12hoursbeforeandthrough12hoursaftertheservicedisruption,concludingthecauseofdamagewasnotsurfacecraftasnoshipsweretracedsailingthroughtheareaoftheallegedwiredamage.[9][10][11]TheKuwaitisalsodonotdirectlychargeseafaringvessels,insteadreferringto"weatherconditionsandmaritimetraffic."[12]TheEconomistreportedthatanearthquakemayhavecausedthecabletofault.EffectsDisruptionsof70percentinEgyptand60percentinIndiawerereported,alongwithproblemsinAfghanistanMAWCC,Bahrain,Bangladesh,Kuwait,Maldives,Pakistan,Qatar,SaudiArabiaandUnitedArabEmirates.[11][13][14]1.7millionInternetusersintheUAEwereaffectedbytheInternetdisruption.MaheshJaishanker,anexecutivedirectorforDu,said,“ThesubmarinecablecutsinFLAGEuropeMAsiacable8.3kmawayfromAlexandria,EgyptandSEAMMEMWE4affectedatleast60millionusersinIndia,12millioninPakistan,sixmillioninEgyptand4.7millioninSaudiArabia.”[1]ArouterforauniversityinTehranwasnotresponding,causingsomereportsofatotallossofconnectivityforIran.[15][16]However,theIranianembassyinAbuDhabireportedthat"everythingwasfine."[17][18]AdditionalreportsandanalysisshowedthatwhileIranwasaffected,it"faredmuchbetter"thanmanyothercountriesinthesamegeographicarea.[19][20]



On1February2008,VSNL,aleadingcommunicationssolutionsproviderinIndia,confirmedthatthecompanyrestoredamajorityofitsIPconnectivityintotheMENAregionwithin24hoursoftheEgyptcablebreakdown.Serviceswerelargelyrestoredwithin24hoursofthecablecutbydivertingtrafficthroughtheTICandSEAMMEMWE3cables.[21]1FebruaryTwodaysaftertheinitialbreak,itwasreportedthattheFALCONcablewascutbetweenMuscat,OmanandDubai,UAE.[1]Thiscutwasbetweendifferentlandingpointsthanthe23Januarycut,FLAGTelecomissuedapressreleaselater,statingthe"FALCONcableisreportedcutat0559hrsGMTon1February2008.Locationofcutisat56kmfromDubai,UAEonsegmentbetweenUAEandOman".[22]Thiscutwascausedbyanabandonedanchorweighing5M6tonnes.[23][24]3FebruaryOn3February2008,QtelreportedthatacablecalledDOHA�HALOULconnectingQatartotheUnitedArabEmirateshadbeendamaged,causingdisruptionsinalreadydamagedMiddleEasterncommunicationnetworks.Itbecamethefourthcabletobedamagedin5days.[25]ThelocationofthebreakisbetweentheQatariislandofHaloulandtheUAEislandofDas.[26]Theproblemissaidtoberelatedtothepowersystem.[27]4FebruaryOn4February2008theKhaleejTimesreportedthatSEAMMEMWE4hadalsobeendamagedatanotherlocation,nearPenang,Malaysia.Thedateofthisdamagewasnotgiven.[1]

19DecemberOn19December2008FranceTelecomissuedapressrelease(http://www.orange.com/en_EN/press/press_releases/cp081219en.html)statingthattheFLAGTelecom,SEAMMEMWE4,andSEAMMEMWE3cables,linkingAlexandria,Egypt,Sicily,andMalta,hadbeencutbyeitherbadweatherconditionsoraship'sanchor,resultinginsubstantialslowdownsincommunicationtraffic,withEgyptexperiencinganoverall80%reductioninInternetcapacity.[28]FranceTelecomexpectsSEAMMEMWE4willberepairedfirst,thenSEAMMEMWE3,thenFLAG,andthatrepairsshouldbeconcludedby31December.Thebreakdisrupted75%ofcommunicationbetweentheMiddleEastandAsiaandtherestoftheworld.ThebreakscausedcompaniesincludingVodafone,VerizonCommunications,PortugalTelecom,GO(Malta)andFranceTelecomtoexperiencedisruptionintheirsystemsandforcedthemtoreroutecommunicationsthroughdifferentmeans.Others,suchasAT&T,alsoreceivedreportsofservicedisruption.[28]Thereroutingofthesecommunicationscausedlargeslowdownsinsomeareas.InteroutedirectorJonathanWrightstatedthat"Youcanreroutethedatathroughothercables,butthatincreasestrafficandcanpotentiallycreatebottlenecks,soInternetconnectionsmayslowdownandsomephonecallscouldgetdisrupted."[29]TheGOM1cableconnectingMaltaandSicilywasalsocut.[30][31]



CauseofcablebreaksAnchorsThesedisruptionsareattributedbysomeofficialstoaccidentsinvolvingships'anchors,[9][11]butreviewsofsurveillancefootageoftheareabyEgyptianauthoritiesrevealednoshipsinthearea.[32]However,FlagtelecomindicatedthatthecuttotheFalconcablebetweentheUnitedArabEmiratesandOmanwascausedbyanabandonedanchorweighingfivetosixtons.[33]InmidApriltwoshipswereimpoundedinconnectionwiththeFLAGTelecomoutagesnearDubai.Theywerechargedwithimproperlydroppinganchorintheareaofthecuts.[34]The19Decemberbreakswerereportedtobecausedeitherbybadweatheroraship'sanchor,thoughthebadweatherwasjustapossibilityandtheanchoramuchmorelikelyoccurrence.[28]CommonoccurrenceAccordingtoStephenBeckert,asenioranalystatTeleGeography,theeventsarefarlessexceptionalthantheyseembecausecablecutshappenallthetime.Beckertarguesthat"onlythefirsttwocutshadanyseriousimpactontheinternet,"andthisdrewpublicattentiontoothercablecutsthatwouldnotnormallyhavebeennewsworthy.AccordingtoBeckert,cablecutshappen"onaverageonceeverythreedays."Hefurthernotedthatthereare25largeshipsthatdonothingbutfixcablecutsandbends,andthatsuchcutsareusuallytheresultofcablesrubbingagainstrocksontheseafloor.[35]AccordingtoGlobalMarineSystems,"Underseacabledamageishardlyrare—indeed,morethan50repairoperationsweremountedintheAtlanticalonelastyear".WhileacutinacablecrossingtheAtlantichas"nosignificanteffect"duetothemanyalternatecables,onlyahandfulofInternetcablesservetheMiddleEast.Thesedisruptionsareonlynoticeablebecauseofthesmallnumberofcables.[36]LocatingCableFaultsOneofthechallengesinunderwatercablefaultsislocatingtheexactplacementoftheactualfault(i.e.break).Similartobasicwirefaults,aTimeMdomainreflectometerisusedtoidentifythedistancetothefaultfromaspecificsite.TimeDomainReflectometryinvolvessendingasignaldowntheundewatercablelineandthencapturingthereflectedsignal.Bycomparingtheoriginalsignalwiththereflectedsignal,amathematicalalgorithmcanprovidethedistancetothecablefault.[37]ConspiracytheoriesSinceIsraelandIraqwerenotaffected[38]bythecommunicationsblackout,conspiracytheorieshavebeguntospreadthroughouttheInternet.[39][40][41][42][43]On6February,theoriesthatthedisruptioninthesecableswasrelatedtoaneconomicconfrontationbetweentheUnitedStatesandIranappearedinanopinionpieceonDowJonesMarketwatch.[44]ThisarticlepointsoutthatthedisruptionordamagetothesecablesprecededtheintendedlaunchoftheIranianoilbourseonKishIslandbetween1and11February.Thelaunchofthisbourse,whichwasintendedtobrokersalesofoildenominatedineuros(sometimescalled"petroeuros")hadbeeninterpretedbysomeasanattemptbyIrantoinflictadditionaldamagetothevalueofthedollarbyreducingthevolumeofoilwhichistradedin"petrodollars".[45]GiventhepotentialeconomicdamageofeuroMdenominatedoilsalesinthecontextofonMgoingdollardeflation,aswellasthelargenumberofcableswhichappeartohavebeendisruptedordamaged,Marketwatch'sJohnDvorakhaswrittenthattheU.S.canexpecttobeblamedforthedisruptions.[44]Accordingtothissabotagetheory,thedamagedcablesandtheresultingInternetdisruptionswoulddestroyconfidenceintheabilityoftheIranianOilBoursetoexecutetrades,therebythwartingtheestablishmentofanalternativetodollarMdenominatedoilsales.Infact,Iransufferedverylittlefromtheoutages,whichprimarilyaffectedAmerica'salliesintheregion(see'Effects'above).[19][20]BloggershavealsosuggestedthatthecabledisruptionswereacoverforNSAinstallingtapsonthelinesforeavesdropping.[46]OnMonday,18February,theInternationalTelecommunicationUnionsaidthatthedamagecouldhavebeenanactofsabotage.TheUNagency'sheadofdevelopment,SamialMMurshedwasquoted,"Wedonotwanttopreempttheresultsofongoinginvestigations,butwedonotruleoutthatadeliberateactofsabotagecausedthedamagetotheunderseacablesovertwoweeksago."[47]Notes.1̂abcdef"CabledamagehitsonemillionInternetUsers"(http://www.khaleejtimes.com/DisplayArticleNew.asp?section=theuae&xfile=data/theuae/2008/february/theuae_february121.xml).KhaleejNews.2008�02�04.http://www.khaleejtimes.com/DisplayArticleNew.asp?section=theuae&xfile=data/theuae/2008/february/theuae_february121.xml.Retrieved2008�02�04.
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