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How a big US bank laundered billions
from Mexico's murderous drug gangs
As the violence spread, billions of dollars of cartel cash began to
seep into the global financial system. But a special investigation
by the Observer reveals how the increasingly frantic warnings of
one London whistleblower were ignored

Ed Vulliamy
The Observer, Sunday 3 April 2011

A soldier guards marijuana that is being incinerated in Tijuana, Mexico. Photograph: Guillermo Arias/AP

On 10 April 2006, a DC-9 jet landed in the port city of Ciudad del Carmen, on the Gulf
of Mexico, as the sun was setting. Mexican soldiers, waiting to intercept it, found 128
cases packed with 5.7 tons of cocaine, valued at $100m. But something else – more
important and far-reaching – was discovered in the paper trail behind the purchase of
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important and far-reaching – was discovered in the paper trail behind the purchase of
the plane by the Sinaloa narco-trafficking cartel.

During a 22-month investigation by agents from the US Drug Enforcement
Administration, the Internal Revenue Service and others, it emerged that the cocaine
smugglers had bought the plane with money they had laundered through one of the
biggest banks in the United States: Wachovia, now part of the giant Wells Fargo.

The authorities uncovered billions of dollars in wire transfers, traveller's cheques and
cash shipments through Mexican exchanges into Wachovia accounts. Wachovia was
put under immediate investigation for failing to maintain an effective anti-money
laundering programme. Of special significance was that the period concerned began in
2004, which coincided with the first escalation of violence along the US-Mexico border
that ignited the current drugs war.

Criminal proceedings were brought against Wachovia, though not against any
individual, but the case never came to court. In March 2010, Wachovia settled the
biggest action brought under the US bank secrecy act, through the US district court in
Miami. Now that the year's "deferred prosecution" has expired, the bank is in effect in
the clear. It paid federal authorities $110m in forfeiture, for allowing transactions later
proved to be connected to drug smuggling, and incurred a $50m fine for failing to
monitor cash used to ship 22 tons of cocaine.

More shocking, and more important, the bank was sanctioned for failing to apply the
proper anti-laundering strictures to the transfer of $378.4bn – a sum equivalent to
one-third of Mexico's gross national product – into dollar accounts from so-called
casas de cambio (CDCs) in Mexico, currency exchange houses with which the bank did
business.

"Wachovia's blatant disregard for our banking laws gave international cocaine cartels a
virtual carte blanche to finance their operations," said Jeffrey Sloman, the federal
prosecutor. Yet the total fine was less than 2% of the bank's $12.3bn profit for 2009.
On 24 March 2010, Wells Fargo stock traded at $30.86 – up 1% on the week of the
court settlement.

The conclusion to the case was only the tip of an iceberg, demonstrating the role of the
"legal" banking sector in swilling hundreds of billions of dollars – the blood money
from the murderous drug trade in Mexico and other places in the world – around their
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from the murderous drug trade in Mexico and other places in the world – around their
global operations, now bailed out by the taxpayer.

At the height of the 2008 banking crisis, Antonio Maria Costa, then head of the United
Nations office on drugs and crime, said he had evidence to suggest the proceeds from
drugs and crime were "the only liquid investment capital" available to banks on the
brink of collapse. "Inter-bank loans were funded by money that originated from the
drugs trade," he said. "There were signs that some banks were rescued that way."

Wachovia was acquired by Wells Fargo during the 2008 crash, just as Wells Fargo
became a beneficiary of $25bn in taxpayers' money. Wachovia's prosecutors were clear,
however, that there was no suggestion Wells Fargo had behaved improperly; it had co-
operated fully with the investigation. Mexico is the US's third largest international
trading partner and Wachovia was understandably interested in this volume of
legitimate trade.

José Luis Marmolejo, who prosecuted those running one of the casas de cambio at the
Mexican end, said: "Wachovia handled all the transfers. They never reported any as
suspicious."

"As early as 2004, Wachovia understood the risk," the bank admitted in the statement
of settlement with the federal government, but, "despite these warnings, Wachovia
remained in the business". There is, of course, the legitimate use of CDCs as a way into
the Hispanic market. In 2005 the World Bank said that Mexico was receiving $8.1bn in
remittances.

During research into the Wachovia Mexican case, the Observer obtained documents
previously provided to financial regulators. It emerged that the alarm that was ignored
came from, among other places, London, as a result of the diligence of one of the most
important whistleblowers of our time. A man who, in a series of interviews with the
Observer, adds detail to the documents, laying bare the story of how Wachovia was at
the centre of one of the world's biggest money-laundering operations.

Martin Woods, a Liverpudlian in his mid-40s, joined the London office of Wachovia
Bank in February 2005 as a senior anti-money laundering officer. He had previously
served with the Metropolitan police drug squad. As a detective he joined the money-
laundering investigation team of the National Crime Squad, where he worked on the
British end of the Bank of New York money-laundering scandal in the late 1990s.

http://www.guardian.co.uk/world/drugs-trade


1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 4 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

British end of the Bank of New York money-laundering scandal in the late 1990s.

Woods talks like a police officer – in the best sense of the word: punctilious, exact,
with a roguish humour, but moral at the core. He was an ideal appointment for any
bank eager to operate a diligent and effective risk management policy against the
lucrative scourge of high finance: laundering, knowing or otherwise, the vast proceeds
of criminality, tax-evasion, and dealing in arms and drugs.

Woods had a police officer's eye and a police officer's instincts – not those of a banker.
And this influenced not only his methods, but his mentality. "I think that a lot of things
matter more than money – and that marks you out in a culture which appears to
prevail in many of the banks in the world," he says.

Woods was set apart by his modus operandi. His speciality, he explains, was his
application of a "know your client", or KYC, policing strategy to identifying dirty
money. "KYC is a fundamental approach to anti-money laundering, going after tax
evasion or counter-terrorist financing. Who are your clients? Is the documentation
right? Good, responsible banking involved always knowing your customer and it still
does."

When he looked at Wachovia, the first thing Woods noticed was a deficiency in KYC
information. And among his first reports to his superiors at the bank's headquarters in
Charlotte, North Carolina, were observations on a shortfall in KYC at Wachovia's
operation in London, which he set about correcting, while at the same time
implementing what was known as an enhanced transaction monitoring programme,
gathering more information on clients whose money came through the bank's offices in
the City, in sterling or euros. By August 2006, Woods had identified a number of
suspicious transactions relating to casas de cambio customers in Mexico.

Primarily, these involved deposits of traveller's cheques in euros. They had sequential
numbers and deposited larger amounts of money than any innocent travelling person
would need, with inadequate or no KYC information on them and what seemed to a
trained eye to be dubious signatures. "It was basic work," he says. "They didn't answer
the obvious questions: 'Is the transaction real, or does it look synthetic? Does the
traveller's cheque meet the protocols? Is it all there, and if not, why not?'"

Woods discussed the matter with Wachovia's global head of anti-money laundering for
correspondent banking, who believed the cheques could signify tax evasion. He then
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correspondent banking, who believed the cheques could signify tax evasion. He then
undertook what banks call a "look back" at previous transactions and saw fit to submit
a series of SARs, or suspicious activity reports, to the authorities in the UK and his
superiors in Charlotte, urging the blocking of named parties and large series of
sequentially numbered traveller's cheques from Mexico. He issued a number of SARs
in 2006, of which 50 related to the casas de cambio in Mexico. To his amazement, the
response from Wachovia's Miami office, the centre for Latin American business, was
anything but supportive – he felt it was quite the reverse.

As it turned out, however, Woods was on the right track. Wachovia's business in
Mexico was coming under closer and closer scrutiny by US federal law enforcement.
Wachovia was issued with a number of subpoenas for information on its Mexican
operation. Woods has subsequently been informed that Wachovia had six or seven
thousand subpoenas. He says this was "An absurd number. So at what point does
someone at the highest level not get the feeling that something is very, very wrong?"

In April and May 2007, Wachovia – as a result of increasing interest and pressure from
the US attorney's office – began to close its relationship with some of the casas de
cambio. But rather than launch an internal investigation into Woods's alerts over
Mexico, Woods claims Wachovia hung its own money-laundering expert out to dry.
The records show that during 2007 Woods "continued to submit more SARs related to
the casas de cambio".

In July 2007, all of Wachovia's remaining 10 Mexican casa de cambio clients operating
through London suddenly stopped doing so. Later in 2007, after the investigation of
Wachovia was reported in the US financial media, the bank decided to end its
remaining relationships with the Mexican casas de cambio globally. By this time,
Woods says, he found his personal situation within the bank untenable; while the bank
acted on one level to protect itself from the federal investigation into its shortcomings,
on another, it rounded on the man who had been among the first to spot them.

On 16 June Woods was told by Wachovia's head of compliance that his latest SAR need
not have been filed, that he had no legal requirement to investigate an overseas case
and no right of access to documents held overseas from Britain, even if they were held
by Wachovia.

Woods's life went into freefall. He went to hospital with a prolapsed disc, reported sick
and was told by the bank that he not done so in the appropriate manner, as directed by
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and was told by the bank that he not done so in the appropriate manner, as directed by
the employees' handbook. He was off work for three weeks, returning in August 2007
to find a letter from the bank's compliance managing director, which was unrelenting
in its tone and words of warning.

The letter addressed itself to what the manager called "specific examples of your failure
to perform at an acceptable standard". Woods, on the edge of a breakdown, was put on
sick leave by his GP; he was later given psychiatric treatment, enrolled on a stress
management course and put on medication.

Late in 2007, Woods attended a function at Scotland Yard where colleagues from the
US were being entertained. There, he sought out a representative of the Drug
Enforcement Administration and told him about the casas de cambio, the SARs and
his employer's reaction. The Federal Reserve and officials of the office of comptroller of
currency in Washington DC then "spent a lot of time examining the SARs" that had
been sent by Woods to Charlotte from London.

"They got back in touch with me a while afterwards and we began to put the pieces of
the jigsaw together," says Woods. What they found was – as Costa says – the tip of the
iceberg of what was happening to drug money in the banking industry, but at least it
was visible and it had a name: Wachovia.

In June 2005, the DEA, the criminal division of the Internal Revenue Service and the
US attorney's office in southern Florida began investigating wire transfers from Mexico
to the US. They were traced back to correspondent bank accounts held by casas de
cambio at Wachovia. The CDC accounts were supervised and managed by a business
unit of Wachovia in the bank's Miami offices.

"Through CDCs," said the court document, "persons in Mexico can use hard currency
and … wire transfer the value of that currency to US bank accounts to purchase items
in the United States or other countries. The nature of the CDC business allows money
launderers the opportunity to move drug dollars that are in Mexico into CDCs and
ultimately into the US banking system.

"On numerous occasions," say the court papers, "monies were deposited into a CDC by
a drug-trafficking organisation. Using false identities, the CDC then wired that money
through its Wachovia correspondent bank accounts for the purchase of airplanes for
drug-trafficking organisations." The court settlement of 2010 would detail that "nearly
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drug-trafficking organisations." The court settlement of 2010 would detail that "nearly
$13m went through correspondent bank accounts at Wachovia for the purchase of
aircraft to be used in the illegal narcotics trade. From these aircraft, more than
20,000kg of cocaine were seized."

All this occurred despite the fact that Wachovia's office was in Miami, designated by
the US government as a "high-intensity money laundering and related financial crime
area", and a "high-intensity drug trafficking area". Since the drug cartel war began in
2005, Mexico had been designated a high-risk source of money laundering.

"As early as 2004," the court settlement would read, "Wachovia understood the risk
that was associated with doing business with the Mexican CDCs. Wachovia was aware
of the general industry warnings. As early as July 2005, Wachovia was aware that other
large US banks were exiting the CDC business based on [anti-money laundering]
concerns … despite these warnings, Wachovia remained in business."

On 16 March 2010, Douglas Edwards, senior vice-president of Wachovia Bank, put his
signature to page 10 of a 25-page settlement, in which the bank admitted its role as
outlined by the prosecutors. On page 11, he signed again, as senior vice-president of
Wells Fargo. The documents show Wachovia providing three services to 22 CDCs in
Mexico: wire transfers, a "bulk cash service" and a "pouch deposit service", to accept
"deposit items drawn on US banks, eg cheques and traveller's cheques", as spotted by
Woods.

"For the time period of 1 May 2004 through 31 May 2007, Wachovia processed at least
$$373.6bn in CDCs, $4.7bn in bulk cash" – a total of more than $378.3bn, a sum that
dwarfs the budgets debated by US state and UK local authorities to provide services to
citizens.

The document gives a fascinating insight into how the laundering of drug money
works. It details how investigators "found readily identifiable evidence of red flags of
large-scale money laundering". There were "structured wire transfers" whereby "it was
commonplace in the CDC accounts for round-number wire transfers to be made on the
same day or in close succession, by the same wire senders, for the … same account".

Over two days, 10 wire transfers by four individuals "went though Wachovia for deposit
into an aircraft broker's account. All of the transfers were in round numbers. None of
the individuals of business that wired money had any connection to the aircraft or the



1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 8 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

the individuals of business that wired money had any connection to the aircraft or the
entity that allegedly owned the aircraft. The investigation has further revealed that the
identities of the individuals who sent the money were false and that the business was a
shell entity. That plane was subsequently seized with approximately 2,000kg of
cocaine on board."

Many of the sequentially numbered traveller's cheques, of the kind dealt with by
Woods, contained "unusual markings" or "lacked any legible signature". Also, "many of
the CDCs that used Wachovia's bulk cash service sent significantly more cash to
Wachovia than what Wachovia had expected. More specifically, many of the CDCs
exceeded their monthly activity by at least 50%."

Recognising these "red flags", the US attorney's office in Miami, the IRS and the DEA
began investigating Wachovia, later joined by FinCEN, one of the US Treasury's
agencies to fight money laundering, while the office of the comptroller of the currency
carried out a parallel investigation. The violations they found were, says the document,
"serious and systemic and allowed certain Wachovia customers to launder millions of
dollars of proceeds from the sale of illegal narcotics through Wachovia accounts over
an extended time period. The investigation has identified that at least $110m in drug
proceeds were funnelled through the CDC accounts held at Wachovia."

The settlement concludes by discussing Wachovia's "considerable co-operation and
remedial actions" since the prosecution was initiated, after the bank was bought by
Wells Fargo. "In consideration of Wachovia's remedial actions," concludes the
prosecutor, "the United States shall recommend to the court … that prosecution of
Wachovia on the information filed … be deferred for a period of 12 months."

But while the federal prosecution proceeded, Woods had remained out in the cold. On
Christmas Eve 2008, his lawyers filed tribunal proceedings against Wachovia for
bullying and detrimental treatment of a whistleblower. The case was settled in May
2009, by which time Woods felt as though he was "the most toxic person in the bank".
Wachovia agreed to pay an undisclosed amount, in return for which Woods left the
bank and said he would not make public the terms of the settlement.

After years of tribulation, Woods was finally formally vindicated, though not by
Wachovia: a letter arrived from John Dugan, the comptroller of the currency in
Washington DC, dated 19 March 2010 – three days after the settlement in Miami.
Dugan said he was "writing to personally recognise and express my appreciation for



1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 9 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

Dugan said he was "writing to personally recognise and express my appreciation for
the role you played in the actions brought against Wachovia Bank for violations of the
bank secrecy act … Not only did the information that you provided facilitate our
investigation, but you demonstrated great personal courage and integrity by speaking
up. Without the efforts of individuals like you, actions such as the one taken against
Wachovia would not be possible."

The so-called "deferred prosecution" detailed in the Miami document is a form of
probation whereby if the bank abides by the law for a year, charges are dropped. So
this March the bank was in the clear. The week that the deferred prosecution expired, a
spokeswoman for Wells Fargo said the parent bank had no comment to make on the
documentation pertaining to Woods's case, or his allegations. She added that there was
no comment on Sloman's remarks to the court; a provision in the settlement stipulated
Wachovia was not allowed to issue public statements that contradicted it.

But the settlement leaves a sour taste in many mouths – and certainly in Woods's. The
deferred prosecution is part of this "cop-out all round", he says. "The regulatory
authorities do not have to spend any more time on it, and they don't have to push it as
far as a criminal trial. They just issue criminal proceedings, and settle. The law
enforcement people do what they are supposed to do, but what's the point? All those
people dealing with all that money from drug-trafficking and murder, and no one goes
to jail?"

One of the foremost figures in the training of anti-money laundering officers is Robert
Mazur, lead infiltrator for US law enforcement of the Colombian Medellín cartel during
the epic prosecution and collapse of the BCCI banking business in 1991 (his story was
made famous by his memoir, The Infiltrator, which became a movie).

Mazur, whose firm Chase and Associates works closely with law enforcement agencies
and trains officers for bank anti-money laundering, cast a keen eye over the case
against Wachovia, and he says now that "the only thing that will make the banks
properly vigilant to what is happening is when they hear the rattle of handcuffs in the
boardroom".

Mazur said that "a lot of the law enforcement people were disappointed to see a
settlement" between the administration and Wachovia. "But I know there were external
circumstances that worked to Wachovia's benefit, not least that the US banking system
was on the edge of collapse."
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was on the edge of collapse."

What concerns Mazur is that what law enforcement agencies and politicians hope to
achieve against the cartels is limited, and falls short of the obvious attack the US could
make in its war on drugs: go after the money. "We're thinking way too small," Mazur
says. "I train law enforcement officers, thousands of them every year, and they say to
me that if they tried to do half of what I did, they'd be arrested. But I tell them: 'You
got to think big. The headlines you will be reading in seven years' time will be the
result of the work you begin now.' With BCCI, we had to spend two years setting it up,
two years doing undercover work, and another two years getting it to trial. If they want
to do something big, like go after the money, that's how long it takes."

But Mazur warns: "If you look at the career ladders of law enforcement, there's no
incentive to go after the big money. People move every two to three years. The DEA is
focused on drug trafficking rather than money laundering. You get a quicker result that
way – they want to get the traffickers and seize their assets. But this is like treating a
sick plant by cutting off a few branches – it just grows new ones. Going after the big
money is cutting down the plant – it's a harder door to knock on, it's a longer haul,
and it won't get you the short-term riches."

 

The office of the comptroller of the currency is still examining whether individuals in
Wachovia are criminally liable. Sources at FinCEN say that a so-called "look-back" is in
process, as directed by the settlement and agreed to by Wachovia, into the $378.4bn
that was not directly associated with the aircraft purchases and cocaine hauls, but
neither was it subject to the proper anti-laundering checks. A FinCEN source says that
$20bn already examined appears to have "suspicious origins". But this is just the
beginning.

Antonio Maria Costa, who was executive director of the UN's office on drugs and crime
from May 2002 to August 2010, charts the history of the contamination of the global
banking industry by drug and criminal money since his first initiatives to try to curb it
from the European commission during the 1990s. "The connection between organised
crime and financial institutions started in the late 1970s, early 1980s," he says, "when
the mafia became globalised."
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Until then, criminal money had circulated largely in cash, with the authorities making
the occasional, spectacular "sting" or haul. During Costa's time as director for
economics and finance at the EC in Brussels, from 1987, inroads were made against
penetration of banks by criminal laundering, and "criminal money started moving back
to cash, out of the financial institutions and banks. Then two things happened: the
financial crisis in Russia, after the emergence of the Russian mafia, and the crises of
2003 and 2007-08.

"With these crises," says Costa, "the banking sector was short of liquidity, the banks
exposed themselves to the criminal syndicates, who had cash in hand."

Costa questions the readiness of governments and their regulatory structures to
challenge this large-scale corruption of the global economy: "Government regulators
showed what they were capable of when the issue suddenly changed to laundering
money for terrorism – on that, they suddenly became serious and changed their
attitude."

Hardly surprising, then, that Wachovia does not appear to be the end of the line. In
August 2010, it emerged in quarterly disclosures by HSBC that the US justice
department was seeking to fine it for anti-money laundering compliance problems
reported to include dealings with Mexico.

 

"Wachovia had my résumé, they knew who I was," says Woods. "But they did not want
to know – their attitude was, 'Why are you doing this?' They should have been on my
side, because they were compliance people, not commercial people. But really they
were commercial people all along. We're talking about hundreds of millions of dollars.
This is the biggest money-laundering scandal of our time.

"These are the proceeds of murder and misery in Mexico, and of drugs sold around the
world," he says. "All the law enforcement people wanted to see this come to trial. But
no one goes to jail. "What does the settlement do to fight the cartels? Nothing – it
doesn't make the job of law enforcement easier and it encourages the cartels and
anyone who wants to make money by laundering their blood dollars. Where's the risk?
There is none.

"Is it in the interest of the American people to encourage both the drug cartels and the
banks in this way? Is it in the interest of the Mexican people? It's simple: if you don't
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banks in this way? Is it in the interest of the Mexican people? It's simple: if you don't
see the correlation between the money laundering by banks and the 30,000 people
killed in Mexico, you're missing the point."

Woods feels unable to rest on his laurels. He tours the world for a consultancy he now
runs, Hermes Forensic Solutions, counselling and speaking to banks on the dangers of
laundering criminal money, and how to spot and stop it. "New York and London," says
Woods, "have become the world's two biggest laundries of criminal and drug money,
and offshore tax havens. Not the Cayman Islands, not the Isle of Man or Jersey. The
big laundering is right through the City of London and Wall Street.

"After the Wachovia case, no one in the regulatory community has sat down with me
and asked, 'What happened?' or 'What can we do to avoid this happening to other
banks?' They are not interested. They are the same people who attack the
whistleblowers and this is a position the [British] Financial Services Authority at least
has adopted on legal advice: it has been advised that the confidentiality of banking and
bankers takes primacy over the public information disclosure act. That is how the
priorities work: secrecy first, public interest second.

"Meanwhile, the drug industry has two products: money and suffering. On one hand,
you have massive profits and enrichment. On the other, you have massive suffering,
misery and death. You cannot separate one from the other.

"What happened at Wachovia was symptomatic of the failure of the entire regulatory
system to apply the kind of proper governance and adequate risk management which
would have prevented not just the laundering of blood money, but the global crisis."
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For a few years I've joked that marijuana wouldn't get legalized because it would
hurt the banking industry that laundered drug money. Why can't I be this
prescient when buying lottery tickets?
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 TobySaunders

3 April 2011 12:35AM

These drugs & drug products should be legal & regulated for the sake of ethics;
prohibition is counter-productive & in the case of cannabis it is entirely
tryannical.

Recommend? (161)
Report abuse

Clip

| Link

http://www.guardian.co.uk/discussion/report-abuse/comment/10217555
http://www.guardian.co.uk/discussion/comment-permalink/10217555
http://www.guardian.co.uk/discussion/user/mikedow
http://www.guardian.co.uk/discussion/report-abuse/comment/10217573
http://www.guardian.co.uk/discussion/comment-permalink/10217573
http://www.guardian.co.uk/discussion/user/TobySaunders
http://www.guardian.co.uk/discussion/report-abuse/comment/10217670
http://www.guardian.co.uk/discussion/comment-permalink/10217670


1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 15 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

 teaandchocolate

3 April 2011 12:37AM

This comment was removed by a moderator because it didn't abide by our
community standards. Replies may also be deleted. For more detail see our
FAQs.

 Strummered

3 April 2011 12:39AM

Prohibition and 'the war and drugs' has got to be the biggest con going, it would
be a farce if it wasn't so desperately serious with millions of victims.
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3 April 2011 12:40AM

I am shocked also - but I would like to know what happened to the bank
administrator who wanted him off the case -

the comment that money laundering goes on in London and New York has been
the case for years - but what I find not surprising but never-the-less shocking is
that this current government has encourage high net worth people to buy their
way into the country - - many of whom are leaving from countries in the middle
east in which the population is trying to rid itself from
corruption - -
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corruption - -

what this country needs is brilliant designers and IT engineers -
let them do here as they have done in the States where over half of the patents in
Silicon valley come from immigrants who have established prospering --- and
legal business
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Is anything even going to happen?

We get the facts given to us on a plate (Wikileaks) but is anyone actually
interested in the laborious and tedious pursuit of justice?

Rhetoric is all we seem to have in the mild, mild west.
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 mmmmbeer

3 April 2011 12:42AM

Crooked criminal scum. And the same goes for the drug lords as well.
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 Zadokk

3 April 2011 12:43AM

Explains why governments don't legalise drugs so that we - as a society - benefit
from an inevitability. Why spread the benefit across all of society when it can be
spread to the handful of individuals who own the banks. Brilliant.
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3 April 2011 12:46AM

Whose on the board at Wachovia?
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 teaandchocolate

3 April 2011 12:47AM

The banks I have worked at have very serious programs devoted to
stopping money laundering

The global banking system is beyond contempt.
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3 April 2011 12:48AM

This kind of grubbiness is almost guaranteed by the prohibition of drugs. Because
drugs are banned, they are more valuable than they otherwise would be, which
creates a bigger incentive to trade them. Crack down harder and you only make
the incentive bigger.
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http://www.guardian.co.uk/discussion/user/teaandchocolate
http://www.guardian.co.uk/discussion/report-abuse/comment/10217785
http://www.guardian.co.uk/discussion/comment-permalink/10217785
http://www.guardian.co.uk/discussion/user/TerribleLyricist
http://www.guardian.co.uk/discussion/report-abuse/comment/10217796
http://www.guardian.co.uk/discussion/comment-permalink/10217796
http://www.guardian.co.uk/discussion/user/swiss3


1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 19 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

the entire situation is madness & sickening!

its time t legalize drugs, treat addicts as mentally ill or physicly sick. Treat
responsibl recreational users as noughty but legitimate- trying t effect a reduction
of thr use thru advertising. Put the tax proceeds from the legal drug business t
good ends, as well as save the incalcualabl amounts it costs for the current costly
but ineffectual drug policing. How many 'drug warriors' could be doing actual
profitabl & useful work on this planet? Bridges need t b built & farms tended,
thrs countless USEFUL things needed t b done! &We're talking 10s of billions
every year in cash here all around, thru taxes, thru reduced police costs, thru
reduced prison populations & court costs- maybe 100s of billions! In this time of
global financial crisis we need t restructure & manage our economys & industrys
wisely, that includes the highly profitabl drug industry.

otherwise we hav a NEVER ENDING military-police-state vrs drug cartels... its
time to put an end to both!!! they are both sickening! they are nearly one and the
same either side if u ask me! both ill & disgusting, feeding off eachother 2 sides t
the same coin! Cartels need police t keep drug costs up & allow for shadow
income, police need drug cartels for thr jobs & income thru tax-funded low-
oversight government payments & also asset seizure!

how many lives need t be destroyed & how much blood needs t be shed???

Somday people will wake up on this planet & the never ending international drug
war started by the disgraced president Nixon will finally come t a close!
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3 April 2011 12:51AM

Could i just point out that Capitalism isn't really an ideology, it is simply a
mechanist to create wealth. As such it is open to all the corruption and deceit
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mechanist to create wealth. As such it is open to all the corruption and deceit
that the human condition is capable of.

Apportion blame where appropriate please.
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 AlbionEikon

3 April 2011 12:53AM

Not only is the global banking system beyond contempt, but there's no way I
believe the US government would treat a foreign bank in a similar manner. Not
only would the bank be dealt with far more harshly, but also the country from
which it originates from.

One major problem with western democracy is how passive mainstream society is
to the primary issues because they get overly distracted by the tertiary issues.
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3 April 2011 12:59AM

Before any of you fools post "This is just capitalism Blah blah blah" Know this >>
In a truly capitalist society drugs would be legal and sold by stores not drug
cartels. It's control of the markets which spawn these horrors (*Cough* Key word
Market Controls).
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The day you can buy your weed at Walmart is the day Drug cartels and gangs
start to fade away.
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 flyingdutchman

3 April 2011 1:07AM

Mikedow
Prohibition is big business. And that ain't no joke.
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 theantipodes

3 April 2011 1:09AM

How many of YOU are willing to act morally and expose illegal and/or immoral
acts by your employer or co-workers/colleagues?

In doing so you expose your very core to expensive legal action, private
investigators hired to go through your trash with a fine-tooth comb, corrupt
contacts in banks hand over your financial information and all of a sudden you
start having money problems. Your lawyer calls you and for no apparent reason
suddenly can't help you any more, or demands more for the same. If anybody in
your family has a business it begins to suffer. Anonymous calls are made to
significant clients, casting aspersions on your character (e.g. used to be a child
sex-offender) and suddenly their businesses are suffering.

http://www.guardian.co.uk/discussion/report-abuse/comment/10217886
http://www.guardian.co.uk/discussion/comment-permalink/10217886
http://www.guardian.co.uk/discussion/user/flyingdutchman
http://www.guardian.co.uk/discussion/report-abuse/comment/10217945
http://www.guardian.co.uk/discussion/comment-permalink/10217945
http://www.guardian.co.uk/discussion/user/theantipodes


1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 22 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

This goes on and on. It's not the legal pressure alone that is put on people, but a
whole range of tactics designed to discredit and destroy. All paid for by those who
have the cash to effect an outcome that benefits them.
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 CrescentCity

3 April 2011 1:11AM

My hat's off to Mr. Woods. What a miserable situation. I'm amazed he survived.
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 canubelievethat

3 April 2011 1:11AM

This is more evidence of collusion between cartels,banks,government agencies
and they have no intention of ending this because it is big business.
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3 April 2011 1:12AM

Shocked aswell but in all honesty why should we be surprised? We give weapons
to despots don't we?

Oh Capitalism.
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 isse92

3 April 2011 1:14AM

A very fine effort by everyone who investigated this and managed to get this story
out! Well done!
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3 April 2011 1:16AM

This comment was removed by a moderator because it didn't abide by our
community standards. Replies may also be deleted. For more detail see our
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3 April 2011 1:19AM

Nations go bankrupt and their people pay the price.

And in the meantime we are told that we have to be good little citizens: go to
work, get a loan to buy a house which you will only ever own in 25 years, pay
your frickin taxes, put your kids in daycare so that both parents can work to
barely get ahead, buy stuff to keep the wheels of our 19th century economic
system going. Drink chlorinated tap water. Eat dead chemical food. Destroy our
own sourse of life.

We are sick - corrupted by money and egotistical opinions and desires.

THIS SHIT HAS GOT TO GO.
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 muckytackies

3 April 2011 1:24AM

Greensox, forgive me if I dont feel any sympathy towards your plight as painting
the banks as some paradigm of decency. This article highlights just one of a
myriad of indiscretions the bank system has foisted on us of late. Don't hurt your
fingers playing the little violin of yours, you could be playing it for some time
before people start listening to your tune again.
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 Chri5

3 April 2011 1:32AM

Please, end this silly war on drugs
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This comment was removed by a moderator because it didn't abide by our
community standards. Replies may also be deleted. For more detail see our
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 alloomis

3 April 2011 1:40AM

first i discovered bambi was tricking, then that john wayne was not an actual
hero, now this. is it any wonder, if i ask the tooth fairy for a receipt?

america has always been crooked, the first big banking scam came along about 3
years after the first federal bank. this is curable, and i am hopeful that when the
union of south and central american states occupies the remaining bandit
strongholds in north america, they will apply a stiff broom to american culture.
this may have to take the form of bonfires, into which will be thrown bankers,
politicians and lawyers, so that ordinary norte americanos can finally learn that
crime does not pay. it will be a shock to them, having no previous evidence.
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 Killertomato

3 April 2011 1:41AM

Drink chlorinated tap water.

Drink non-chlorinated water. Get cholera.
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This comment was removed by a moderator because it didn't abide by our
community standards. Replies may also be deleted. For more detail see our
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This comment was removed by a moderator because it didn't abide by our
community standards. Replies may also be deleted. For more detail see our
FAQs.
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 RobRoy08

3 April 2011 2:08AM

Have the drugs stopped running? No? Then neither has the cash.

Know the size of the money flows? Yes? Then don't expect any surprises on the
means of transfer.

Why not take that next step in understanding that someone is deliberately
avoiding doing their job today, just as they were yesterday, and that their friends
are clipping the ticket.
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 ammypam

3 April 2011 2:13AM

Drug cartels, the Mafia, the banks, hedge funds, oil companies, arms
manufacturers, governments....they're all the same - no morality except money.
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A fantastic and brave article. A lot of praise must be given to all those involved in
reporting the story, and also to those who live/lived through it.

Just a shame it won't be read by nearly enough people. It's worrying how lazily
ignorant some people can be to the biggest issues that surrounds them.

Still, I suppose this is the price you pay for Western 'democracy and freedom'.
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3 April 2011 2:24AM

A very well written and researched piece of real journalism. My hat off to Mssr
Vulliamy.
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NT3058 -

Before any of you fools post "This is just capitalism Blah blah blah"
Know this >> In a truly capitalist society drugs would be legal and
sold by stores not drug cartels. It's control of the markets which
spawn these horrors (*Cough* Key word Market Controls).
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'capitalism' and 'free market' are not totally synonymous. One version of
capitalism is the one we have - manipulation of the markets and society in favour
of the few who have the capital. 'Free market' for the poor, 'socialism' for the rich.
High taxes for the poor, low taxes for the rich. In a truly capitalist society, RBS,
Lloyds, etc, would have gone to the wall, too.
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3 April 2011 2:34AM

The banks are just as crooked as the drug cartels.

The global drugs trade is worth over 200 BILLION a year, think about that for
five minutes and then ask yourself whether or not the banks should also stop
handling money from the sales of weapons, cigarettes, alcohol, prostitution,
human trafficking or vital organs stolen from prisoners in Chinese jails.

Banks are in the finance business, they don't care where the money is coming
from, never have done and never will.

Do you really think for a minute that an industry (drugs) that dwarfs the
combined efforts of Coca Cola, Samsung, Microsoft and Walmart is really in the
hands of a few South American crack heads?

http://www.guardian.co.uk/discussion/report-abuse/comment/10218347
http://www.guardian.co.uk/discussion/comment-permalink/10218347
http://www.guardian.co.uk/discussion/user/dirkbruere
http://www.guardian.co.uk/community-standards
http://www.guardian.co.uk/community-faqs
http://www.guardian.co.uk/discussion/user/KoaChinHorSays


1/9/12 4:53 PMHow a big US bank laundered billions from Mexico's murderous drug gangs | World news | The Observer

Page 30 of 36file:///Users/bentley/Desktop/transfer/2011april4/us-bank-mexico-drug-gangs.html

hands of a few South American crack heads?

My final question, do you have a bank account and own any stocks and shares?
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3 April 2011 2:37AM

"That is how the priorities work: secrecy first, public interest second."
Its a conspiracy,isn't it?
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 Gurufootball
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3 April 2011 12:48AM
how many lives need t be destroyed & how much blood needs t be
shed???

End prohibition on drugs? Have you or anyone in favor considered the
ramifications? I mean let’s consider prohibition of alcohol. Has the legalizing
benefited society by reducing the costs associated, such as health related disease,
property losses(i.e. car accidents etc.), human toll(i.e. killed/mutilated by drunk
drivers etc.)? I think this causes a lot more misery in the world than the illegal
drug trade. A burden by the way on the healthcare system in any country paid for
by tax payers.
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by tax payers.

So now we want to legalize the drug trade. Judging from the scope described in
this article we are not just talking about a hand full of people, not to mention
how many more would become users and addicts. What will be the effect of more
volatile people in our society? This volatility seems to me comes with a large
financial, moral and physical price. Is society prepared for it? I’m not convinced.

Seems to me those pushing for legalization are themselves users and addicts, and
as far as destroying lives and blood who’s to say the legalizing would not create
more of it. Remember the vast majority of those 30,000 dead in Mexico are
people involved in the drug trade and not innocent bystanders.
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Some people here are talking about legalising and regulating the drug trade as a
means of preventing this kind of appalling corruption. Very broadly speaking I
agree with them, but the reality is that making that kind of change would solve
almost nothing. I live in mexico and i know that the people who run the drug
trade are not about to peacefully give up their control of a multi-billion-dollar
industry, nor will they suddenly drop their other interests (eg prostitution,
gambling) if drugs were to be legalised.

There is absolutely no easy fix, but well done Martin Woods and well done
Grauniad for devoting some energu to this topic.
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A fantastic and brave article. A lot of praise must be given to all those
involved in reporting the story

Why brave? All this information has been a matter of public record for five years.
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3 April 2011 3:47AM

This story has affected me emotionally like no other. Even as I marvel that it
exists, I intend to monitor just how effectively its ignored by the feckless US
press. I have no doubt Obama's administration is not going to join in an attack of
his precious financial sector. And without that kind of support this racist nation
which regularly yawns its indifference to the plight of Mexicans, will shrug it all
off with campaign contributions.
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As a Mexican citizen I am appalled. More than 30,000 people have been killed in
my country since 2004, many in the turf wars among the cartels, but it seems
likely that at least half of the victims were pacific people.

Thanks to Mr. Woods it is clear now that some international banks reap
enormous benefits thereby. I don't know what would be the amount of
commissions for handling $378.4 bn (and this, only from 2004 and through one
single bank!) No doubt many people found all along extremely good reason$ to
turn a blind eye on that. And surely this goes a long way to explain why all this
pain is so hard to stop.
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In the competitive supply side world of global economics money rules. Regulation
is viewed as meaningless and getting caught is only a risk to be objectively
analyzed. Lawyers, bankers, politicians, and corporate heads are often supportive
of the present state of the money laundering and drug smuggling industry
because it pays the bills and makes them rich one way or another. Our system
spends way more time on traffic tickets and petty small time drug users than on
any real way to go through the maze and track down these major sources of drugs
and counterfeiting. There are certainly a number of very successful people who
have agreed to collude with the mob which is evidenced by the inaccessible
industries protected by insurance constituencies and banks. This only ads to and
protects the misguided concept that the world will be solely saved through
unregulated free market philosophy and military might. Unfortunately the very
type of dedicated selfless people it takes to make justice happen are exactly the
opposite of those making such drug profiteering a reality.
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If this is not evidence that the parasitic banking system is profoundly and
systemically corrupt then I don't know what would be.

We have seen corrupt financial services behavior range from falsification of sales
targets, buying their own financial products to 'hit' targets', packaging and selling
mortgage products knowingly to people that would not be able to service the
debt, high levels of usury and predatory behavior in the credit card market
(especially in the US but elsewhere), etc, etc....and now we have money
laundering on a massive scale. I doubt if this is the only bank that has an
'alternative' line of business.

Worst of all is that no one has been called to account.....you rob a store and you
get a prison sentence. You rip off billions and nothing happens. The system
cannot regulate and control its actions and the only outcome will be increased
corruption and financial collapse.

Where are the politicians? I would guess they are on one hand active participants
in this, or on the other are hiding what is going on.
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@jimmysten

Just a shame it won't be read by nearly enough people. It's worrying
how lazily ignorant some people can be to the biggest issues that
surrounds them.

Still, I suppose this is the price you pay for Western 'democracy and
freedom'.

What does that comment actually mean?

....that in an authoritarian, Eastern society, the general populace would do little
but read exposés of corruption in high places???
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