
ntifascistallin...ExploringtheshadowlandsofthecorporatepolicestateSUNDAY,OCTOBER10,2010Whenthe'Future'InvadesOurLives.TheCIAFunds'PredictiveBehavior'StartEUpsAstheywalkedalongthebusy,yellowYlittiersofoffices,Andertonsaid:"You'reacquaintedwiththetheoryofprecrime,ofcourse.Ipresumewecantakethatforgranted."ggPhilipK.Dick,TheMinorityReportWhatdoGoogle,theCIAandahostofso�called"predictivebehavior"start�upshaveincommon?They'reinterestedinyou,ormorespecifically,whetheryouronlineinterests��fromFacebooktoTwitterposts,andfromFlickrphotostoYouTubeandblogentries��canbeexploitedbypowerfulcomputeralgorithmsandsubsequentlytransformedinto"actionableintelligence."AndwhethertheknowledgegleanedfromanIPaddressisgearedtowardssellinguselessjunkorenteringanameintoalawenforcementdatabasemattersnotawhit.It'sall"justdata"and"buzz"goesthemantra,alongwhatlittleisleftofourprivacyandourrights.Increasingly,secretstateagenciesrangingfromtheCIAtotheNationalSecurityAgencyarepouringmillionsofdollarsintodata�miningfirmswhichclaimtheyhaveahandleonwhoyouareorwhatyoumightdointhefuture.Andtotopitoff,thelatesttrendinweeding�outdissentersandnonconformistsfromthesociallandscapewillsoonbeinvadingaworkplacenearyou;infact,italreadyhas.Welcometothesinisterworldof"Precrime"wherecapitalistgrifters,drug�andtorture�taintedspyshopsarealllaboringmightilytostampouteverylastvestigeoffreethoughthereintheheimat.TheCIAEnterstheFrameInJuly,securityjournalistNoahShachtmanrevealedinWiredthat"theinvestmentarmsoftheCIAandGooglearebothbackingacompanythatmonitorsthewebinrealtime��andsaysitusesthatinformationtopredictthefuture."ShachtmanreportedthattheCIA'ssemi�privateinvestmentcompany,In�Q�Tel,andGoogleVentures,thesearchgiant'sbusinessdivisionhadpartnered�upwithadodgyoutfitcalledRecordedFuturepouring,accordingtosomeestimates,$20milliondollarsintothefledglingfirm.AblurbonIn�Q�Tel'swebsiteinformsusthat"RecordedFutureextractstimeandeventinformationfromtheweb.Thecompanyoffersusersnewwaystoanalyzethepast,present,andthepredictedfuture."
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Whothoseubiquitousthoughnameless"users"areorwhattheymightdowiththatinformationoncethey"extract"itfromthewebisleftunsaid.However,judgingfromtheinterestthataCIA�connectedentityhasexpressedinfundingthecompany,privacywillnotfigureprominentlyinthe"newways"suchtoolswillbeused.Wiredreportedthatthecompany,foundedbyformerSwedishArmyRangerChristopherAhlberg,"scourstensofthousandsofwebsites,blogsandTwitteraccountstofindtherelationshipsbetweenpeople,organizations,actionsandincidents��bothpresentandstill�to�come.""Thecoolthingis"Ahlbergsaid,"youcanactuallypredictthecurve,inmanycases."Andasforthesearchgiant'sinterestin"predictingthefuture"forthesecretstate,itwouldn'tbethefirsttimethatGoogleVenturessoldequipmentandexpertisetoAmerica'sshadowwarriors.Whilethefirmmayprideitselfonthecorporateslogan,"don'tbeevil,"dataisavaluablecommodity.Andwhere'stherevalue,there'smoneytobemade.Whetheritcomesintheformof"increasingsharevalue"throughthesaleofprivateinformationtomarketeersorstateintelligenceagencieseagertoincrease"situationalawareness"ofthe"battlespace"isamatterofcompleteindifferencetocorporatebeancounters.Afterall,asGoogleCEOEricSchmidttoldCNBClastyear,"ifyouhavesomethingthatyoudon'twantanyonetoknow,maybeyoushouldn'tbedoingitinthefirstplace."Butthatstandard,"onlybadpeoplehavesomethingtohide,"isinfinitelymutableandcanbestretched��ormanipulatedashassooftenbeenthecaseintheUnitedStates��toencompasseverythingfrom"Papist"conspiracies,"illegal"migrants,homosexuality,communism,druguse,orAmerica'slatestbêtenoire:the"Muslimthreat."Schmidtwentontosaythat"therealityisthatsearchengines,includingGoogle,doretainthisinformationforsometime.Andwe'reallsubject,intheU.S.,tothePatriotAct,anditispossiblethatthatinformationcouldbemadeavailabletotheauthorities."InFebruary,TheWashingtonPostreportedthat"theworld'slargestInternetsearchcompanyandtheworld'smostpowerfulelectronicsurveillanceorganizationareteamingupinthenameofcybersecurity.""Thealliance"betweenGoogleandNSA"isbeingdesignedtoallowthetwoorganizationstosharecriticalinformationwithoutviolatingGoogle'spoliciesorlawsthatprotecttheprivacyofAmericans'onlinecommunications,"thePostalleged.AnanonymoussourcetoldthePostthat"thedealdoesnotmeantheNSAwillbeviewingusers'searchesore�mailaccountsorthatGooglewillbesharingproprietarydata."Really?LastspringitwasrevealedthatGoogle'sStreetViewcarshadbeensecretlyvacuumingupterabytesofprivatewi�fidataformorethanthreeyearsacrossEuropeandtheUnitedStates.TheSundayTimesreportedthatthefirmhad"beenscoopingupsnippetsofpeople'sonlineactivitiesbroadcastoverunprotectedhomeandbusinesswi�finetworks."
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InJuly,TheWashingtonPost's"TopSecretAmerica"investigationdisclosedthatGooglesuppliesmappingandsearchproductstotheU.S.secretstateandthattheiremployees,outsourcedintelligencecontractorsfortheDefenseDepartment,mayhavefilchedtheircustomers'wi�fidataaspartofanNSAsurveillanceproject.Andwhataboutemailandwebsearches?Lastyear,TheNewYorkTimesrevealedthatNSAinterceptsof"privatetelephonecallsande�mailmessagesofAmericansarebroaderthanpreviouslyacknowledged."Infact,aformerNSAanalystdescribedhowhewastrained�upfiercein2005"foraprograminwhichtheagencyroutinelyexaminedlargevolumesofAmericans'e�mailmessageswithoutcourtwarrants."Thatprogram,code�namedPINWALE,andtheNSA'smeta�data�miningspyopSTELLARWIND,continueunderObama.Indeed,TheAtlantictoldusatthetimethatPINWALE"isactuallyanunclassifiedproprietarytermusedtorefertoadvanceddata�miningsoftwarethatthegovernmentuses."Buttheseamlessrelationshipsamongstcommunications'giantssuchasGoogleandthesecretstatedoesn'tstopthere.EvenbeforeGooglesoughtanassistfromtheNationalSecurityAgencytosecureitsnetworksafteranallegedbreechbyChinalastyear,in2004thefirmhadacquiredKeyhole,Inc.,anIn�Q�Telfundedstart�upthatdeveloped3�D�spy�in�the�skyimages;KeyholebecamethebackboneforwhatlaterevolvedintoGoogleEarth.Atthetimeoftheirinitialinvestment,In�Q�TelsaidthatKeyhole's"strategicrelationship...meansthattheIntelligenceCommunitycannowbenefitfromthemassivescalabilityandhighperformanceoftheKeyholeenterprisesolution."In�Q�Tel'sthen�CEO,GilmanLouie,saidthatspyshopventurecapitalistsinvestedinthefirm"becauseitoffersgovernmentandcommercialusersanewcapabilitytoradicallyenhancecriticaldecisionmaking.ThroughitsabilitytostreamverylargegeospatialdatasetsovertheInternetandprivatenetworks,Keyholehascreatedanentirelynewwaytointeractwithearthimageryandfeaturedata."Or,asseenonadailybasisintheAfPak"theatre"deliverexcitingnewwaystokillpeople.Nowthat'sinnovation!Thatwasthen,nowthesearchgiantandtheCIA'sinvestmentarmarebankingonproductsthatwilltakeprivacyintrusionstoawholenewlevel.Apromotionalofferingbytheup�and�comersinthepredictivebehaviormarketplace,RecordedFutureóóAWhitePaperonTemporalAnalyticsassertsthat"unliketraditionalsearchengineswhichfocusontextretrievalandleavestheanalysistotheuser,westrivetoprovidetoolswhichassistinidentifyingandunderstandinghistoricaldevelopments,andwhichcanalsohelpformulatehypothesesaboutandgivecluestolikelyfutureevents.Wehavedecidedontheterm'temporalanalytics'todescribethetimeorientedanalysistaskssupportedbyoursystems."Biginthehyperboledepartment,RecordedFutureclaimstohavedevelopedan"analyticsengine,whichgoesbeyondsearch,explicitlinkanalysisandaddsimplicitlinkanalysis,bylookingatthe'invisiblelinks'betweendocumentsthattalkaboutthesame,orrelated,entitiesandevents.Wedothisbyseparatingthedocumentsandtheircontentfromwhattheytalkabout."Accordingtothewould�beBigBrotherenablers,"RecordedFuturealso
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analyzesthe'timeandspacedimension'ofdocuments��referencestowhenandwhereaneventhastakenplace,orevenwhenandwhereitwilltakeplace��sincemanydocumentsactuallyrefertoeventsexpectedtotakeplaceinthefuture."Addingtotheunadulteratedcreepfactor,thetechnocraticgriftersaverthey're"addingmorecomponents,e.g.sentimentanalyses,whichdeterminewhatattitudeanauthorhastowardshis/hertopic,andhowstrongthatattitudeis��theaffectivestateoftheauthor."StronglyopposeAmerica'simperialprojecttostealotherpeople'sresourcesinAfghanistanandIraq,or,crimeofcrimes,havethetemeritytowriteororganizeagainstit?Steprightthisway,RecordedFuturehastheireyeonyouandwillsellthatinformationtothehighestbidder!Afterall,asMikeVanWinkle,aCaliforniaAnti�TerrorismInformationCentershillinfamouslytoldtheOaklandTribunebackin2003afterOaklandcopswoundedscoresofpeaceniklongshoremenatanantiwarrallyattheport:"Youcanmakeaneasykindofalinkthat,ifyouhaveaprotestgroupprotestingawarwherethecausethat'sbeingfoughtagainstisinternationalterrorism,youmighthaveterrorismatthat(protest).Youcanalmostarguethataprotestagainstthatisaterroristact."AndwithRecordedFuture's"sentimentanalyses"such"links"willbeeveneasiertofabricate.NevermindthattheprestigiousNationalAcademyofScience'sNationalResearchCouncilissuedascathing2008report,ProtectingIndividualPrivacyintheStruggleAgainstTerrorists:AFrameworkforAssessment,thatdebunkedtheutilityofdata�mingandlinkanalysisaseffectivecounterterrorismtools."Farmoreproblematic,"theNRCinformsus,"areautomateddata�miningtechniquesthatsearchdatabasesforunusualpatternsofactivitynotalreadyknowntobeassociatedwithterrorists."Since"solittleisknownaboutwhatpatternsindicateterroristactivity"thereportavers,dodgytechniquessuchaslinkanalysis"arelikelytogeneratehugenumbersoffalseleads."AsforRecordedFuture'sover�hyped"sentimentanalyses,"theNRCdebunked,onemightevensaypreemptively,thedodgyclaimsofourwould�beprecrimemavens."Thecommitteealsoexaminedbehavioralsurveillancetechniques,whichtrytoidentifyterroristsbyobservingbehaviorormeasuringphysiologicalstates."Theirconclusion?"Thereisnoscientificconsensusonwhetherthesetechniquesarereadyforuseatallincounterterrorism."Damningly,theNRCassertedthatsuchtechniques"haveenormouspotentialforprivacyviolationsbecausetheywillinevitablyforcetargetedindividualstoexplainandjustifytheirmentalandemotionalstates."NotthatsuchinconvenientfactsmattertoRecordedFutureortheirpaymastersintheso�calledintelligencecommunitywhoafterall,areinthedriver'sseatwhenthefirm'sknowledgeproducts"makepredictionsaboutthefuture."Afterall,asAhlbergandhismerrybandofprivacyinvadersinformus:"Ourmissionisnottohelpourcustomersfinddocuments,buttoenablethemtounderstandwhatishappeningintheworld."Thebettertogetaleguponthecompetitionorknowwhototarget.The"RealYou"



Nottobeoutdonebyblackworldspyagencies,theiroutsourcedcorporatepartnersorthefuturistguruswhodotheirbidding,thehigh�techpublicationDatamation,tolduslastmonththattheprecrimeconcept"iscomingverysoontotheworldofHumanResources(HR)andemployeemanagement."ReporterMikeElganrevealedthata"SantaBarbara,Calif.,startupcalledSocialIntelligencedata�minesthesocialnetworkstohelpcompaniesdecideiftheyreallywanttohireyou."Elganaverredthatwhilebackgroundcheckshavehistoricallysearchedforevidenceofcriminalbehavioronthepartofprospectiveemployees,"SocialIntelligenceisthefirstcompanythatI'mawareofthatsystematicallytrollssocialnetworksforevidenceofbadcharacter."SimilartoRecordedFutureanddozensofother"predictivebehavior"companiessuchasAttensityandVisibleTechnologies,SocialIntelligencedeploys"automationsoftwarethatslogsthroughFacebook,Twitter,Flickr,YouTube,LinkedIn,blogs,and'thousandsofothersources,'thecompanydevelopsareportonthe'realyou'��notthecarefullycraftedyouinyourresume."AccordingtoDatamation,"thecompanyalsooffersaseparateSocialIntelligenceMonitoringservicetowatchthepersonalactivityofexistingemployeesonanongoingbasis."Suchintrusivemonitoringtransformsthe"workplace"intoa24/7Orwellianpanopticonfromwhichthereisnohopeofescape.Theserviceissoldasanexemplarymeansto"enforcecompanysocialmediapolicies."However,since"criteriaarecompany�defined,it'snotclearwhetherit'spossibletomonitorpersonalactivity."Fearnot,itis.SocialIntelligence,accordingtoElgan,"providesreportingthatdeemphasizesspecificactionsandemphasizescharacter.It'slessabout'whatdidtheemployeedo'andmoreabout'whatkindofpersonisthisemployee?'"Inotherwords,it'sallaboutthefuture;specifically,thegrimworldorderthatfear�mongeringcorporationsarerapidlybringingtofruition.Datamationreportsthat"followingthecurrenttrendlines,"rootedintheflawedlogicofinformationderivedfromdata�miningandlinkanalysis,"socialnetworkingspidersandpredictiveanalyticsengineswillbeworkingnightanddayscanningtheInternetandusingthatdatatopredictwhateveryemployeeislikelytodointhefuture.ThiscapabilitywillsimplybebakedrightintoHRsoftwaresuites."Aswithotheraspectsofdailylifeinpost�constitutionalAmerica,executivedecisions,rangingfromwhetherornottohireorfiresomeone,castthemintoalawlessgulagwithouttrial,orevenkillthemsolelyonthesay�soofourWar�Criminal�in�Chief,arethenewhouserules.Likeourfauxprogressivepresident,someHRbureaucratwillactasjudge,juryandexecutioner,makingdecisionsthatcan��andhave��wreckedlives.Elgantellsusthatunlikeacriminalproceedingwhereyoustandbeforethelawaccusedofwrongdoingandgettofaceyouraccuser,"youcan'tlegallybethrowninjailforbadcharacter,poorjudgment,orexpectationsofwhatyoumightdointhefuture.Youhavetoactuallybreakthelaw,andtheyhavetoproveit.""Personnelactionsaren'tanythinglikethis."Youaren'taffordedthemeans



PostedbyAntifascistat11:24AM

to"faceyouraccuser."Infact,basedonwhetherornotyousucked�uptotheboss,pissed�offsomecorporatetoady,ormovedintothe"suspect"categorybasedonanalgorithm,youdon'thavetoactuallyviolatecomapnyrulesinordertobefired"andtheydon'thavetoproveit."Datamationtellsus,"ifthesocialnetworkscanning,predictiveanalyticssoftwareofthefuturedecidesthatyouaregoingtodosomethinginfuturethat'sinconsistentwiththecompany'sinterests,you'refired."And,Elganavers,nowthat"thetoolsarebecomingmonstrouslysophisticated,efficient,powerful,far�reachingandinvasive,"theprecrime"conceptiscomingtoHR."BigBrotherisonlya"ping"ormouseclickaway...
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