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Summary1.Communicationsintelligence(Comint)involvingthecovertinterceptionofforeigncommunicationshasbeenpractisedbyalmosteveryadvancednationsinceinternationaltelecommunicationsbecameavailable.Comintisalargescaleindustrialactivityprovidingconsumerswithintelligenceondiplomatic,economicandscientificdevelopments.ThecapabilitiesofandconstraintsonComintactivitymayusefullybeconsideredintheframeworkofthe"intelligencecycle"(section1).2.Globally,about1520billionEuroisexpendedannuallyonComintandrelatedactivities.ThelargestcomponentofthisexpenditureisincurredbythemajorEnglishspeakingnationsoftheUKUSAalliance.(1)ThisreportdescribeshowComintorganisationshaveformorethan80yearsmadearrangementstoobtainaccesstomuchoftheworld'sinternationalcommunications.Theseincludetheunauthorisedinterceptionofcommercialsatellites,oflongdistancecommunicationsfromspace,ofunderseacablesusingsubmarines,andoftheInternet.Inexcessof120satellitesystemsarecurrentlyinsimultaneousoperationcollectingintelligence(section2).3.ThehighlyautomatedUKUSAsystemforprocessingComint,oftenknownasECHELON,hasbeenwidelydiscussedwithinEuropefollowinga1997STOAreport.(2)ThatreportsummarisedinformationfromtheonlytwoprimarysourcesthenavailableonECHELON.(3)ThisreportprovidesoriginalnewdocumentaryandotherevidenceabouttheECHELONsystemanditsinvolvementintheinterceptionofcommunicationsatellites(section3).Atechnicalannexegiveasupplementary,detaileddescriptionofComintprocessingmethods.4.Comintinformationderivedfromtheinterceptionofinternationalcommunicationshaslongbeenroutinelyusedtoobtainsensitivedataconcerningindividuals,governments,tradeandinternationalorganisations.Thisreportsetsouttheorganisationalandreportingframeworkswithinwhicheconomicallysensitiveinformationiscollectedanddisseminated,summarisingexampleswhereEuropeancommercialorganisationshavebeenthesubjectofsurveillance(section4).5.Thisreportidentifiesapreviouslyunknowninternationalorganisation"ILETS"whichhas,withoutparliamentaryorpublicdiscussionorawareness,putinplacecontentiousplanstorequiremanufacturersandoperatorsofnewcommunicationssystemstobuildinmonitoringcapacityforusebynationalsecurityorlawenforcementorganisations(section5).6.Comintorganisationsnowperceivethatthetechnicaldifficultiesofcollectingcommunicationsareincreasing,andthatfutureproductionmaybecostlierandmorelimitedthanatpresent.Theperceptionofsuchdifficultiesmayprovideausefulbasisforpolicyoptionsaimedatprotectivemeasuresconcerningeconomicinformationandeffectiveencryption(section6).7.KeyfindingsconcerningthestateoftheartinComintinclude:Comprehensivesystemsexisttoaccess,interceptandprocesseveryimportantmodernformofcommunications,withfewexceptions(section2,technicalannexe);Contrarytoreportsinthepress,effective"wordspotting"searchsystemsautomaticallytoselecttelephonecallsofintelligenceinterestarenotyetavailable,despite30yearsofresearch.However,speakerrecognitionsystemsineffect,"voiceprints"havebeendevelopedandaredeployedtorecognisethespeechoftargetedindividualsmakinginternationaltelephonecalls;



RecentdiplomaticinitiativesbytheUnitedStatesgovernmentseekingEuropeanagreementtothe"keyescrow"systemofcryptographymaskedintelligencecollectionrequirements,andformedpartofalongtermprogramwhichhasunderminedandcontinuestounderminethecommunicationsprivacyofnonUSnationals,includingEuropeangovernments,companiesandcitizens;Thereiswiderangingevidenceindicatingthatmajorgovernmentsareroutinelyutilisingcommunicationsintelligencetoprovidecommercialadvantagetocompaniesandtrade.1.OrganisationsandmethodsWhatiscommunicationsintelligence?1.Communicationsintelligence(Comint)isdefinedbyNSA,thelargestagencyconductingsuchoperationsas"technicalandintelligenceinformationderivedfromforeigncommunicationsbyotherthantheirintendedrecipient".(4)ComintisamajorcomponentofSigint(signalsintelligence),whichalsoincludesthecollectionofnoncommunicationssignals,suchasradaremissions.(5)AlthoughthisreportdealswithagenciesandsystemswhoseoveralltaskmaybeSigint,itisconcernedonlywithComint.2.Cominthasshadowedthedevelopmentofextensivehighcapacitynewciviltelecommunicationssystems,andhasinconsequencebecomealargescaleindustrialactivityemployingmanyskilledworkersandutilisingexceptionallyhighdegreesofautomation.3.ThetargetsofComintoperationsarevaried.ThemosttraditionalCominttargetsaremilitarymessagesanddiplomaticcommunicationsbetweennationalcapitalsandmissionsabroad.Sincethe1960s,followingthegrowthofworldtrade,thecollectionofeconomicintelligenceandinformationaboutscientificandtechnicaldevelopmentshasbeenanincreasinglyimportantaspectofComint.Morerecenttargetsincludenarcoticstrafficking,moneylaundering,terrorismandorganisedcrime.4.Wheneveraccesstointernationalcommunicationschannelsisobtainedforonepurpose,accesstoeveryothertypeofcommunicationscarriedonthesamechannelsisautomatic,subjectonlytothetaskingrequirementsofagencies.Thus,forexample,NSAanditsBritishcounterpartGCHQ,usedComintcollectedprimarilyforotherpurposestoprovidedataaboutdomesticpoliticaloppositionfiguresintheUnitedStatesbetween1967and1975.UKUSAalliance5.TheUnitedStatesSigintSystem(USSS)consistsoftheNationalSecurityAgency(NSA),militarysupportunitscollectivelycalledtheCentralSecurityService,andpartsoftheCIAandotherorganisations.Followingwartimecollaboration,in1947theUKandtheUSmadeasecretagreementtocontinuetoconductcollaborativeglobalComintactivities.ThreeotherEnglishspeakingnations,Canada,AustraliaandNewZealandjoinedtheUKUSAagreementas"SecondParties".TheUKUSAagreementwasnotacknowledgedpubliclyuntilMarch1999,whentheAustraliangovernmentconfirmedthatitsSigintorganisation,DefenceSignalsDirectorate(DSD)"doescooperatewithcounterpartsignalsintelligenceorganisationsoverseasundertheUKUSArelationship".(6)TheUKUSAagreementsharesfacilities,tasksandproductbetweenparticipatinggovernments.6.AlthoughUKUSAComintagencystaffsandbudgetshaveshrunkfollowingtheendofthecoldwar,theyhavereaffirmedtheirrequirementsforaccesstoalltheworld'scommunications.AddressingNSAstaffonhisdeparturein1992,thenNSAdirectorAdmiralWilliamStudemandescribedhow"thedemandsforincreasedglobalaccessaregrowing".The"businessarea"of"globalaccess"was,hesaid,oneof"two,hopefullystrong,legsuponwhichNSAmuststand"inthenextcentury.(7)OtherComintorganisations7.BesidesUKUSA,thereatleast30othernationsoperatingmajorComintorganisations.ThelargestistheRussianFAPSI,with54,000employees.(8)ChinamaintainsasubstantialSigintsystem,twostationsofwhicharedirectedatRussiaandoperateincollaborationwiththeUnitedStates.MostMiddleEasternandAsiannationshaveinvestedsubstantiallyinSigint,inparticularIsrael,IndiaandPakistan.Howintelligenceworks8.Inthepostcoldwarera,Comintinterceptionhasbeenconstrainedbyrecognisableindustrialfeatures,includingtherequirementtomatchbudgetsandcapabilitiestocustomerrequirements.Themultistepprocessbymeansofwhichcommunicationsintelligenceissought,collected,processedandpassedonissimilarforallcountries,andisoftendescribedasthe"intelligencecycle".ThestepsoftheintelligencecyclecorrespondtodistinctorganisationalandtechnicalfeaturesofComintproduction.Thus,forexample,theadministrationofNSA'slargestfieldstationintheworld,atMenwithHillinEnglandandresponsibleforoperatingover250classifiedprojects,isdividedintothreedirectorates:OP,OperationsandPlans;CP,CollectionProcessing;andEP,ExploitationandProduction.Planning9.Planningfirstinvolvesdeterminingcustomerrequirements.Customersincludethemajorministriesofthesponsoringgovernmentnotablythoseconcernedwithdefence,foreignaffairs,security,tradeandhomeaffairs.TheoverallmanagementofComintinvolvestheidentificationofrequirementsfordataaswellastranslatingrequirementsintopotentiallyachievabletasks,prioritising,arranginganalysisandreporting,andmonitoringthequalityofComintproduct.10.Oncetargetshavebeenselected,specificexistingornewcollectioncapabilitiesmaybetasked,basedonthetypeofinformationrequired,thesusceptibilityofthetargetedactivitytocollection,andthelikelyeffectivenessofcollection.Accessandcollection



11.Thefirst

essentialofComintisaccesstothedesiredcommunicationsmediumsothatcommunicationsmaybeintercepted.Historically,wherelongrangeradiocommunicationswereused,thistaskwassimple.Someimportantmoderncommunicationssystemsarenot"Comintfriendly"andmayrequireunusual,expensiveorintrusivemethodstogainaccess.Thephysicalmeansofcommunicationisusuallyindependentofthetypeofinformationcarried.Forexample,intercitymicrowaveradiorelaysystems,internationalsatellitelinksandfibreopticsubmarinecableswillallusuallycarrymixedtrafficoftelevision,telephone,fax,datalinks,privatevoice,videoanddata.12.Collectionfollowsinterception,butisadistinctactivityinthatmanytypesofsignalsmaybeinterceptedbutwillreceivenofurtherprocessingsaveperhapstechnicalsearchestoverifythatcommunicationspatternsremainunchanged.Forexample,asatelliteinterceptionstationtaskedtostudyanewlylaunchedcommunicationssatellitewillsetupanantennatointerceptallthatthesatellitesendstotheground.Onceasurveyhasestablishedwhichpartsofthesatellite'ssignalscarry,say,televisionorcommunicationsofnointerest,thesesignalswillnotprogressfurtherwithinthesystem.13.Collectionincludesbothacquiringinformationbyinterceptionandpassinginformationofinterestdownstreamforprocessingandproduction.Becauseofthehighinformationratesusedinmanymodernnetworks,andthecomplexityofthesignalswithinthem,itisnowcommonforhighspeedrecordersor"snapshot"memoriestemporarilytoholdlargequantitiesofdatawhileprocessingtakesplace.Moderncollectionactivitiesusesecure,rapidcommunicationstopassdataviaglobalnetworkstohumananalystswhomaybeacontinentaway.Selectingmessagesforcollectionandprocessingisinmostcasesautomated,involvinglargeonlinedatabanksholdinginformationabouttargetsofinterest.Processing14.Processingistheconversionofcollectedinformationintoaformsuitableforanalysisortheproductionofintelligence,eitherautomaticallyorunderhumansupervision.Incomingcommunicationsarenormallyconvertedintostandardformatsidentifyingtheirtechnicalcharacteristics,togetherwithmessage(orsignal)relatedinformation(suchasthetelephonenumbersofthepartiestoatelephoneconversation).15.Atanearlystage,ifitisnotinherentintheselectionofthemessageorconversation,eachinterceptedsignalorchannelwillbedescribedinstandard"casenotation".Casenotationfirstidentifiesthecountrieswhosecommunicationshavebeenintercepted,usuallybytwoletters.Athirdletterdesignatesthegeneralclassofcommunications:Cforcommercialcarrierintercepts,Dfordiplomaticmessages,Pforpolicechannels,etc.Afourthletterdesignatesthetypeofcommunicationssystem(suchasSformultichannel).Numbersthendesignateparticularlinksornetworks.Thusforexample,duringthe1980sNSAinterceptedandprocessedtrafficdesignatedas"FRD"(Frenchdiplomatic)fromChicksands,England,whiletheBritishComintagencyGCHQdeciphered"ITD"(Italiandiplomatic)messagesatitsCheltenhamheadquarters.(9)16.Processingmayalsoinvolvetranslationor"gisting"(replacingaverbatimtextwiththesenseormainpointsofacommunication).Translationandgistingcantosomedegreebeautomated.Productionanddissemination17.Comintproductioninvolvesanalysis,evaluation,translationandinterpretationofrawdataintofinishedintelligence.Thefinalstepoftheintelligencecycleisdissemination,meaningthepassingofreportstotheintelligenceconsumers.Suchreportscanconsistofraw(butdecryptedand/ortranslated)messages,gists,commentary,orextensiveanalyses.Thequalityandrelevanceofthedisseminatedreportsleadinturntotherespecificationofintelligencecollectionpriorities,therebycompletingtheintelligencecycle.18.ThenatureofdisseminationishighlysignificanttoquestionsofhowComintisexploitedtoobtaineconomicadvantage.Comintactivitieseverywherearehighlyclassifiedbecause,itisargued,knowledgeofthesuccessofinterceptionwouldbelikelytoleadtargetstochangetheircommunicationsmethodstodefeatfutureinterception.WithintheUKUSAsystem,thedisseminationofComintreportsislimitedtoindividualsholdinghighlevelsecurity"SCI"clearances.(10)Further,becauseonlyclearedofficialscanseeComintreports,onlytheycansetrequirementsandthuscontroltasking.OfficialsofcommercialcompaniesnormallyneitherhaveclearancenorroutineaccesstoComint,andmaythereforeonlybenefitfromcommerciallyrelevantComintinformationtotheextent



Comint,andmaythereforeonlybenefitfromcommerciallyrelevantComintinformationtotheextentthatsenior,clearedgovernmentofficialspermit.ThewaysinwhichthistakesplaceisdescribedinSection5,below.19.DisseminationisfurtherrestrictedwithintheUKUSAorganisationbynationalandinternationalrulesgenerallystipulatingthattheSigintagenciesofeachnationmaynotnormallycollector(ifinadvertentlycollected)recordordisseminateinformationaboutcitizensof,orcompaniesregisteredin,anyotherUKUSAnation.Citizensandcompaniesarecollectivelyknownas"legalpersons".TheoppositeprocedureisfollowedifthepersonconcernedhasbeentargetedbytheirnationalComintorganisation.20.Forexample,Hagerhasdescribed(11)howNewZealandofficialswereinstructedtoremovethenamesofidentifiableUKUSAcitizensorcompaniesfromtheirreports,insertinginsteadwordssuchas"aCanadiancitizen"or"aUScompany".BritishComintstaffhavedescribedfollowingsimilarproceduresinrespectofUScitizensfollowingtheintroductionoflegislationtolimitNSA'sdomesticintelligenceactivitiesin1978.(12)TheAustraliangovernmentsaysthat"DSDanditscounterpartsoperateinternalprocedurestosatisfythemselvesthattheirnationalinterestsandpoliciesarerespectedbytheothers...theRules[onSigintandAustralianpersons]prohibitthedisseminationofinformationrelatingtoAustralianpersonsgainedaccidentallyduringthecourseofroutinecollectionofforeigncommunications;orthereportingorrecordingofthenamesofAustralianpersonsmentionedinforeigncommunications".(13)Thecorollaryisalsotrue;UKUSAnationsplacenorestrictionsonintelligencegatheringaffectingeithercitizensorcompaniesofanynonUKUSAnation,includingmemberstatesoftheEuropeanUnion(excepttheUK).2.InterceptinginternationalcommunicationsInternationalLeasedCarrier(ILC)communications21.Itisamatterofrecordthatforeigncommunicationstoandfrom,orpassingthroughtheUnitedKingdomandtheUnitedStateshavebeeninterceptedformorethan80years.(14)Thenandsince,mostinternationalcommunicationslinkshavebeenoperatedbyinternationalcarriers,whoareusuallyindividualnationalPTTsorprivatecompanies.Ineithercase,capacityonthecommunicationsystemisleasedtoindividualnationalorinternationaltelecommunicationsundertakings.Forthisreason,ComintorganisationsusethetermILC(InternationalLeasedCarrier)todescribesuchcollection.Highfrequencyradio22.Savefordirectlandlineconnectionsbetweengeographicallycontiguousnations,highfrequency(HF)radiosystemwerethemostcommonmeansofinternationaltelecommunicationspriorto1960,andwereinuseforILC,diplomaticandmilitarypurposes.AnimportantcharacteristicofHFradiosignalsisthattheyarereflectedfromtheionosphereandfromtheearth'ssurface,providingrangesofthousandsofmiles.Thisenablesbothreceptionandinterception.Microwaveradiorelay23.Microwaveradiowasintroducedinthe1950stoprovidehighcapacityintercitycommunicationsfortelephony,telegraphyand,later,television.Microwaveradiorelaycommunicationsutiliselowpowertransmittersandparabolicdishantennaeplacedontowersinhighpositionssuchasonhilltopsortallbuildings.Theantennaeareusually13mindiameter.Becauseofthecurvatureoftheearth,relaystationsaregenerallyrequiredevery3050km.Subseacables24.Submarinetelephonecablesprovidedthefirstmajorreliablehighcapacityinternationalcommunicationssystems.Earlysystemswerelimitedtoafewhundredsimultaneoustelephonechannels.Themostmodernopticalfibresystemscarryupto5Gbps(Gigabitspersecond)ofdigitalinformation.Thisisbroadlyequivalenttoabout60,000simultaneoustelephonechannels.Communicationssatellites25.Microwaveradiosignalsarenotreflectedfromtheionosphereandpassdirectlyintospace.Thispropertyhasbeenexploitedbothtoprovideglobalcommunicationsand,conversely,tointerceptsuchcommunicationsinspaceandonland.Thelargestconstellationofcommunicationssatellites(COMSATs)isoperatedbytheInternationalTelecommunicationsSatelliteorganisation(Intelsat),aninternationaltreatyorganisation.Toprovidepermanentcommunicationsfrompointtopointorforbroadcastingpurposes,communicationssatellitesareplacedintosocalled"geostationary"orbitssuchthat,totheearthbasedobserver,theyappeartomaintainthesamepositioninthesky.26.ThefirstgeostationaryIntelsatsatelliteswereorbitedin1967.Satellitetechnologydevelopedrapidly.ThefourthgenerationofIntelsatsatellites,introducedin1971,providedcapacityfor4,000simulataneoustelephonechannelsandwerecapableofhandlingallformsofcommunicationssimultaneouslytelephone,telex,telegraph,television,dataandfacsimile.In1999,Intelsatoperated19satellitesofits5thto8thgenerations.Thelatestgenerationcanhandletheequivalentto90,000simultaneouscalls.Communicationstechniques27.Priorto1970,mostcommunicationssystems(howevercarried)utilisedanalogueorcontinuouswavetechniques.Since1990,almostallcommunicationshavebeendigital,andareprovidingeverhighercapacity.ThehighestcapacitysystemsingeneralusefortheInternet,calledSTM1orOC3,operatesatadatarateof155Mbs.(Millionbitspersecond;arateof155Mbpsisequivalenttosending3millionwordseverysecond,roughlythetextofonethousandbooksaminute.)Forexample,linksatthiscapacityareusedtoprovidebackboneInternetconnectionsbetweenEuropeandtheUnitedStates.Furtherdetailsofcommunicationstechniquesaregiveninthetechnicalannexe.



ILCcommunicationscollectionAccess28.Comintcollectioncannottakeplaceunlessthecollectingagencyobtainsaccesstothecommunicationschannelstheywishtoexamine.Informationaboutthemeansusedtogainaccessare,likedataaboutcodebreakingmethods,themosthighlyprotectedinformationwithinanyComintorganisation.Accessisgainedbothwithandwithoutthecomplicityorcooperationofnetworkoperators.OperationSHAMROCK29.From1945onwardsintheUnitedStatestheNSAandpredecessoragenciessystematicallyobtainedcabletrafficfromtheofficesofthemajorcablecompanies.ThisactivitywascodenamedSHAMROCK.Theseactivitiesremainedunknownfor30years,untilenquirieswerepromptedbytheWatergateaffair.On8August1975,NSADirectorLtGeneralLewAllenadmittedtothePikeCommitteeoftheUSHouseofRepresentativesthat:"NSAsystematicallyinterceptsinternationalcommunications,bothvoiceandcable".30.Healsoadmittedthat"messagestoandfromAmericancitizenshavebeenpickedupinthecourseofgatheringforeignintelligence".USlegislatorsconsideredthatsuchoperationsmighthavebeenunconstitutional.During1976,aDepartmentofJusticeteaminvestigatedpossiblecriminaloffencesbyNSA.Partoftheirreportwasreleasedin1980.ItdescribedhowintelligenceonUScitizens:"wasobtainedincidentallyinthecourseofNSA'sinterceptionofauralandnon�aural(e.g.,telex)internationalcommunicationsandthereceiptofGCHQ�acquiredtelexandILC(InternationalLeasedCarrier)cabletraffic(SHAMROCK)"(emphasisinoriginal).(15)

Highfrequencyradiointerceptionantenna(AN/FLR9) DODJOCCsignatNSAstation,ChicksandsHighfrequencyradiointerception31.Highfrequencyradiosignalsarerelativelyeasytointercept,requiringonlyasuitableareaoflandin,ideally,a"quiet"radioenvironment.From1945untiltheearly1980s,bothNSAandGCHQoperatedHFradiointerceptionsystemstaskedtocollectEuropeanILCcommunicationsinScotland.(16)32.ThemostadvancedtypeofHFmonitoringsystemdeployedduringthisperiodforComintpurposeswasalargecircularantennaarrayknownasAN/FLR9.AN/FLR9antennaearemorethan400metresindiameter.Theycansimultaneouslyinterceptanddeterminethebearingofsignalsfromasmanydirectionsandonasmanyfrequenciesasmaybedesired.In1964,AN/FLR9receivingsystemswereinstalledatSanVitodeiNormanni,Italy;Chicksands,England,andKaramursel,Turkey.33.InAugust1966,NSAtransferredILCcollectionactivitiesfromitsScottishsiteatKirknewton,toMenwithHillinEngland.Tenyearslater,thisactivitywasagaintransferred,toChicksands.AlthoughtheprimaryfunctionoftheChicksandssitewastointerceptSovietandWarsawPactairforcecommunications,itwasalsotaskedtocollectILCand"NDC"(NonUSDiplomaticCommunications).ProminentamongsuchtaskswasthecollectionofFRDtraffic(i.e.,Frenchdiplomaticcommunications).AlthoughmostpersonnelatChicksandsweremembersoftheUSAirForce,diplomaticandILCinterceptionwashandledbycivilianNSAemployeesinaunitcalledDODJOCC.(17)34.Duringthe1970s,BritishComintunitsonCyprusweretaskedtocollectHFcommunicationsofalliedNATOnations,includingGreeceandTurkey.TheinterceptiontookplaceataBritisharmyunitatAyiosNikolaos,easternCyprus.(18)IntheUnitedStatesin1975,investigationsbyaUSCongressionalCommitteerevealedthatNSAwascollectingdiplomaticmessagessenttoandfromWashingtonfromanarmyComintsiteatVintHillFarms,Virginia.ThetargetsofthisstationincludedtheUnitedKingdom.(19)Spaceinterceptionofinter©citynetworks35.Longdistancemicrowaveradiorelaylinksmayrequiredozensofintermediatestationstoreceiveandretransmitcommunications.Eachsubsequentreceivingstationpicksuponlyatinyfractionoftheoriginaltransmittedsignal;theremainderpassesoverthehorizonandonintospace,wheresatellitescancollectit.Theseprincipleswereexploitedduringthe1960stoprovideComintcollectionfromspace.Thenatureofmicrowave"spillage"meansthatthebestpositionforsuchsatellitesisnotabovethechosentarget,butupto80degreesoflongitudeaway.



36.ThefirstUSComintsatellite,CANYON,waslaunchedInAugust1968,followedsoonbyasecond.ThesatelliteswerecontrolledfromagroundstationatBadAibling,Germany.Inordertoprovidepermanentcoverageofselectedtargets,CANYONsatelliteswereplacedclosetogeostationaryorbits.However,theorbitswerenotexact,causingthesatellitestochangepositionandobtainmoredataongroundtargets.(20)SevenCANYONsatelliteswerelaunchedbetween1968and1977.37.CANYON'stargetwastheSovietUnion.MajorSovietcommunicationslinksextendedforthousandsofmiles,muchofitoverSiberia,wherepermafrostrestrictedthereliableuseofundergroundcables.GeographicalcircumstancesthusfavouredNSAbymakingSovietinternalcommunicationslinkshighlyaccessible.Thesatellitesperformedbetterthanexpected,sotheprojectwasextended.38.ThesuccessofCANYONledtothedesignanddeploymentofanewclassofComintsatellites,CHALET.ThegroundstationchosenfortheCHALETserieswasMenwithHill,England.UnderNSAprojectP285,UScompanieswerecontractedtoinstallandassistinoperatingthesatellitecontrolsystemanddownlinks(RUNWAY)andgroundprocessingsystem(SILKWORTH).ThefirsttwoCHALETsatelliteswerelaunchedinJune1978andOctober1979.AfterthenameofthefirstsatelliteappearedintheUSpress,theywererenamedVORTEX.In1982,NSAobtainedapprovalforexpanded"newmissionrequirements"andweregivenfundsandfacilitiestooperatefourVORTEXsatellitessimultaneously.Anew5,000m2operationscentre(STEEPLEBUSH)wasconstructedtohouseprocessingequipment.WhenthenameVORTEXwaspublishedin1987,thesatelliteswererenamedMERCURY.(21)39.TheexpandedmissiongiventoMenwithHillafter1985includedMERCURYcollectionfromtheMiddleEast.ThestationreceivedanawardforsupporttoUSnavaloperationsinthePersianGulffrom1987to1988.In1991,afurtherawardwasgivenforsupportoftheIraqiwaroperations,DesertStormandDesertShield.(22)MenwithHillisnowthemajorUSsiteforComintcollectionagainstitsmajorally,Israel.ItsstaffincludeslinguiststrainedinHebrew,ArabicandFarsiaswellasEuropeanlanguages.MenwithHillhasrecentlybeenexpandedtoincludegroundlinksforanewnetworkofSigintsatelliteslaunchedin1994and1995(RUTLEY).Thenameofthenewclassofsatellitesremainsunknown.Sigintsatellites40.TheCIAdevelopedasecondclassofSigintsatellitewithcomplementarycapabilitiesovertheperiodfrom1967to1985.InitiallyknownasRHYOLITEandlaterAQUACADE,thesesatelliteswereoperatedfromaremotegroundstationincentralAustralia,PineGap.Usingalargeparabolicantennawhichunfoldedinspace,RHYOLITEinterceptedlowerfrequencysignalsintheVHFandUHFbands.Larger,mostrecentsatellitesofthistypehavebeennamedMAGNUMandthenORION.Theirtargetsincludetelemetry,VHFradio,cellularmobilephones,pagingsignals,andmobiledatalinks.41.Athirdclassofsatellite,knownfirstasJUMPSEATandlatterlyasTRUMPET,operatesinhighlyellipticalnearpolarorbitsenablingthemto"hover"forlongperiodoverhighnorthernlatitudes.TheyenabletheUnitedStatestocollectsignalsfromtransmittersinhighnorthernlatitudespoorlycoveredbyMERCURYorORION,andalsotointerceptsignalssenttoRussiancommunicationssatellitesinthesameorbits.

Comintsatellitesingeostationaryorbits,suchasVORTEX,interceptterrestialmicrowavespillageInter�citymicrowaveradiorelaytowerpills"signalsintospace42.AlthoughprecisedetailsofUSspacebasedSigintsatelliteslaunchedafter1990remainobscure,itisapparentfromobservationoftherelevantgroundcentresthatcollectionsystemshaveexpandedratherthancontracted.ThemainstationsareatBuckleyField,Denver,Colorado;PineGap,Australia;MenwithHill,England;andBadAibling,Germany.Thesatellitesandtheirprocessingfacilitiesareexceptionallycostly(oftheorderof$1billionUSeach).In1998,theUSNationalReconnaissanceOffice(NRO)announcedplanstocombinethethreeseparateclassesofSigintsatellitesintoanIntegratedOverheadSigintArchitecture(IOSA)inorderto"improveSigintperformanceandavoidcostsbyconsolidatingsystems,utilising...newsatelliteanddataprocessingtechnologies".(23)43.Itfollowsthat,withinconstraintsimposedbybudgetarylimitationandtaskingpriorities,theUnitedStatescanifitchoosesdirectspacecollectionsystemstointerceptmobilecommunicationssignalsandmicrowavecitytocitytrafficanywhereontheplanet.Thegeographicalandprocessingdifficultiesofcollectingmessagessimultaneouslyfromallpartsoftheglobesuggeststronglythatthetaskingofthesesatelliteswillbedirectedtowardsthehighestprioritynationalandmilitarytargets.Thus,althoughEuropeancommunicationspassingonintercitymicrowaveroutescanbecollected,itislikelythattheyarenormallyignored.ButitisveryhighlyprobablethatcommunicationstoorfromEuropeandwhichpassthroughthemicrowavecommunicationsnetworksofMiddleEasternstatesarecollectedandprocessed.



44.Noothernation(includingtheformerSovietUnion)hasdeployedsatellitescomparabletoCANYON,RHYOLITE,ortheirsuccessors.BothBritain(projectZIRCON)andFrance(projectZENON)haveattemptedtodoso,butneitherpersevered.After1988theBritishgovernmentpurchasedcapacityontheUSVORTEX(nowMERCURY)constellationtouseforunilateralnationalpurposes.(24)AseniorUKLiaisonOfficerandstafffromGCHQworkatMenwithHillNSAstationandassistintaskingandoperatingthesatellites.COMSATILCcollection45.SystematiccollectionofCOMSATILCcommunicationsbeganin1971.Twogroundstationswerebuiltforthispurpose.ThefirstatMorwenstow,Cornwall,Englandhadtwo30metreantennae.OneinterceptedcommunicationsfromtheAtlanticOceanIntelsat;theothertheIndianOceanIntelsat.ThesecondIntelsatinterceptionsitewasatYakima,WashingtoninthenorthwesternUnitedStates.NSA's"YakimaResearchStation"interceptedcommunicationspassingthroughthePacificOceanIntelsatsatellite.46.ILCinterceptioncapabilityagainstwesternruncommunicationssatellitesremainedatthisleveluntilthelate1970s,whenasecondUSsiteatSugarGrove,WestVirginiawasaddedtothenetwork.By1980,itsthreesatelliteantennahadbeenreassignedtotheUSNavalSecurityGroupandwereusedforCOMSATinterception.LargescaleexpansionoftheILCsatelliteinterceptionsystemtookplacebetween1985and1995,inconjunctionwiththeenlargementoftheECHELONprocessingsystem(section3).NewstationswereconstructedintheUnitedStates(SabanaSeca,PuertoRico),Canada(Leitrim,Ontario),Australia(Kojarena,WesternAustralia)andNewZealand(Waihopai,SouthIsland).CapacityatYakima,MorwenstowandSugarGrovewasexpanded,andcontinuestoexpand.BasedonasimplecountofthenumberofantennaecurrentlyinstalledateachCOMSATinterceptionorsatelliteSIGINTstation,itappearsthattheUKUSAnationsarebetweenthemcurrentlyoperatingatleast120satellitebasedcollectionsystems.Theapproximatenumberofantennaeineachcategoryare:©Taskedonwesterncommercialcommunicationssatellites(ILC) 40©Controllingspacebasedsignalsintelligencesatellites 30©CurrentlyorformerlytaskedonSovietcommunicationssatellites 50SystemsinthethirdcategorymayhavebeenreallocatedtoILCtaskssincetheendofthecoldwar.(25)47.OthernationsincreasinglycollectComintfromsatellites.Russia'sFAPSIoperateslargegroundcollectionsitesatLourdes,CubaandatCamRanhBay,Vietnam.(26)Germany'sBNDandFrance'sDGSEareallegedtocollaborateintheoperationofaCOMSATcollectionsiteatKourou,Guyana,targetedon"AmericanandSouthAmericansatellitecommunications".DGSEisalsosaidtohaveCOMSATcollectionsitesatDomme(Dordogne,France),inNewCaledonia,andintheUnitedArabEmirates.(27)TheSwissintelligenceservicehasrecentlyannouncedaplanfortwoCOMSATinterceptionstations.(28)

SatellitegroundterminalatEtam,WestVirginiaconnectingEuropeandtheUSviaIntelsatIV GCHQconstructedanidentical"shadow"stationin1972tointerceptIntelsatmessagesforUKUSASubmarinecableinterception



48.Submarinecablesnowplayadominantroleininternationaltelecommunications,sinceincontrasttothelimitedbandwidthavailableforspacesystemsopticalmediaofferseeminglyunlimitedcapacity.SavewherecablesterminateincountrieswheretelecommunicationsoperatorsprovideComintaccess(suchastheUKandtheUS),submarinecablesappearintrinsicallysecurebecauseofthenatureoftheoceanenvironment.49.InOctober1971,thissecuritywasshownnottoexist.AUSsubmarine,Halibut,visitedtheSeaofOkhotskofftheeasternUSSRandrecordedcommunicationspassingonamilitarycabletotheKhamchatkaPeninsula.Halibutwasequippedwithadeepdivingchamber,fullyinviewonthesubmarine'sstern.ThechamberwasdescribedbytheUSNavyasa"deepsubmergencerescuevehicle".Thetruthwasthatthe"rescuevehicle"wasweldedimmovablytothesubmarine.Oncesubmerged,deepseadiversexitedthesubmarineandwrappedtappingcoilsaroundthecable.Havingproventheprinciple,USSHalibutreturnedin1972andlaidahighcapacityrecordingpodnexttothecable.Thetechniqueinvolvednophysicaldamageandwasunlikelytohavebeenreadilydetectable.(29)50.TheOkhotskcabletappingoperationcontinuedfortenyears,involvingroutinetripsbythreedifferentspeciallyequippedsubmarinestocollectoldpodsandlaynewones;sometimes,morethanonepodatatime.Newtargetswereaddedin1979.Thatsummer,anewlyconvertedsubmarinecalledUSSParchetravelledfromSanFranciscoundertheNorthPoletotheBarentsSea,andlaidanewcabletapnearMurmansk.Itscrewreceivedapresidentialcitationfortheirachievement.TheOkhotskcabletapendedin1982,afteritslocationwascompromisedbyaformerNSAemployeewhosoldinformationaboutthetap,codenamedIVYBELLS,totheSovietUnion.OneoftheIVYBELLSpodsisnowondisplayintheMoscowmuseumoftheformerKGB.ThecabletapintheBarentsSeacontinuedinoperation,undetected,untiltappingstoppedin1992.51.During1985,cabletappingoperationswereextendedintotheMediterranean,tointerceptcableslinkingEuropetoWestAfrica.(30)Afterthecoldwarended,theUSSParchewasrefittedwithanextendedsectiontoaccommodatelargercabletappingequipmentandpods.Cabletapscouldbelaidbyremotecontrol,usingdrones.USSParchecontinuesinoperationtothepresentday,buttheprecisetargetsofitsmissionsremainunknown.TheClintonadministrationevidentlyplaceshighvalueonitsachievements,Everyyearfrom1994to1997,thesubmarinecrewhasbeenhighlycommended.(31)LikelytargetsmayincludetheMiddleEast,Mediterranean,easternAsia,andSouthAmerica.TheUnitedStatesistheonlynavalpowerknowntohavedeployeddeepseatechnologyforthispurpose.52.Miniaturisedinductivetapsrecordershavealsobeenusedtointerceptundergroundcables.(32)Opticalfibrecables,however,donotleakradiofrequencysignalsandcannotbetappedusinginductiveloops.NSAandotherComintagencieshavespentagreatdealofmoneyonresearchintotappingopticalfibres,reportedlywithlittlesuccess.Butlongdistanceopticalfibrecablesarenotinvulnerable.Thekeymeansofaccessisbytamperingwithoptoelectronic"repeaters"whichboostsignallevelsoverlongdistances.Itfollowsthatanysubmarinecablesystemusingsubmergedoptoelectronicrepeaterscannotbeconsideredsecurefrominterceptionandcommunicationsintelligenceactivity.

USShalibutwithdisguisedchamberfordiving CabletappingpodlaidbyUSsubmarineoffKhamchatkaInterceptingtheInternet53.ThedramaticgrowthinthesizeandsignificanceoftheInternetandofrelatedformsofdigitalcommunicationshasbeenarguedbysometoposeachallengeforComintagencies.Thisdoesnotappearcorrect.Duringthe1980s,NSAanditsUKUSApartnersoperatedalargerinternationalcommunicationsnetworkthanthethenInternetbutbasedonthesametechnology.(33)AccordingtoitsBritishpartner"allGCHQsystemsarelinkedtogetheronthelargestLAN[LocalAreaNetwork]inEurope,whichisconnectedtoothersitesaroundtheworldviaoneofthelargestWANs[WideAreaNetworks]intheworld...itsmainnetworkingprotocolisInternetProtocol(IP).(34)Thisglobalnetwork,developedasprojectEMBROIDERY,includesPATHWAY,theNSA'smaincomputercommunicationsnetwork.Itprovidesfast,secureglobalcommunicationsforECHELONandothersystems.54.Sincetheearly1990s,fastandsophisticatedComintsystemshavebeendevelopedtocollect,filterandanalysetheformsoffastdigitalcommunicationsusedbytheInternet.Becausemostoftheworld'sInternetcapacitylieswithintheUnitedStatesorconnectstotheUnitedStates,manycommunicationsin"cyberspace"willpassthroughintermediatesiteswithintheUnitedStates.CommunicationsfromEuropetoandfromAsia,Oceania,AfricaorSouthAmericanormallytravelviatheUnitedStates.55.RoutestakenbyInternet"packets"dependontheoriginanddestinationofthedata,thesystems



55.RoutestakenbyInternet"packets"dependontheoriginanddestinationofthedata,thesystemsthroughwhichtheyenterandleavestheInternet,andamyriadofotherfactorsincludingtimeofday.Thus,routerswithinthewesternUnitedStatesareattheirmostidleatthetimewhencentralEuropeantrafficisreachingpeakusage.Itisthuspossible(andreasonable)formessagestravellingashortdistanceinabusyEuropeannetworktotravelinstead,forexample,viaInternetexchangesinCalifornia.ItfollowsthatalargeproportionofinternationalcommunicationsontheInternetwillbythenatureofthesystempassthroughtheUnitedStatesandthusbereadilyaccessibletoNSA.56.StandardInternetmessagesarecomposedofpacketscalled"datagrams".Datagramsincludenumbersrepresentingboththeiroriginandtheirdestination,called"IPaddresses".TheaddressesareuniquetoeachcomputerconnectedtotheInternet.Theyareinherentlyeasytoidentifyastocountryandsiteoforiginanddestination.Handling,sortingandroutingmillionsofsuchpacketseachsecondisfundamentaltotheoperationofmajorInternetcentres.ThesameprocessfacilitatesextractionoftrafficforComintpurposes.57.InternettrafficcanbeaccessedeitherfrominternationalcommunicationslinksenteringtheUnitedStates,orwhenitreachesmajorInternetexchanges.Bothmethodshaveadvantages.AccesstocommunicationssystemsislikelytoberemainclandestinewhereasaccesstoInternetexchangesmightbemoredetectablebutprovideseasieraccesstomoredataandsimplersortingmethods.Althoughthequantitiesofdatainvolvedareimmense,NSAisnormallylegallyrestrictedtolookingonlyatcommunicationsthatstartorfinishinaforeigncountry.Unlessspecialwarrantsareissued,allotherdatashouldnormallybethrownawaybymachinebeforeitcanbeexaminedorrecorded.58.MuchotherInternettraffic(whetherforeigntotheUSornot)isoftrivialintelligenceinterestorcanbehandledinotherways.Forexample,messagessentto"Usenet"discussiongroupsamountstoabout15Gigabytes(GB)ofdataperday;theroughequivalentof10,000books.Allthisdataisbroadcasttoanyonewanting(orwilling)tohaveit.LikeotherInternetusers,intelligenceagencieshaveopensourceaccesstothisdataandstoreandanalyseit.IntheUK,theDefenceEvaluationandResearchAgencymaintainsa1Terabytedatabasecontainingtheprevious90daysofUsenetmessages.(35)Asimilarservice,called"DejaNews",isavailabletousersoftheWorldWideWeb(WWW).MessagesforUsenetarereadilydistinguishable.Itispointlesstocollectthemclandestinely.59.SimilarconsiderationsaffecttheWorldWideWeb,mostofwhichisopenlyaccessible.Websitesareexaminedcontinuouslyby"searchengines"whichgeneratecataloguesoftheircontents."AltaVista"and"Hotbot"areprominentpublicsitesofthiskind.NSAsimilarlyemployscomputer"bots"(robots)tocollectdataofinterest.Forexample,aNewYorkwebsiteknownasJYA.COM(http://www.jya.com/crypto.htm)offersextensivepublicinformationonSigint,Comintandcryptography.Thesiteisfrequentlyupdated.Recordsofaccesstothesiteshowthateverymorningitisvisitedbya"bot"fromNSA'sNationalComputerSecurityCentre,whichlooksfornewfilesandmakescopiesofanythatitfinds.(36)60.ItfollowsthatforeignInternettrafficofcommunicationsintelligenceinterestconsistingofemail,filetransfers,"virtualprivatenetworks"operatedovertheinternet,andsomeothermessageswillformatbestafewpercentofthetrafficonmostUSInternetexchangesorbackbonelinks.Accordingtoaformeremployee,NSAhadby1995installed"sniffer"softwaretocollectsuchtrafficatninemajorInternetexchangepoints(IXPs).(37)Thefirsttwosuchsitesidentified,FIXEastandFIXWest,areoperatedbyUSgovernmentagencies.Theyarecloselylinkedtonearbycommerciallocations,MAEEastandMAEWest(seetable).ThreeothersiteslistedwereNetworkAccessPointsoriginallydevelopedbytheUSNationalScienceFoundationtoprovidetheUSInternetwithitsinitial"backbone".InternetsiteLocationOperatorDesignationFIXEastCollegePark,MarylandUSgovernmentFederalInformationExchangeFIXWestMountainView,CaliforniaUSgovernmentFederalInformationExchangeMAEEastWashington,DCMCI MetropolitanAreaEthernetNewYorkNAPPennsauken,NewJerseySprintlinkNetworkAccessPointSWABWashington,DCPSInet/BellAtlanticSMDSWashingtonAreaBypassChicagoNAPChicago,IllinoisAmeritech/BellcorpNetworkAccessPointSanFranciscoNAPSanFrancisco,CaliforniaPacificBellNetworkAccessPointMAEWestSanJose,CaliforniaMCI MetropolitanAreaEthernetCIXSantaClaraCaliforniaCIXCommercialInternetExchangeTable1NSAInternetComintaccessatIXPsites(1995)(38)61.ThesamearticleallegedthataleadingUSInternetandtelecommunicationscompanyhadcontractedwithNSAtodevelopsoftwaretocaptureInternetdataofinterest,andthatdealshadbeenstruckwiththeleadingmanufacturersMicrosoft,Lotus,andNetscapetoaltertheirproductsforforeignuse.Thelatterallegationhasprovencorrect(seetechnicalannexe).ProvidingsuchfeatureswouldmakelittlesenseunlessNSAhadalsoarrangedgeneralaccesstoInternettraffic.AlthoughNSAwillnotconfirmordenysuchallegations,a1997courtcaseinBritaininvolvingalleged"computerhacking"producedevidenceofNSAsurveillanceoftheInternet.WitnessesfromtheUSAirForcecomponentofNSAacknowledgedusingpacketsniffersandspecialisedprogrammestotrackattemptstoenterUSmilitarycomputers.Thecasecollapsedafterthewitnessesrefusedtoprovideevidenceaboutthesystemstheyhadused.(39)Covertcollectionofhighcapacitysignals62.Whereaccesstosignalsofinterestisnotpossiblebyothermeans,Comintagencieshaveconstructedspecialpurposeinterceptionequipmenttoinstallinembassiesorotherdiplomaticpremises,oreventocarrybyhandtolocationsofspecialinterest.ExtensivedescriptionsofoperationsofthiskindhavebeenpublishedbyMikeFrost,aformerofficialofCSE,theCanadianSigintagency.(40)Althoughcitycentreembassypremisesareoftenideallysituatedtointerceptawiderangeofcommunications,rangingfromofficialcarphoneservicestohighcapacitymicrowavelinks,



ofcommunications,rangingfromofficialcarphoneservicestohighcapacitymicrowavelinks,processingandpassingonsuchinformationmaybedifficult.Suchcollectionoperationsarealsohighlysensitivefordiplomaticreasons.Equipmentforcovertcollectionisthereforespecialised,selectiveandminiaturised.63.AjointNSA/CIA"SpecialCollectionService"manufacturesequipmentandtrainspersonnelforcovertcollectionactivitiesOnemajordeviceisasuitcasesizedcomputerprocessingsystem.ORATORY.ORATORYisineffectaminiaturisedversionoftheDictionarycomputersdescribedinthenextsection,capableofselectingnonverbalcommunicationsofinterestfromawiderangeofinputs,accordingtopreprogrammedselectioncriteria.OnemajorNSAsupplier("TheIDEASOperation")nowoffersmicrominiaturedigitalreceiverswhichcansimultaneouslyprocessSigintdatafrom8independentchannels.Thisradioreceiveristhesizeofacreditcard.Itfitsinastandardlaptopcomputer.IDEASclaim,reasonably,thattheirtinycard"performsfunctionsthatwouldhavetakenarackfullofequipmentnotlongago".Newsatellitenetworks64.Newnetworkoperatorshaveconstructedmobilephonesystemsprovidingunbrokenglobalcoverageusingsatellitesinlowormediumlevelearthorbits.Thesesystemsaresometimescalledsatellitepersonalcommunicationssystems(SPCS).Becauseeachsatellitecoversonlyasmallareaandmovesfast,largenumbersofsatellitesareneededtoprovidecontinuousglobalcoverage.Thesatellitescanrelaysignalsdirectlybetweenthemselvesortogroundstations.Thefirstsuchsystemtobecompleted,Iridium,uses66satellitesandstartedoperationsin1998.Iridiumappearstohavecreatedparticulardifficultiesforcommunicationsintelligenceagencies,sincethesignalsdownfromtheIridiumandsimilarnetworkscanonlybereceivedinasmallarea,whichmaybeanywhereontheearth'ssurface.3.ECHELONandComintproduction65.TheECHELONsystembecamewellknownfollowingpublicationofthepreviousSTOAreport.Sincethen,newevidenceshowsthatECHELONhasexistedsincethe1970s,andwasgreatlyenlargedbetween1975and1995.LikeILCinterception,ECHELONhasdevelopedfromearliermethods.ThissectionincludesnewinformationanddocumentaryevidenceaboutECHELONandsatelliteinterception.The"WatchList"66.AfterthepublicrevelationoftheSHAMROCKinterceptionprogramme,NSADirectorLtGeneralLewAllendescribedhowNSAused"'watchlists"asanaidtowatchforforeignactivityofreportableintelligenceinterest".(41)"Wehavebeenprovidingdetails...ofanymessagescontainedintheforeigncommunicationsweinterceptthatbearonnamedindividualsororganisations.Thesecompilationsofnamesarecommonlyreferredtoas'WatchLists'",hesaid.(42)Untilthe1970s,WatchListprocessingwasmanual.AnalystsexaminedinterceptedILCcommunications,reporting,"gisting"oranalysingthosewhichappearedtocovernamesortopicsontheWatchList.NewinformationaboutECHELONsitesandsystems67.ItnowappearsthatthesystemidentifiedasECHELONhasbeeninexistenceformorethan20years.Theneedforsuchasystemwasforeseeninthelate1960s,whenNSAandGCHQplannedILCsatelliteinterceptionstationsatMowenstowandYakima.Itwasexpectedthatthequantityofmessagesinterceptedfromthenewsatelliteswouldbetoogreatforindividualexamination.AccordingtoformerNSAstaff,thefirstECHELONcomputersautomatedComintprocessingatthesesites.(43)68.NSAandCIAthendiscoveredthatSigintcollectionfromspacewasmoreeffectivethanhadbeenanticipated,resultinginaccumulationsofrecordingsthatoutstrippedtheavailablesupplyoflinguistsandanalysts.DocumentsshowthatwhentheSILKWORTHprocessingsystemswasinstalledatMenwithHillforthenewsatellites,itwassupportedbyECHELON2andotherdatabanks(seeillustration).69.Bythemid1980s,communicationsinterceptedatthesemajorstationswereheavilysifted,withawidevarietyofspecificationsavailablefornonverbaltraffic.Extensivefurtherautomationwasplannedinthemid1980sasNSAProjectP415.ImplementationofthisprojectcompletedtheautomationofthepreviousWatchListactivity.From1987onwards,stafffrominternationalComintagenciestravelledtotheUStoattendedtrainingcoursesforthenewcomputersystems.70.ProjectP415/ECHELONmadeheavyuseofNSAandGCHQ'sglobalInternetlikecommunicationnetworktoenableremoteintelligencecustomerstotaskcomputersateachcollectionsite,andreceivetheresultsautomatically.Thekeycomponentofthesystemarelocal"Dictionary"computers,whichstoreanextensivedatabaseonspecifiedtargets,includingnames,topicsofinterest,addresses,telephonenumbersandotherselectioncriteria.Incomingmessagesarecomparedtothesecriteria;ifamatchisfound,therawintelligenceisforwardedautomatically.Dictionarycomputersaretaskedwithmanythousandsofdifferentcollectionrequirements,describedas"numbers"(fourdigitcodes).71.TaskingandreceivingintelligencefromtheDictionariesinvolvesprocessesfamiliartoanyonewhohasusedtheInternet.Dictionarysortingandselectioncanbecomparedtousingsearchengines,whichselectwebpagescontainingkeywordsortermsandspecifyingrelationships.TheforwardingfunctionoftheDictionarycomputersmaybecomparedtoemail.Whenrequested,thesystemwillprovidelistsofcommunicationsmatchingeachcriterionforreview,analysis,"gisting"orforwarding.AnimportantpointaboutthenewsystemisthatbeforeECHELON,differentcountriesanddifferentstationsknewwhatwasbeinginterceptedandtowhomitwassent.Now,allbutafractionofthemessagesselectedbyDictionarycomputersatremotesitesareforwardedtoNSAorothercustomerswithoutbeingreadlocally.



ListofintelligencedatabanksoperatingatECHELONMenwithHillin1979includedthesecondgenerationofECHELONSatelliteinterceptionsiteatSugarGrove,WestVirginia,showingsixantennaetargetedonEuropeanandAtlanticOceanregionalcommunicationssatellitesWestminster,London©Dictionarycomputer72.In1991,aBritishtelevisionprogrammereportedontheoperationsoftheDictionarycomputeratGCHQ'sWestminster,Londonoffice.Thesystem"secretlyinterceptseverysingletelexwhichpassesinto,outoforthroughLondon;thousandsofdiplomatic,businessandpersonalmessageseveryday.Thesearefedintoaprogrammeknownas̀Dictionary'.ItpicksoutkeywordsfromthemassofSigint,andhuntsouthundredsofindividualsandcorporations".(44)TheprogrammepointedoutthattheDictionarycomputers,althoughcontrolledandtaskedbyGCHQ,wereoperatedbysecurityvettedstaffemployedbyBritishTelecom(BT),Britain'sdominanttelecommunicationsoperator.(45)ThepresenceofDictionarycomputershasalsobeenconfirmedatKojarena,Australia;andatGCHQCheltenham,England.(46)SugarGrove,Virginia©COMSATinterceptionatECHELONsite73.USgovernmentdocumentsconfirmthatthesatellitereceivingstationatSugarGrove,WestVirginiaisanECHELONsite,andthatcollectsintelligencefromCOMSATs.Thestationisabout250milessouthwestofWashington,inaremoteareaoftheShenandoahMountains.ItisoperatedbytheUSNavalSecurityGroupandtheUSAirForceIntelligenceAgency.74.AnupgradedsystemcalledTIMBERLINEII,wasinstalledatSugarGroveinthesummerof1990.Atthesametime,accordingtoofficialUSdocuments,an"ECHELONtrainingdepartment"wasestablished.(47)Withtrainingcomplete,thetaskofthestationin1991became"tomaintainandoperateanECHELONsite".(48)75.TheUSAirForcehaspubliclyidentifiedtheintelligenceactivityatSugarGrove:its"missionistodirectsatellitecommunicationsequipment[insupportof]consumersofCOMSATinformation...Thisisachievedbyprovidingatrainedcadreofcollectionsystemoperators,analystsandmanagers".(49)In1990,satellitephotographsshowedthattherewere4satelliteantennaeatSugarGrove.ByNovember1998,groundinspectionrevealedthatthishadexpandedtoagroupof9.SabanaSeca,PuertoRicoandLeitrim,Canada©COMSATinterceptionsites76.FurtherinformationpublishedbytheUSAirForceidentifiestheUSNavalSecurityGroupStationatSabanaSeca,PuertoRicoasaCOMSATinterceptionsite.Itsmissionis"tobecomethepremiersatellitecommunicationsprocessingandanalysisfieldstation".(50)77.CanadianDefenceForceshavepublisheddetailsaboutstafffunctionsattheLeitrimfieldstationoftheCanadianSigintagencyCSE.Thestation,nearOttawa,Ontariohasfoursatelliteterminals,erectedsince1984.ThestaffrosterincludessevenCommunicationsSatelliteAnalysts,SupervisorsandInstructors.(51)78.Inapubliclyavailableresume,aformerCommunicationSatelliteAnalystemployedatLeitrimdescribeshisjobashavingrequiredexpertiseinthe"operationandanalysisofnumerousComsatcomputersystemsandassociatedsubsystems...[utilising]computerassistedanalysissystems...[and]abroadrangeofsophisticatedelectronicequipmenttointerceptandstudyforeigncommunicationsandelectronictransmissions.(52)FinancialreportsfromCSEalsoindicatethatin1995/96,theagencyplannedpaymentsof$7milliontoECHELONand$6milliontoCray(computers).TherewerenofurtherdetailsaboutECHELON.(53)Waihopai,NewZealand©IntelsatinterceptionatECHELONsite79.NewZealand'sSigintagencyGCSBoperatestwosatelliteinterceptionterminalsatWaihopai,taskedonIntelsatsatellitescoveringthePacificOcean.Extensivedetailshavealreadybeenpublishedaboutthestation'sDictionarycomputersanditsroleintheECHELONnetwork.(54)Afterthebookwaspublished,aNewZealandTVstationobtainedimagesoftheinsideofthestationoperationscentre.Thepictureswereobtainedclandestinelybyfilmingthroughpartiallycurtainedwindowsatnight.TheTVreporterwasabletofilmcloseupsoftechnicalmanualsheldinthecontrolcentre.ThesewereIntelsattechnicalmanuals,providingconfirmationthatthestationtargetedthesesatellitesStrikingly,thestationwasseentobevirtuallyempty,operatingfullyautomatically.Oneguardwasinside,butwasunawarehewasbeingfilmed.(55)ILCprocessingtechniques80.Thetechnicalannexedescribesthemainsystemsusedtoextractandprocesscommunicationsintelligence.Thedetailedexplanationsgivenaboutprocessingmethodsarenotessentialtounderstandingthecoreofthisreport,butareprovidedsothatreadersknowledgeableabouttelecommunicationsmayfullyevaluatethestateoftheart.81.Faxmessagesandcomputerdata(frommodems)aregivenpriorityinprocessingbecauseofthe



81.Faxmessagesandcomputerdata(frommodems)aregivenpriorityinprocessingbecauseoftheeasewithwhichtheyareunderstoodandanalysed.Themainmethodoffilteringandanalysingnonverbaltraffic,theDictionarycomputers,utilisetraditionalinformationretrievaltechniques,includingkeywords.Fastspecialpurposechipsenablevastquantitiesofdatatobeprocessedinthisway.Thenewesttechniqueis"topicspotting".Theprocessingoftelephonecallsismainlylimitedtoidentifyingcallrelatedinformation,andtrafficanalysis.Effectivevoice"wordspotting"systemsdonotexistarenotinuse,despitereportstothecontrary.But"voiceprint"typespeakeridentificationsystemshavebeeninusesinceatleast1995.TheuseofstrongcryptographyisslowlyimpingingonComintagencies'capabilities.ThisdifficultyforComintagencieshasbeenoffsetbycovertandovertactivitieswhichhavesubvertedtheeffectivenessofcryptographicsystemssuppliedfromand/orusedinEurope.82.TheconclusionsdrawnintheannexearethatComintequipmentcurrentlyavailablehasthecapability,astasked,tointercept,processandanalyseeverymoderntypeofhighcapacitycommunicationssystemtowhichaccessisobtained,includingthehighestlevelsoftheInternet.Therearefewgapsincoverage.Thescale,capacityandspeedofsomesystemsisdifficultfullytocomprehend.Specialpurposesystemshavebeenbuilttoprocesspagermessages,cellularmobileradioandnewsatellites.4.ComintandLawEnforcement83.In1990and1991,theUSgovernmentbecameconcernedthatthemarketingofasecuretelephonesystembyAT&TcouldcurtailComintactivity.AT&Twaspersuadedtowithdrawitsproduct.InitsplacetheUSgovernmentofferedNSA"Clipper"chipsforincorporationinsecurephones.ThechipswouldbemanufacturedbyNSA,whichwouldalsorecordbuiltinkeysandpassthisinformationtoothergovernmentagenciesforstorageand,ifrequired,retrieval.Thisproposalprovedextremelyunpopular,andwasabandoned.Initsplace,theUSgovernmentproposedthatnongovernmentagenciesshouldberequiredtokeepcopiesofeveryuser'skeys,asystemcalled"keyescrow"and,later,"keyrecovery".Viewedinretrospect,theactualpurposeoftheseproposalswastoprovideNSAwithasingle(orveryfew)point(s)ofaccesstokeys,enablingthemtocontinuetoaccessprivateandcommercialcommunications.Misrepresentationoflawenforcementinterceptionrequirements84.Between1993to1998,theUnitedStatesconductedsustaineddiplomaticactivityseekingtopersuadeEUnationsandtheOECDtoadopttheir"keyrecovery"system.Throughoutthisperiod,theUSgovernmentinsistedthatthepurposeoftheinitiativewastoassistlawenforcementagencies.DocumentsobtainedforthisstudysuggestthattheseclaimswilfullymisrepresentedthetrueintentionofUSpolicy.DocumentsobtainedundertheUSFreedomofInformationActindicatethatpolicymakingwasledexclusivelybyNSAofficials,sometimestothecompleteexclusionofpoliceorjudicialofficials.Forexample,whenthespeciallyappointedUS"AmbassadorforCryptography",DavidAaron,visitedBritainon25November1996,hewasaccompaniedandbriefedbyNSA'smostseniorrepresentativeinBritain,DrJamesJHearn,formerlyDeputyDirectorofNSA.MrAaronhaddidnotmeetorconsultFBIofficialsattachedtohisEmbassy.HismeetingwithBritishCabinetofficialsincludedNSA'srepresentativeandstafffromBritain'sGCHQ,butpoliceofficersorjusticeofficialsfrombothnationswereexcluded.85.Since1993,unknowntoEuropeanparliamentarybodiesandtheirelectors,lawenforcementofficialsfrommanyEUcountriesandmostoftheUKUSAnationshavebeenmeetingannuallyinaseparateforumtodiscusstheirrequirementsforinterceptingcommunications.Theseofficialsmetundertheauspicesofahithertounknownorganisation,ILETS(InternationalLawEnforcementTelecommunicationsSeminar).ILETSwasinitiatedandfoundedbytheFBI.Table2listsILETSmeetingsheldbetween1993and1997.86.Attheir1993and1994meetings,ILETSparticipantsspecifiedlawenforcementuserrequirementsforcommunicationsinterception.Theseappearina1974ILETSdocumentcalled"IUR1.0".ThisdocumentwasbasedonanearlierFBIreporton"LawEnforcementRequirementsfortheSurveillanceofElectronicCommunications",firstissuedinJuly1992andrevisedinJune1994.TheIURrequirementdifferedlittleinsubstancefromtheFBI'srequirementsbutwasenlarged,containingtenrequirementsratherthannine.IURdidnotspecifyanylawenforcementneedfor"keyescrow"or"keyrecovery".Cryptographywasmentionedsolelyinthecontextofnetworksecurityarrangements.87.Between1993and1997policerepresentativesfromILETSwerenotinvolvedintheNSAledpolicymakingprocessfor"keyrecovery",nordidILETSadvanceanysuchproposal,evenaslateas1997.Despitethis,duringthesameperiodtheUSgovernmentrepeatedlypresenteditspolicyasbeingmotivatedbythestatedneedsoflawenforcementagencies.Attheir1997meetinginDublin,ILETSdidnotaltertheIUR.Itwasnotuntil1998thatarevisedIURwaspreparedcontainingrequirementsinrespectofcryptography.ItfollowsfromthisthattheUSgovernmentmisledEUandOECDstatesaboutthetrueintentionofitspolicy.88.ThisUSdeceptionwas,however,cleartotheseniorCommissionofficialresponsibleforinformationsecurity.InSeptember1996,DavidHerson,headoftheEUSeniorOfficers'GrouponInformationSecurity,statedhisassessmentoftheUS"keyrecovery"project:"'LawEnforcement'isaprotectiveshieldforalltheothergovernmentalactivities...We'retalkingaboutforeignintelligence,that'swhatallthisisabout.Thereisnoquestion[that]'lawenforcement'isasmokescreen".(56)89.Itshouldbenotedthattechnically,legallyandorganisationally,lawenforcementrequirementsforcommunicationsinterceptiondifferfundamentallyfromcommunicationsintelligence.Lawenforcementagencies(LEAs)willnormallywishtointerceptaspecificlineorgroupoflines,andmustnormallyjustifytheirrequeststoajudicialoradministrativeauthoritybeforeproceeding.Incontract,Comintagenciesconductbroadinternationalcommunications"trawling"activities,andoperateundergeneralwarrants.Suchoperationsdonotrequireorevensupposethatthepartiestheyinterceptarecriminals.Suchdistinctionsarevitaltocivilliberty,butriskbeingerodedittheboundariesbetweenlaw



Suchdistinctionsarevitaltocivilliberty,butriskbeingerodedittheboundariesbetweenlawenforcementandcommunicationsintelligenceinterceptionbecomesblurredinfuture.YearVenueNon©EUparticipantsEUparticipants1993Quantico,Virginia,USAAustralia,Canada,HongKong,NorwayUnitedStatesDenmark,France,Germany,Netherlands,Spain,Sweden,UnitedKingdom1994Bonn,GermanyAustralia,Canada,HongKong,Norway,UnitedStatesAustria,Belgium,Denmark,Finland,France,Germany,Greece,Ireland,Luxembourg,Netherlands,Portugal,Spain,Sweden,UnitedKingdom1995Canberra,AustraliaAustralia,Canada,HongKong,NewZealand,Norway,UnitedStatesBelgium,France,Germany,Greece,Ireland,Italy,Netherlands,Spain,Sweden,UnitedKingdom1997Dublin,IrelandAustralia,Canada,HongKong,NewZealand,Norway,UnitedStatesAustria,Belgium,Denmark,Finland,France,Germany,Ireland,Italy,Luxembourg,Netherlands,Portugal,Spain,Sweden,UnitedKingdomTable2ILETSmeetings,1993�1997LawenforcementcommunicationsinterceptionïpolicydevelopmentinEurope90.FollowingthesecondILETSmeetinginBonnin1994,IUR1.0waspresentedtotheCouncilofMinistersandwaspassedwithoutasinglewordbeingalteredon17January1995.(57)During1995,severalnonEUmembersoftheILETSgroupwrotetotheCounciltoendorsethe(unpublished)Councilresolution.TheresolutionwasnotpublishedintheOfficialJournalfornearlytwoyears,on4November1996.91.FollowingthethirdILETSmeetinginCanberrain1995,theAustraliangovernmentwasaskedtopresenttheIURtoInternationalTelecommunicationsUnion(ITU).Notingthat"lawenforcementandnationalsecurityagenciesofasignificantnumberofITUmemberstateshaveagreedonagenericsetofrequirementsforlegalinterception",theAustraliangovernmentaskedtheITUtoadviseitsstandardsbodiestoincorporatetheIURrequirementsintofuturetelecommunicationssystemsonthebasisthatthe"costsof[providing]legalinterceptioncapabilityandassociateddisruptionscanbelessenedbyprovidingforthatcapabilityatthedesignstage".(58)92.ItappearsthatILETSmetagainin1998andrevisedandextendeditstermstocovertheInternetandSatellitePersonalCommunicationsSystemssuchasIridium.ThenewIURalsospecified"additionalsecurityrequirementsfornetworkoperatorsandserviceproviders",extensivenewrequirementsforpersonalinformationaboutsubscribers,andprovisionstodealwithcryptography.93.On3September1998,therevisedIURwaspresentedtothePoliceCooperationWorkingGroupasENFOPOL98.TheAustrianPresidencyproposedthat,asin1994,thenewIURbeadoptedverbatimasaCouncilResolutiononinterception"inrespectofnewtechnology".(59)Thegroupdidnotagree.Afterrepeatedredrafting,afreshpaperhasbeenpreparedbytheGermanPresidency,fortheeventualconsiderationofCouncilHomeandJusticeministers.(60)5.Comintandeconomicintelligence94.Duringthe1998EPdebateon"Transatlanticrelations/ECHELONsystem"CommissionerBangemanobservedonbehalfoftheCommissionthat"Ifthissystemweretoexist,itwouldbeanintolerableattackagainstindividualliberties,competitionandthesecurityofthestates".(61)TheexistenceofECHELONwasdescribedinsection3,above.ThissectiondescribestheorganisationalandreportingframeworkswithinwhicheconomicallysensitiveinformationcollectedbyECHELONandrelatedsystemsisdisseminated,summarisingexampleswhereEuropeanorganisationshavebeenthesubjectofsurveillance.Taskingeconomicintelligence95.USofficialsacknowledgethatNSAcollectseconomicinformation,whetherintentionallyorotherwise.FormermilitaryintelligenceattachéColonelDanSmithworkedattheUSEmbassy,Londonuntil1993.HeregularlyreceivedComintproductfromMenwithHill.In1998,hetoldtheBBCthatatMenwithHill:"Intermsofscoopingupcommunications,inevitablysincetheirtakeisbroadband,therewillbeconversationsorcommunicationswhichareinterceptedwhichhavenothingtodowiththemilitary,andprobablywithinthosetherewillbesomeinformationaboutcommercialdealings""Anythingwouldbepossibletechnically.Technicallytheycanscoopallthisinformationup,sortthroughitandfindoutwhatitisthatmightbeaskedfor...Butthereisnotpolicytodothisspecificallyinresponsetoaparticularcompany'sinterest(62)96.Ingeneral,thisstatementisnotincorrect.Butitoverlooksfundamentaldistinctionsbetweentaskinganddissemination,andbetweencommercialandeconomicintelligence.ThereisnoevidencethatcompaniesinanyoftheUKUSAcountriesareabletotaskComintcollectiontosuittheirprivatepurposes.Theydonothaveto.EachUKUSAcountryauthorisesnationallevelintelligenceassessmentorganisationsandrelevantindividualministriestotaskandreceiveeconomicintelligencefromComint.Suchinformationmaybecollectedformyriadpurposes,suchas:estimationoffutureessentialcommodityprices;determiningothernation'sprivatepositionsintradenegotiations;monitoringinternationaltradinginarms;trackingsensitivetechnology;orevaluatingthepoliticalstabilityand/oreconomicstrengthofatargetcountry.Anyofthesetargetsandmanyothersmayproduceintelligenceofdirectcommercialrelevance.ThedecisionastowhetheritshouldbedisseminatedorexploitedistakennotbyComintagenciesbutbynationalgovernmentorganisation(s).Disseminatingeconomicintelligence97.In1970,accordingtoitsformerExecutiveDirector,theUSForeignIntelligenceAdvisoryBoard



97.In1970,accordingtoitsformerExecutiveDirector,theUSForeignIntelligenceAdvisoryBoardrecommendedthat"hencefortheconomicintelligencebeconsideredafunctionofthenationalsecurity,enjoyingapriorityequivalenttodiplomatic,military,technologicalintelligence".(63)On5May1977,ameetingbetweenNSA,CIAandtheDepartmentofCommerceauthorisedthecreationofsecretnewdepartment,the"OfficeofIntelligenceLiaison".Itstaskwastohandle"foreignintelligence"ofinteresttotheDepartmentofCommerce.ItsstandingordersshowthatitwasauthorisedtoreceiveandhandleSCIintelligenceComintandSigintfromNSA.ThecreationofthisofficeTHUSprovidedaformalmechanismwherebyNSAdatacouldbeusedtosupportcommercialandeconomicinterests.AfterthissystemwashighlightedinaBritishTVprogrammein1993,itsnamewaschangedtothe"OfficeofExecutiveSupport".(64)Alsoin1993,PresidentClintonextendedUSintelligencesupporttocommercialorganisationsbycreatinganewNationalEconomicCouncil,parallelingtheNationalSecurityCouncil.98.Thenatureofthisintelligencesupporthasbeenwidelyreported."Formerintelligenceofficialsandotherexpertssaytipsbasedonspying...regularlyflowfromtheCommerceDepartmenttoU.S.companiestohelpthemwincontractsoverseas.(65)TheOfficeofExecutiveSupportprovidesclassifiedweeklybriefingstosecurityofficials.OneUSnewspaperobtainedreportsfromtheCommerceDepartmentdemonstratingintelligencesupporttoUScompanies:OnesuchdocumentconsistsofminutesfromanAugust1994CommerceDepartmentmeeting[intended]toidentifymajorcontractsopenforbidinIndonesiainordertohelpU.S.companieswinthework.ACIAemployee...spokeatthemeeting;fiveofthe16peopleontheroutinedistributionlistfortheminuteswerefromtheCIA.99.IntheUnitedKingdom,GCHQisspecificallyrequiredbylaw(andasandwhentaskedbytheBritishgovernment)tointerceptforeigncommunications"intheinterestsoftheeconomicwellbeingoftheUnitedKingdom...inrelationtotheactionsorintentionsofpersonsoutsidetheBritishIslands".CommercialinterceptionistaskedandanalysedbyGCHQ'sKDivision.Commercialandeconomictargetscanbespecifiedbythegovernment'sOverseasEconomicIntelligenceCommittee,theEconomicStaffoftheJointIntelligenceCommittee,theTreasury,ortheBankofEngland.(66)AccordingtoaformerseniorJICofficial,theCominttakeroutinelyincludes"companyplans,telexes,faxes,andtranscribedphonecalls.ManywerecallsbetweenEuropeandtheSouth[ernHemisphere]".(67)100.InAustralia,commerciallyrelevantComintispassedbyDSDtotheOfficeofNationalAssessments,whoconsiderwhether,andifsowhere,todisseminateit.StafftheremaypassinformationtoAustraliancompaniesiftheybelievethatanoverseasnationhasorseeksanunfairtradeadvantage.TargetsofsuchactivityhaveincludedThomsonCSF,andtradenegotiationswithJapanesepurchasersofcoalandironore.SimilarsystemsoperateintheotherUKUSAnations,CanadaandNewZealand.TheuseofCominteconomicintelligenceproductPanaviaEuropeanFighterAircraftconsortiumandSaudiArabia101.In1993,formerNationalSecurityCouncilofficialHowardTeicherdescribedinaprogrammeaboutMenwithHillhowtheEuropeanPanaviacompanywasspecificallytargetedoversalestotheMiddleEast."Irecallthatthewords'Tornado'or'Panavia'informationrelatedtothespecificaircraftwouldhavebeenprioritytargetsthatwewouldhavewantedinformationabout".(68)ThomsonCSFandBrazil102.In1994,NSAinterceptedphonecallsbetweenThomsonCSFandBrazilconcerningSIVAM,a$1.3billionsurveillancesystemfortheAmazonrainforest.ThecompanywasallegedtohavebribedmembersoftheBraziliangovernmentselectionpanel.ThecontractwasawardedtotheUSRaytheonCorporationwhoannouncedafterwardsthat"theDepartmentofCommerceworkedveryhardinsupportofU.S.industryonthisproject".(69)RaytheonalsoprovidemaintenanceandengineeringservicestoNSA'sECHELONsatelliteinterceptionstationatSugarGrove.AirbusIndustrieandSaudiArabia103.Accordingtoawellinformed1995pressreport:"fromacommercialcommunicationssatellite,NSAliftedallthefaxesandphonecallsbetweentheEuropeanconsortiumAirbus,theSaudinationalairlineandtheSaudigovernment.TheagencyfoundthatAirbusagentswereofferingbribestoaSaudiofficial.ItpassedtheinformationtoU.S.officialspressingthebidofBoeingCoandMcDonnellDouglasCorp.,whichtriumphedlastyearinthe$6billioncompetition."(70)Internationaltradenegotiations104.ManyotheraccountshavebeenpublishedbyreputablejournalistsandsomefirsthandwitnessescitingfrequentoccasionsonwhichtheUSgovernmenthasutlitisedComintfornationalcommercialpurposes.TheseincludetargetingdataabouttheemissionstandardsofJapanesevehicles;(71)1995tradenegotiationstheimportofJapaneseluxurycars;(72)FrenchparticipationintheGATTtradenegotiationsin1993;theAsianPacificEconomicConference(APEC),1997.Targetinghostnations105.TheissueofwhethertheUnitedStatesutilisescommunicationsintelligencefacilitiessuchasMenwithHilllorBadAiblingtoattackhostnations'communicationsalsoarises.Theavailableevidencesuggeststhatsuchconductmaynormallybeavoided.AccordingtoformerNationalSecurityCouncilofficialHowardTeicher,theUSgovernmentwouldnotdirectNSAtospyonahostgovernmentssuchasBritain:"[But]Iwouldneversayneverinthisbusinessbecause,attheendoftheday,nationalinterestsarenationalinterests...sometimesourinterestsdiverge.Soneversaynever�especiallyinthisbusiness".6.Comintcapabilitiesafter2000



Developmentsintechnology106.Sincethemid1990s,communicationsintelligenceagencieshavefacedsubstantialdifficultiesinmaintainingglobalaccesstocommunicationssystems.Thesedifficultieswillincreaseduringandafter2000.Themajorreasonistheshiftintelecommunicationstohighcapacityopticalfibrenetworks.Physicalaccesstocablesisrequiredforinterception.Unlessafibrenetworklieswithinorpassesthroughacollaboratingstate,effectiveinterceptionispracticalonlybytamperingwithoptoelectronicrepeaters(wheninstalled).Thislimitationislikelytoplacemanyforeignlandbasedhighcapacityopticalfibrenetworksbeyondreach.Thephysicalsizeofequipmentneededtoprocesstraffic,togetherwithpower,communicationsandrecordingsystems,makesclandestineactivityimpracticalandrisky.107.Evenwhereaccessisreadilyavailable(suchastoCOMSATs),theproliferationofnewsystemswilllimitcollectionactivities,partlybecausebudgetaryconstraintwillrestrictnewdeployments,andpartlybecausesomesystems(forexample,Iridium)cannotbeaccessedbypresentlyavailablesystems.108.Inthepast15yearsthesubstantialtechnologicalleadincomputersandinformationtechnologyonceenjoyedbyComintorganisationshasallbutdisappeared.Theirprincipalcomputersystemsarebought"offtheshelf"andaretheequaloforeveninferiortothoseusedbyfirstrankindustrialandacademicorganisations.Theydifferonlyinbeing"TEMPESTshielded",preventingthememittingradiosignalswhichcouldbeusedtoanalyseSigintactivity.109.Communicationsintelligenceorganisationsrecognisethatthelongwaragainstcivilandcommercialcryptographyhasbeenlost.Athrivingacademicandindustrialcommunityisskilledincryptographyandcryptology.TheInternetandtheglobalmarketplacehavecreatedafreeflowininformation,systemsandsoftware.NSAhasfailedinitsmissiontoperpetuateaccessbypretendingthatthat"keyescrow"andlikesystemswereintendedtosupportlawenforcement(asopposedtoComint)requirements.110.FuturetrendsinComintarelikelytoincludelimitsoninvestmentinComintcollectionfromspace;greateruseofhumanagentstoplantcollectiondevicesorobtaincodesthaninthepast;andanintensifiedefforttoattackforeigncomputersystems,usingtheInternetandothermeans(inparticular,togainaccesstoprotectedfilesorcommunicationsbeforetheyareencrypted).111.Attemptstorestrictcryptographyhaveneverthelessdelayedthelargescaleintroductionofeffectivecryptographicsecuritysystems.ThereducedcostofcomputationalpowerhasalsoenabledComintagenciestodeployfastandsophisticatedprocessingandsortingtools.112.RecentremarkstoCIAveteransbytheheadofstaffoftheUSHouseofRepresentativesPermanentSelectCommitteeonIntelligence,exCIAofficerJohnMillisillustratehowNSAviewsthesameissues:"Signalsintelligenceisinacrisis....Overthelastfiftyyears...Inthepast,technologyhasbeenthefriendofNSA,butinthelastfourorfiveyearstechnologyhasmovedfrombeingthefriendtobeingtheenemyofSigint.ThemediaoftelecommunicationsisnolongerSigint�friendly.Itusedtobe.WhenyouweredoingRFsignals,anybodywithinrangeofthatRFsignalcouldreceiveitjustasclearlyastheintendedrecipient.Wemovedfromthattomicrowaves,andpeoplefiguredoutagreatwaytoharnessthataswell.Well,we'removingtomediathatareverydifficulttogetto.Encryptionishereandit'sgoingtogrowveryrapidly.ThatisbadnewsforSigint...ItisgoingtotakeahugeamountofmoneyinvestedinnewtechnologiestogetaccessandtobeabletobreakouttheinformationthatwestillneedtogetfromSigint".PolicyissuesfortheEuropeanParliament1.The1998Parliamentaryresolutionon"Transatlanticrelations/ECHELONsystem"(73)calledfor"protectivemeasuresconcerningeconomicinformationandeffectiveencryption".ProvidingsuchmeasuresmaybefacilitatedbydevelopinganindepthunderstandingofpresentandfutureComintcapabilities.2.Atthetechnicallevel,protectivemeasuresmaybestbefocusedondefeatinghostileComintactivitybydenyingaccessor,wherethisisimpracticalorimpossible,preventingprocessingofmessagecontentandassociatedtrafficinformationbygeneraluseofcryptography.3.AstheSOGISgroupwithintheCommissionhasrecognised,(74)thecontrastinginterestsofstatesisacomplexissue.LargerstateshavemadesubstantialinvestmentsinComintcapabilities.OnememberstateisactiveintheUKUSAalliance,whilstothersareeither"thirdparties"toUKUSAorhavemadebilateralarrangementswithNSA.Someofthesearrangementswerealegacyofthecoldwar;othersareenduring.Theseissuescreateinternalandinternationalconflictsofinterest.Technicalsolutionsarenotobvious.ItshouldbepossibletodefineasharedinterestinimplementingmeasurestodefeatfutureexternalComintactivitiesdirectedagainstEuropeanstates,theircitizensandcommercialactivities.4.Asecondareaofapparentconflictconcernsstates'desirestoprovidecommunicationsinterceptionforlegitimatelawenforcementpurposes.Thetechnicalandlegalprocessesinvolvedinprovidinginterceptionforlawenforcementpurposedifferfundamentallyfromthoseusedincommunicationsintelligence.PartlybecauseofthelackofparliamentaryandpublicawarenessofComintactivities,thisdistinctionisoftenglossedover,particularlybystatesthatinvestheavilyinComint.Anyfailuretodistinguishbetweenlegitimatelawenforcementinterceptionrequirementsandinterceptionforclandestineintelligencepurposesraisesgraveissuesforcivilliberties.Aclearboundarybetweenlawenforcementand"nationalsecurity"interceptionactivityisessentialtotheprotectionofhumanrightsandfundamentalfreedoms.5.Atthepresenttime,Internetbrowsersandothersoftwareusedinalmosteverypersonalcomputerin



5.Atthepresenttime,InternetbrowsersandothersoftwareusedinalmosteverypersonalcomputerinEuropeisdeliberatelydisabledsuchthat"secure"communicationstheysendcan,ifcollected,bereadwithoutdifficultybyNSA.USmanufacturersarecompelledtomakethesearrangementsunderUSexportrules.Alevelplayingfieldisimportant.Considerationcouldbegiventoacountermeasurewhereby,ifsystemswithdisabledcryptographicsystemsaresoldoutsidetheUnitedStates,theyshouldberequiredtoconformtoan"openstandard"suchthatthirdpartiesandothernationsmayprovideadditionalapplicationswhichrestorethelevelofsecuritytoatleastenjoyedbydomesticUScustomers.6.TheworkofILETShasproceededfor6yearswithouttheinvolvementofparliaments,andintheabsenceofconsultationwiththeindustrialorganisationswhosevitalintereststheirworkaffects.Itisregrettablethat,priortothepublicationofthisreport,publicinformationhasnotbeenavailableinstatesaboutthescopeofthepolicymakingprocesses,insideandoutsidetheEU,whichhaveledtotheformulationofexistingandnewlawenforcement"userrequirements".Asamatterofurgency,thecurrentpolicymakingprocessshouldbemadeopentopublicandparliamentarydiscussioninmemberstatesandintheEP,sothataproperbalancemaybestruckbetweenthesecurityandprivacyrightsofcitizensandcommercialenterprises,thefinancialandtechnicalinterestsofcommunicationsnetworkoperatorsandserviceproviders,andtheneedtosupportlawenforcementactivitiesintendedtosuppressseriouscrimeandterrorism.TechnicalannexeBroadband(highcapacitymultiïchannel)communications1.From1950untiltheearly1980s,highcapacitymultichannelanaloguecommunicationssystemswereusuallyengineeredusingseparatecommunicationschannelscarriedatdifferentfrequenciesThecombinedsignal,whichcouldinclude2,000ormorespeechchannels,wasa"multiplex".Theresulting"frequencydivisionmultiplex"(FDM)signalwasthencarriedonamuchhigherfrequency,suchasbyamicrowaveradiosignal.2.Digitalcommunicationshavealmostuniversallytakenoverfromanaloguemethods.Thebasicsystemofdigitalmultichannelcommunicationsistimedivisionmultiplexing(TDM).InaTDMtelephonysystem,theindividualconversationalchannelsarefirstdigitised.Informationconcerningeachchannelisthentransmittedsequentiallyratherthansimultaneously,witheachlinkoccupyingsuccessivetime"slots".3.StandardsfordigitalcommunicationsevolvedseparatelywithinEuropeandNorthAmerica.IntheUnitedStates,thethendominantpublicnetworkcarrier(theBellsystem,runbyAT&T)establisheddigitaldatastandards.Thebasicbuildingblock,aT1link,carriestheequivalentof24telephonechannelsatarateof1.544Mbps.HighercapacitysystemsoperateatgreaterdatatransmissionratesThus,thehighesttransmissionrate,T5,carriestheequivalentof8,000speechchannelsatadatarateof560Mbps.4.Europeadoptedadifferentframeworkfordigitalcommunications,basedonstandardsoriginallyagreedbytheCEPT.ThebasicEuropeanstandarddigitallink,E1,carries30telephonechannelsatadatarateof2Mbps.MostEuropeantelecommunicationssystemsarebasedonE1linksor(asinNorthAmerica),multiplesthereof.ThedistinctionissignificantbecausemostComintprocessingequipmentmanufacturedintheUnitedStatesisdesignedtohandleinterceptedcommunicationsworkingtotheEuropeanformsofdigitalcommunications.5.Recentdigitalsystemsutilisesynchronisedsignalscarriedbyveryhighcapacityopticalfibres.Synchronisingsignalsenablessinglechannelstobeeasilyextractedfromhighcapacitylinks.ThenewsystemisknownintheUSasthesynchronousopticalnetwork(SONET),althoughthreeequivalentdefinitionsandlabelsareinuse.(75)Communicationsintelligenceequipment6.DozensofUSdefencecontractors,manylocatedinSiliconValley(California)orintheMaryland"Beltway"areanearWashington,manufacturesophisticatedSigintequipmentforNSA.MajorUScorporations,suchasLockheedMartin,SpaceSystems/Loral,TRW,RaytheonandBendixarealsocontractedbyNSAtooperatemajorSigintcollectionsites.Afullreportontheirproductsandservicesisbeyondthescopeofthisstudy.Thestateoftheartincontemporarycommunicationsintelligencemayusefullybedemonstrated,however,byexaminingsomeoftheComintprocessingproductsoftwospecialistNSAnichesuppliers:AppliedSignalTechnologyInc(AST),ofSunnyvale,California,andTheIDEASOperationofColumbia,Maryland(partofScienceApplicationsInternationalCorporation(SAIC)).(76)7.BothcompaniesincludeseniorexNSAstaffasdirectors.Whennotexplicitlystated,theirproductscanbeidentifiedasintendedforSigintbyvirtueofbeing"TEMPESTscreened".ASTstatesgenerallythatits"equipmentisusedforsignalreconnaissanceofforeigntelecommunicationsbytheUnitedStatesgovernment".OneleadingcryptographerhasaptlyandandengaginglydescribedASTasa"onestopECHELONshop".Widebandextractionandsignalanalysis8.Wideband(orbroadband)signalsarenormallyinterceptedfromsatellitesortappedcablesintheformofmultiplexmicrowaveorhighfrequencysignals.ThefirststepinprocessingsuchsignalsforComintpurposesis"widebandextraction".AnextensiverangeofSigintequipmentismanufacturedforthispurpose,enablingnewlyinterceptedsystemstobesurveyedandanalysed.Theseincludetranspondersurveyequipmentwhichidentifyandclassifysatellitedownlinks,demodulators,decoders,demultiplexers,microwaveradiolinkanalysers,linksurveyunits,carrieranalysissystems,andmanyotherformsofhardwareandsoftware.9.AnewlyinterceptedcommunicationssatelliteordatalinkcanbeanalysedusingtheASTModel196



9.AnewlyinterceptedcommunicationssatelliteordatalinkcanbeanalysedusingtheASTModel196"Transpondercharacterisationsystem".Onceitsbasiccommunicationsstructurehasbeenanalysed,theModel195"Widebandsnapshotanalyser",alsoknownasSNAPPER,canrecordsampledatafromeventhehighestcapacitysystems,sufficienttoanalysecommunicationsinminutedetail.Bythestartof1999,operatinginconjunctionwiththeModel990"FlexibleDataAcquisitionUnit",thissystemswasabletorecord,playbackandanalyseatdataratesupto2.488Gbps(SONETOC48).Thisis16timesfasterthanthelargestbackbonelinksingeneraluseontheInternet;largerthanthetelephonycapacityofanycurrentcommunicationssatellite;andequivalentto40,000simultaneoustelephonecalls.Itcanbefittedwith48Gbyteofmemory(5001000timeslargerthanfoundinanaveragepersonalcomputer),enablingrelativelylengthyrecordingsofhighspeeddatalinks.The2.5GbpscapacityofasingleSNAPPERunitexceedsthecurrentdailymaximumdataratefoundonatypicallargeInternetexchange.(77)10.BothASTandIDEASofferawiderangeofrecorders,demultiplexers,scannersandprocessors,mostlydesignedtoprocessEuropeantype(CEPT)E1,E3(etc)signalsatdataratesofupto160Mbps.Signalsmayberecordedtobanksofhighspeedtaperecorders,orintohighcapacity"RAID"(78)harddisknetworks.InterceptedopticalsignalscanbeexaminedwiththeASTModel257E"SONETanalyser".11.Oncecommunicationslinkshavebeenanalysedandbrokendowntotheirconstituentparts,thenextstageofComintcollectioninvolvesmultichannelprocessorswhichextractandfiltermessagesandsignalsfromthedesiredchannels.Therearethreebroadcategoriesofinterest:"voicegradechannels",normallycarryingtelephony;faxcommunications;andanaloguedatamodems.AwideselectionofmultichannelComintprocessorsareavailable.Almostallofthemseparatevoice,faxanddatamessagesintodistinct"streams"fordownstreamprocessingandanalysis.12.TheASTModel120multichannelprocessorusedbyNSAindifferentconfigurationsknownasSTARQUAKE,COBRAandCOPPERHEADcanhandle1,000simultaneousvoicechannelsandautomaticallyextractfax,dataandvoicetraffic.Model128,largerstill,canprocess16EuropeanE3channels(adatarateof500Mbps)andextract480channelsofinterest.The1999giantofAST'srange,theModel132"VoiceChannelDemultiplexer",canscanupto56,700communicationschannels,extractingmorethan3,000voicechannelsofinterest.ASTalsoprovidesSigintequipmenttointerceptlowcapacityVSAT(79)satelliteservicesusedbysmallerbusinessesanddomesticusers.ThesesystemscanbeinterceptedbytheASTModel285SCPSprocessor,whichidentifiesandextractsupto48channelsofinterest,distinguishedbetweenvoice,faxanddata.13.AccordingtoUSgovernmentpublications,anearlyWidebandExtractionsystemwasinstalledatNSA'sVintHillFarmsfieldstationin1970,aboutthetimethatsystematicCOMSATinterceptioncollectionbegan.Thatstationisnowclosed.USpublicationsidentifytheNSA/CSSRegionalSigintOperationsCentreatSanAntonio,Texas,asasitecurrentlyprovidingamultichannelWidebandExtractionservice.Filtering,dataprocessing,andfacsimileanalysis14.Oncecommunicationschannelshavebeenidentifiedandsignalsofinterestextracted,theyareanalysedfurtherbysophisticatedworkstationsusingspecialpurposesoftware.AST'sELVIRASignalsAnalysisWorkstationistypicalofthistypeofSigintequipment.Thissystem,whichcanbeusedonalaptopcomputerincovertlocations,surveysincomingchannelsandextractsstandardComintdata,includingtechnicalspecifications(STRUM)andinformationaboutcalldestinations(SRI,orsignalrelatedinformation).SelectedcommunicationsarerelayedtodistantlocationsusingNSAstandard"CollectedSignalsDataFormat"(CSDF).(80)15.HighspeeddatasystemscanalsobepassedtoAST'sTRAILMAPPERsoftwaresystem,whichworksatadatarateofupto2.5Gbps.Itcaninterpretandanalyseeverytypeoftelecommunicationssystem,includingEuropean,Americanandopticalstandards.TRAILMAPPERappearstohavebeendesignedwithaviewtoanalysingATM(asynchronoustransfermode)communications.ATMisamodern,highcapacitydigitalcommunicationssystem.ItisbettersuitedthanstandardInternetconnectionstocarryingmultimediatrafficandtoprovidingbusinesswithprivatenetworks(VPN,LANorWAN).TRAILMAPPERwillidentifyandcharacterisesuchbusinessnetworks.16.Inthenextstagedownstream,interceptedsignalsareprocessedaccordingtowhethertheyarevoice,faxordata.AST's"DataWorkstation"isdesignedtocategoriseallaspectsofdatacommunications,includingsystemsforhandlingemailorsendingfilesontheInternet.(81)Althoughtheverylatestmodemsystems(otherthanISDN)arenotincludedinitsadvertisedspecification,itisclearfrompublishedresearchthatASThasdevelopedthetechnologytointerceptandprocessthelatestdatacommunicationssystemsusedbyindividualsandbusinesstoaccesstheInternet.(82)TheDataWorkstationcanstoredandautomaticallyprocess10,000differentrecordedsignals.17.FaxmessagesareprocessedbyAST'sFaxImageWorkstation.Thisisdescribedasa"userfriendly,interactiveanalysistoolforrapidexaminationimagesstoredondisk.AlthoughnotmentionedinAST'sliterature,standardfaxpreprocessingforDictionarycomputersinvolvesautomatic"opticalcharacterrecognition"(OCR)software.Thisturnsthetypescriptintocomputerreadable(andprocessable)text.TheeffectivenessofthesesystemsmakesfaxderivedComintanimportantcollectionsubsystem.Ithasonedrawback.OCRcomputersystemsthatcanreliablyrecognisehandwritingdonotexist.Nooneknowshowtodesignsuchasystem.Itfollowsthat,perversely,handwrittenfaxmessagesmaybeasecureformofcommunicationthatcanevadeDictionarysurveillancecriteria,providedalwaysthattheassociated"signalrelatedinformation"(callingandreceivingfaxnumbers)havenotbeenrecognisedasbeingofinterestanddirectedtoaFaxImageWorkstation.18.ASTalsomakea"PagerIdentificationandMessageExtraction"systemwhichautomaticallycollectsandprocessesdatafromcommercialpagingsystems.IDEASofferaVideoTeleconferencingProcessorthatcansimultaneouslyvieworrecordtwosimultaneousteleconferencingsessions.SigintsystemstointerceptcellularmobilephonenetworkssuchasGSMarenotadvertisedbyASTorIDEAS,butareavailablefromotherUScontractors.ThespecificationsandreadyavailabilityofsuchsystemsindicatehowindustrialisedandpervasiveCominthasbecame.Ithasmovedfarfromtheerawhen(albeiterroneously),itwaspubliclyassociatedonlywithmonitoringdiplomaticormilitarymessages.



NSA"TrailmappersoftwareshowingatomaticdetectionofprivatenetworksinsideinterceptedhighcapacitySTM�1digitalcommunicationssystemTrafficanalysis,keywordrecognition,textretrieval,andtopicanalysis19.Trafficanalysisisamethodofobtainingintelligencefromsignalrelatedinformation,suchasthenumberdialledonatelephonecall,ortheCallingLineIdentificationData(CLID)whichidentifiesthepersonmakingthecall.Trafficanalysiscanbeusedwheremessagecontentisnotavailable,forexamplewhenencryptionisused.Byanalysingcallingpatterns,networksofpersonalassociationsmaybeanalysedandstudied.Thisisaprincipalmethodofexaminingvoicecommunications.20.Whenevermachinereadablecommunicationsareavailable,keywordrecognitionisfundamentaltoDictionarycomputers,andtotheECHELONsystem.TheDictionaryfunctionisstraightforward.Itsbasicmodeofoperationisakintowebsearchengines.Thedifferencesareofsubstanceandofscale.Dictionariesimplementthetaskingoftheirhoststationagainsttheentiremassofcollectedcommunications,andautomatethedistributionofselectedrawproduct.21.Advancedsystemshavebeendevelopedtoperformveryhighspeedsortingoflargevolumesofinterceptedinformation.Inthelate1980s,themanufacturersoftheRHYOLITESigintsatellites,TRW,designedandmanufacturedaFastDataFinder(FDF)microchipforNSA.TheFDFchipwasdeclassifiedin1972andmadeavailableforcommercialusebyaspinoffcompany,Paracel.SincethenParacelhassoldover150informationfilteringsystems,manyofthemtotheUSgovernment.ParaceldescribesitscurrentFDFtechnologyasthe"fastest,mostaccurateadaptivefilteringsystemintheworld":AsingleTextFinderapplicationmayinvolvetrillionsofbytesoftextualarchiveandthousandsofonlineusers,orgigabytesoflivedatastreamperdaythatarefilteredagainsttensofthousandsofcomplexinterestprofiles...theTextFinderchipimplementsthemostcomprehensivecharacter�stringcomparisonfunctionsofanytextretrievalsystemintheworld.DeviceslikethisareidealforuseinECHELONandtheDictionarysystem.22.Alowercapacitysystem,thePRP9800PatternRecognitionProcessor,ismanufacturedbyIDEAS.ThisisacomputercardwhichcanbefittedtoastandardPC.Itcananalysedatastreamsatupto34Mbps(theEuropeanE3standard),matchingeverysinglebittomorethan1000preselectedpatterns.23.PowerfulthoughDictionarymethodsandkeywordsearchenginesmaybe,however,theyandtheirgiantassociatedintelligencedatabasesmaysoonseemarchaic.Topicanalysisisamorepowerfulandintuitivetechnique,andonethatNSAisdevelopingandpromotingwithconfidence.TopicanalysisenablesComintcustomerstoasktheircomputersto"findmedocumentsaboutsubjectX".Xmightbe"Shakespeareinlove"or"ArmstoIran".



24.InastandardUStestusedtoevaluatetopicanalysissystems,(83)onetasktheanalysisprogramisgivenistofindinformationabout"Airbussubsidies".Thetraditionalapproachinvolvessupplyingthecomputerwiththekeyterms,otherrelevantdata,andsynonyms.Inthisexample,thedesignationsA300orA320mightbesynonymouswith"Airbus".Thedisadvantageofthisapproachisthatitmayfindirrelevantintelligence(forexample,reportsaboutexportsubsidiestogoodsflownonanAirbus)andmissrelevantmaterial(forexampleafinancialanalysisofacompanyintheconsortiumwhichdoesnotmentiontheAirbusproductbyname).Topicanalysisovercomesthisandisbettermatchedtohumanintelligence.25.ThemaindetectablethrustofNSAresearchontopicanalysiscentresonamethodcalledNgramanalysis.DevelopedinsideNSA'sResearchgroupresponsibleforSigintautomationNgramanalysisisafast,generalmethodofsortingandretrievingmachinereadabletextaccordingtolanguageand/ortopic.TheNgramsystemisclaimedtoworkindependentlyofthelanguageusedorthetopicstudied.NSApatentedthemethodin1995.(84)26.TouseNgramanalysis,theoperatorignoreskeywordsanddefinestheenquirybyprovidingthesystemwithselectedwrittendocumentsconcerningthetopicofinterest.Thesystemdetermineswhatthetopicisfromtheseedgroupofdocuments,andthencalculatestheprobabilitythatotherdocumentscoverthesametopic.In1994,NSAmadeitsNgramsystemavailableforcommercialexploitation.NSA'sresearchgroupclaimedthatitcouldbeusedon"verylargedatasets(millionsofdocuments)",couldbequicklyimplementedonanycomputersystemandthatitcouldoperateeffectively"intextcontainingagreatmanyerrors(typically1015%ofallcharacters)".27.AccordingtoformerNSADirectorWilliamStudeman,"informationmanagementwillbethesinglemostimportantproblemforthe(US)IntelligenceCommunity"inthefuture.(85)Explainingthispointin1992,hedescribedthetypeoffilteringinvolvedinsystemslikeECHELON:One[unidentified]intelligencecollectionsystemalonecangenerateamillioninputsperhalfhour;filtersthrowawayallbut6500inputs;only1,000inputsmeetforwardingcriteria;10inputsarenormallyselectedbyanalystsandonlyonereportIsproduced.Theseareroutinestatisticsforanumberofintelligencecollectionandanalysissystemswhichcollecttechnicalintelligence.

The"DataWorkstation"Comintsoftwaresystemanalysesupto10,000recordedmessages,identifyingInternettraffic,e�mailmessagesandattachmentsSpeechrecognitionsystems28.Formorethan40years,NSA,ARPA,GCHQandtheBritishgovernmentJointSpeechResearchUnithaveconductedandsponsoredresearchintospeechrecognition.Manypressreports(andthepreviousSTOAreport)havesuggestedthatsuchresearchhasprovidedsystemswhichcanautomaticallyselecttelephonecommunicationsofintelligenceinterestbasedontheuseofparticular"keywords"byaspeaker.Ifavailable,suchsystemswouldenablevastlymoreextensiveComintinformationtobegatheredfromtelephoneconversationsthanisavailablefromothermethodsofanalysis.Thecontentionthattelephonewordspottingsystemsarereadilyavailableappearstobysupportedbytherecentavailabilityofastringoflowcostsoftwareproductsresultingfromthisresearch.TheseproductspermitPCuserstodictatetotheircomputersinsteadofenteringdatathroughthekeyboard.(86)29.TheproblemisthatforComintapplications,unlikepersonalcomputerdictationproducts,speechrecognitionsystemshavetooperateinamultispeaker,multilanguageenvironmentwherenumerouspreviouslyneverheardspeakersmayeachfeaturephysiologicaldifferences,dialectvariations,andspeechtraits.CommercialPCsystemsusuallyrequireoneormorehoursoftraininginorderreliablytorecogniseasinglespeaker.Eventhen,suchsystemsmaymistranscribe10%ormoreofthewordsspoken.30.InPCdictationapplications,thespeakercancorrectmistranscriptionsandcontinuallyretrainthe



30.InPCdictationapplications,thespeakercancorrectmistranscriptionsandcontinuallyretraintherecognitionsystem,makingamoderateerrorrateacceptable.ForuseinComint,wheretheinterceptionsystemhasnopriorknowledgeofwhathasbeensaid(oreventhelanguageinuse),andhastooperateinthepoorersignalenvironmentofatelephonespeechchannel,sucherrorratesareunachievable.Worsestill,evenmoderateerrorratescanmakeakeywordrecognitionsystemworthlessbygeneratingbothfalsepositiveoutputs(wordswronglyidentifiedaskeywords)andfalsenegativeoutputs(missinggenuinekeywords).31.Thisstudyhasfoundnoevidencethatvoicekeywordrecognitionsystemsarecurrentlyoperationallydeployed,northattheyareyetsufficientlyaccuratetobeworthusingforintelligencepurposes.Continuousspeechrecognition32.ThefundamentaltechniqueinmanyspeechrecognitionapplicationsisastatisticalmethodcalledHiddenMarkovModelling(HMM).HMMsystemshavebeendevelopedatmanycentresandareclaimedacademicallytooffer"goodwordspottingperformance...usingverylittleornoacousticspeechtraining".(87)TheteamwhichreportedthisresulttesteditssystemusingdatafromtheUSDepartmentofDefense"SwitchboardData",containingrecordingsofthousandofdifferentUStelephoneconversations.Onalimitedtesttheprobabilitiesofcorrectlydetectingtheoccurrencesof22keywordsrangedfrom4568%onsettingswhichallowedfor10falsepositiveresultsperkeywordperhour.Thusif1000genuinekeywordsappearedduringanhour'sconversation,therewouldbeatleast300missedkeywords,plus220falsealarms.33.Ataboutthesametime,(February1990),theCanadianSigintorganisationCSEawardedaMontrealbasedcomputerresearchconsultancythefirstofaseriesofcontractstodevelopaComintwordspottingsystem.(88)Thegoaloftheprojectwastobuildawordspotterthatworkedwellevenfornoisycalls.Threeyearslater,CRIMreportedthat"ourexperiencehastaughtusthat,regardlessoftheenvironmentalconditions,wordspottingremainsadifficultproblem".Thekeyproblem,whichisfamiliartohumanlisteners,isthatasinglewordheardonitsowncaneasilybemisinterpreted,whereasincontinuousspeechthemeaningmaybededucedfromsurroundingwords.CRIMconcludedin1993that"itisprobablethatthemosteffectivewayofbuildingareliablewordspotteristobuildalargevocabularycontinuousspeechrecognition(CSR)system".34.Continuousspeechrecognitionsoftwareworkinginrealtimeneedsapowerfulfast,processor.Becauseofthelackoftrainingandthecomplexsignalenvironmentfoundininterceptedtelephonecalls,itislikelythatevenfasterprocessorsandbettersoftwarethanusedinmodernPCswouldyieldpoorerresultsthanarenowprovidedbywelltrainedcommercialsystems.Significantly,anunderlyingproblemisthatvoicekeywordrecognitionis,aswithmachinereadablemessages,animperfectmeanstothemoreusefulintelligencegoaltopicspotting.35.In1993,havingfailedtobuildaworkablewordspotter,CRIMsuggesting"bypassing"theproblemandattemptinginsteadtodevelopavoicetopicspotter.CRIMreportedthat"preliminaryexperimentsreportedatarecentmeetingofAmericandefensecontractors...indicatethatthismayinfactbeanexcellentapproachtotheproblem".Theyofferedtoproducean"operationaltopicspotting"systemby1995.Theydidnotsucceed.Fouryearslater,theywerestillexperimentingonhowtobuiltavoicetopicspotter.(89)Theyreceivedafurtherresearchcontract.OnemethodCRIMproposedwasNSA'sNgramtechnique.Speakeridentificationandothervoicemessageselectiontechniques36.In1993,CRIMalsoundertooktosupplyCSEwithanoperationalspeakeridentificationmodulebyMarch1995.Nothingmorewassaidaboutthisproject,suggestingthatthetargetmayhavebeenmet.Inthesameyear,accordingtoNSAdocuments,theIDEAScompanysupplieda"VoiceActivityDetectorandAnalyser",ModelTE4643751,toNSA'sofficesinsideGCHQCheltenham.Theunitformedthecentreofa14positioncomputerdrivenvoicemonitoringsystem.Thistoomayhavebeenanearlyspeakeridentificationsystem.37.In1995,widelyquotedreportssuggestedthatNSAspeakeridentificationhadbeenusedtohelpcapturethedrugcartelleaderPabloEscobar.ThereportsborestrongresemblancetoanovelbyTomClancy,suggestingthatthestorymayhaveowedmoretoHollywoodthanhightech.In1997,theCanadianCREawardedacontracttoanotherresearchertodevelop"newretrievalalgorithmsforspeechcharacteristicsusedforspeakeridentification",suggestingthismethodwasnotbythenafullymaturetechnology.AccordingtoSigintstafffamiliarwiththecurrentuseofDictionary,itcanbeprogrammedtosearchtoidentifyparticularspeakersontelephonechannels.ButspeakeridentificationisstillnotaparticularlyreliablroreffectiveCominttechnique.(90)38.Intheabsenceofeffectivewordspottingorspeakeridentificationtechniques,NSAhassoughtalternativemeansofautomaticallyanalysingtelephonecommunications.AccordingNSA'sclassificationguide,othertechniquesexaminedincludeSpeechdetectiondetectingthepresenceorabsenceofspeechactivity;Speakerdiscriminationtechniquestodistinguishbetweenthespeechoftwoormorespeakers;andReadabilityestimationtechniquestodeterminethequalityofspeechsignals.Systemdescriptionsmustbeclassified"secret"ifNSA"determinesthattheyrepresentmajoradvancesovertechniquesknownintheresearchcommunity".(91)"Workfactorreduction";thesubversionofcryptographicsystems39.Fromthe1940stodate,NSAhasunderminedtheeffectivenessofcryptographicsystemsmadeorusedinEurope.ThemostimportanttargetofNSAactivitywasaprominentSwissmanufacturingcompany,CryptoAG.CryptoAGestablishedastrongpositionasasupplierofcodeandcyphersystemsafterthesecondworldwar.Manygovernmentswouldnottrustproductsofferedforsalebymajorpowers.Incontrast,SwisscompaniesinthissectorbenefitedfromSwitzerland'sneutralityandimageofintegrity.40.NSAarrangedtorigencryptionsystemssoldbyCryptoAG,enablingUKUSAagenciestoreadthecodeddiplomaticandmilitarytrafficofmorethan130countries.NSA'scovertinterventionwasarrangedthroughthecompany'sownerandfounderBorisHagelin,andinvolvedperiodicvisitsto



arrangedthroughthecompany'sownerandfounderBorisHagelin,andinvolvedperiodicvisitstoSwitzerlandbyUS"consultants"workingforNSA.OnewasNoraLMacKabee,acareerNSAemployee.AUSnewspaperobtainedcopiesofconfidentialCryptoAGdocumentsrecordingMsMackebee'sattendanceatdiscussionmeetingsin1975todesignanewCryptoAGmachine".(92)41.ThepurposeofNSA'sinterventionsweretoensurethatwhileitscodingsystemsshouldappearsecuretoothercryptologists,itwasnotsecure.Eachtimeamachinewasused,itsuserswouldselectalongnumericalkey,changedperiodically.Naturallyuserswishedtoselectedtheirownkeys,unknowntoNSA.IfCryptoAG'smachinesweretoappearstrongtooutsidetesters,thenitscodingsystemshouldwork,andactuallybestrong.NSA'ssolutiontothisapparentcondundrumwastodesignthemachinesothatitbroadcastthekeyitwasusingtolisteners.Topreventotherlistenersrecognisingwhatwashappening,thekeytoohadalsotobesentincodeadifferentcode,knownonlytoNSA.Thus,everytimeNSAorGCHQinterceptedamessagesentusingthesemachines,theywouldfirstreadtheirowncodedpartofthemessage,calledthe"hilfsinformationen"(helpinformationfield)andextractthekeythetargetwasusing.Theycouldthenreadthemessageitselfasfastorevenfasterthantheintendedrecipient(93)42.Thesametechniquewasreusedin1995,whenNSAbecameconcernedaboutcryptographicsecuritysystemsbeingbuiltintoInternetandEmailsoftwarebyMicrosoft,NetscapeandLotus.ThecompaniesagreedtoadapttheirsoftwaretoreducethelevelofsecurityprovidedtousersoutsidetheUnitedStates.InthecaseofLotusNotes,whichincludesasecureemailsystem,thebuiltincryptographicsystemusesa64bitencryptionkey.Thisprovidesamediumlevelofsecurity,whichmightatpresentonlybebrokenbyNSAinmonthsoryears.43.LotusbuiltinanNSA"helpinformation"trapdoortoitsNotessystem,astheSwedishgovernmentdiscoveredtoitsembarrassmentin1997.Bythen,thesystemwasindailyuseforconfidentialmailbySwedishMPs,15,000taxagencystaffand400,000to500,000citizens.LotusNotesincorporatesa"workfactorreductionfield"(WRF)intoallemailssentbynonUSusersofthesystem.LikeitspredecessortheCryptoAG"helpinformationfield"thisdevicereducesNSA'sdifficultyinreadingEuropeanandotheremailfromanalmostintractableproblemtoafewsecondswork.TheWRFbroadcasts24ofthe64bitsofthekeyusedforeachcommunication.TheWRFisencoded,usinga"publickey"systemwhichcanonlybereadbyNSA.Lotus,asubsidiaryofIBM,admitsthis.ThecompanytoldSvenskaDagbladet:"ThedifferencebetweentheAmericanNotesversionandtheexportversionliesindegreesofencryption.Wedeliver64bitkeystoallcustomers,but24bitsofthoseintheversionthatwedeliveroutsideoftheUnitedStatesaredepositedwiththeAmericangovernment".(94)44.Similararrangementsarebuiltintoallexportversionsoftheweb"browsers"manufacturedbyMicrosoftandNetscape.Eachusesastandard128bitkey.Intheexportversion,thiskeyisnotreducedinlength.Instead,88bitsofthekeyarebroadcastwitheachmessage;40bitsremainsecret.ItfollowsthatalmosteverycomputerinEuropehas,asabuiltinstandardfeature,anNSAworkfactorreductionsystemtoenableNSA(alone)tobreaktheuser'scodeandreadsecuremessages.45.TheuseofpowerfulandeffectiveencryptionsystemswillincreasinglyrestricttheabilityofComintagenciestoprocesscollectedintelligence."Moore'slaw"assertsthatthecostofcomputationalpowerhalvesevery18months.Thisaffectsboththeagenciesandtheirtargets.CheapPCscannowefficientlyperformcomplexmathematicalcalculationsneedforeffectivecryptography.IntheabsenceofnewdiscoveriesinphysicsormathematicsMoore'slawfavourscodemakers,notcodebreakers.Illustrations:DCampbell;USAirForce;IPTVLtd;StephenKing;CharlesVPick;IPTVLtd;JimBamford,GCHQ;USNavy;KGB/RussianSecurityService;DCampbell.GlossaryanddefinitionsATMAsynchronousTransferMode;ahighspeedformofdigitalcommunicationsincreasinglyusedforontheInternetBNDBundesachrichtendienst;theforeignintelligenceagencyoftheFederalRepublicofGermany.ItsfunctionsincludeSigintCCITTConsultativeCommitteeforInternationalTelephonyandTelegraphy;UnitedNationsagencydevelopingstandardsandprotocolsfortelecommunications;partoftheITU;alsoknownasITUTCEPTConferenceEuropeenedesPostesetdesTelecommunicationsCLIDCallingLineIdentificationDataComintComintCommunicationsIntelligenceCOMSAT(Civilorcommercial)communicationssatellite;formilitarycommunicationsusage,thephraseologyiscommonlyreversed,i.e.,SATCOM.CRIMCRIMCentredeRechercheInformatiquedeMontrealCSDFCSDFCollectedSignalsDataFormat;atermusedonlyinSigintCSECSECommunicationsSecurityEstablishment,theSigintagencyofCanadaCSSCSSCentralSecurityService;themilitarycomponentofNSADARPADARPADefenseAdvancedResearchProjectsAgency(UnitedStatesDepartmentofDefense)DGSEDirectorateGeneraldeSecuriteExteriere,theforeignintelligenceagencyofFrance.ItsfunctionsincludeSigint



DSDDSDDefenceSignalsDirectorate,theSigintagencyoftheCommonwealthofAustraliaDODJOCCDODJOCCDepartmentofDefenseJointOperationsCentreChicksandsE1,E3(etc)StandardfordigitalorTDMcommunicationssystemsdefinedbytheCEPT,andprimarilyusedwithinEuropeandoutsideNorthAmericaENFOPOLEUdesignationfordocumentsconcernedwithlawenforcementmatters/policeFAPSIFederalnoeAgenstvoPravitelstvennoiSvyaziiInformatsii,theFederalAgencyforGovernmentCommunicationsandInformationofRussia.ItsfunctionsincludeSigintFBI FBIFederalBureauofInvestigation;thenationallawenforcementandcounterintelligenceagencyoftheUnitedStatesFDFFDFFastDataFinderFDMFDMFrequencyDivisionMultiplex;aformofmultichannelcommunicationsbasedonanaloguesignalsFISAFISAForeignIntelligenceSurveillanceAct(UnitedStates)FISINTFISINTForeignInstrumentationSignalsIntelligence,thethirdbranchofSigintGbpsGigabitspersecondGCHQGCHQGovernmentCommunicationsHeadquarters;theSigintagencyoftheUnitedKingdomGHzGigaHertzGistingWithinSigint,theanalyticaltaskofreplacingaverbatimtextwiththesenseormainpointsofacommunicationHDLCHDLCHighlevelDataLinkControlHFHFHighFrequency;frequenciesfrom3MHzto30MHzHMMHMMHiddenMarkovModelling,atechniquewidelyusedinspeechrecognitionsystems.ILETSILETSInternationalLawEnforcementTelecommunicationsSeminarIntelsatInternationalTelecommunicationsSatelliteIOSAIOSAInterimOverheadSigintArchitectureIridiumSatellitePersonalCommunicationsSysteminvolving66satellitesinlowearthorbit,providingglobalcommunicationsfrommobiletelephonesISDNISDNIntegratedServicesDataNetworkISPISPInternetServiceProviderITUITUInternationalTelecommunicationsUnionIURIURInternationalUserRequirements(forcommunicationsinterception);IUR1.0waspreparedbyILETS(qv)in1994IXPIXPInternetExchangePointLANLANLocalAreaNetworkLESLEALawEnforcementAgency(Americanusage)MbpsMegabitspersecondMHzMegaHertzMicrowaveRadiosignalswithwavelengthsof10cmorshorter;frequenciesabove1GHzModemModemDeviceforsendingdatatoandfrom(e.g.)acomputer;a"modulatordemodulator)MIMEMIMEMultipurposeInternetMessageExtension;asystemsusedforsendingcomputerfiles,images,documentsandprogramsas"attachments"toanemailmessageN©gramanalysisAsystemforanalysingtextualdocuments;inthiscontext,asystemformatchingalargegroupofdocumentstoasmallergroupembodyingatopicofinterest.ThemethoddependsoncountingthefrequencywithwhichcharactergroupsoflengthNappearineachdocument;henceNgramNSANSANationalSecurityAgency,theSigintagencyoftheUnitedStatesOCROpticalCharacterRecognitionPCPersonalComputerPCSPersonalCommunicationsSystems;thetermincludesmobiletelephonesystems,pagingsystemsandfuturewidearearadiodatalinksforpersonalcomputers,etcPOP/POP3PostOfficeProgram;asystemusedforreceivingandholdingemailPTTPostsTelegraphandTelephone(AdministrationorAuthority)



RAIDRedundantArrayofInexpensiveDisksSCI SensitiveCompartmentedIntelligence;usedtolimitaccesstoComintinformationaccordingto"compartments"SCPCSingleChannelPerCarrier;lowcapacitysatellitecommunicationssystemSMTPStandardMailTransportProtocolSigintSignalsIntelligenceSONETSynchronousOpticalNetworkSMDSSwitchedMultiMegabitDataServiceSMOSupportforMilitaryOperationsSPCSSatellitePersonalCommunicationsSystemsSRI SignalRelatedInformation;atermusedonlyinSigintSTOAScienceandTechnologyAssessmentsOfficeoftheEuropeanParliament;thebodycommissioningthisreportT1,T3(etc)DigitalorTDMcommunicationssystemsoriginallydefinedbytheBelltelephonesysteminNorthAmerica,andprimarilyusedthereTCP/IPTerminalControlProtocol/InternetProtocolTDMTimeDivisionMuliplex;aformofmultichannelcommunicationsnormallybasedondigitalsignalsTrafficanalysisWithinSigint,amethodofanalysingandobtainingintelligencefrommessageswithoutreferencetotheircontent;forexamplebystudyingtheoriginanddestinationofmessageswithaviewtoelicitingtherelationshipbetweensenderandrecipient,orgroupsthereofUKUSAUKUSAagreementVPNVirtualPrivateNetworkVSATVerySmallApertureTerminal;lowcapacitysatellitecommunicationssystemservinghomeandbusinessusersWANWideAreaNetworkWRFWorkfactorReductionFieldWWWWorldWideWebX.25,V.21,V.34,V.90,V.100(etc)areCCITTtelecommunicationsstandardsNotes1.UKUSAreferstothe1947UnitedKingdomUnitedStatesagreementonSignalsintelligence.ThenationsoftheUKUSAalliancearetheUnitedStates(the"FirstParty"),UnitedKingdom,Canada,AustraliaandNewZealand(the"SecondParties").2."AnappraisaloftheTechnologiesofPoliticalControl",SteveWright,OmegaFoundation,EuropeanParliament(STOA),6January1998.3."They'vegotittaped",DuncanCampbell,NewStatesman,12August1988."SecretPower:NewZealand'sRoleintheInternationalSpyNetwork",NickyHager,CraigPottonPublishing,POBox555,Nelson,NewZealand,1996.4.NationalSecurityCouncilIntelligenceDirectiveNo6,NationalSecurityCounciloftheUnitedStates,17February1972(firstissuedin1952).5.SIGINTiscurrentlydefinedasconsistingofCOMINT,ELINT(electronicornoncommunicationsintelligenceandFISINT(ForeignInstrumentationSignalsIntelligence).6.StatementbyMartinBrady,DirectorofDSD,16March1999.TobebroadcastontheSundayProgramme,Channel9TV(Australia),May1999.7."Farewell",despatchtoallNSAstaff,WilliamStudeman,8April1992.ThetwobusinessareastowhichStudemanreferredwere"increasedglobalaccess"and"SMO"(supporttomilitaryoperations).8.FederalnoeAgenstvoPravitelstvennoiSvyaziiInformatsii,the(Russian)FederalAgencyforGovernmentCommunicationsandInformation.FAPSI'sfunctionsextendbeyondComintandincludeprovidinggovernmentandcommercialcommunicationssystems.9.PrivatecommunicationsfromformerNSAandGCHQemployees.10.SensitiveCompartmentedIntelligence.11.Seenote1.12.PrivatecommunicationsfromformerGCHQemployees;theUSActistheForeignIntelligenceSurveillanceAct(FISA).13.Seenote6.14.In1919,UScommercialcablecompaniesattemptedtoresistBritishgovernmentdemandsfor



14.In1919,UScommercialcablecompaniesattemptedtoresistBritishgovernmentdemandsforaccesstoallcablessentoverseas.ThreecablecompaniestestifiedtotheUSSenateaboutthesepracticesinDecember1920.Inthesameyear,theBritishGovernmentintroducedlegislation(theOfficialSecretsAct,1920,section4)providingaccesstoalloranyspecifiedclassofcommunications.Thesamepowerwasrecodifiedin1985,providinglawfulaccessforComintpurposestoall"externalcommunications",definesasanycommunicationswhicharesentfromorreceivedoutsidetheUK(InterceptionofCommunicationAct1984,Section3(2)).SimilarrequirementsontelecommunicationsoperatorsaremadeinthelawsoftheotherUKUSAcountries.Seealso"OperationSHAMROCK",(section3).15."ThePuzzlePalace",JamesBamford,HoughtonMifflin,Boston,1982,p331.16.PersonalcommunicationsfromformerNSAandGCHQemployees.17."Dispatches:TheHill",transmittedbyChannel4Television(UK),6October1993.DODJOCCstoodforDepartmentofDefenseJointOperationsCentreChicksands.18."TheJusticeGame",GeoffreyRobertson,Chapter5,ChattoandWindus,London,199819.FinkreporttotheHouseCommitteeonGovernmentOperations,1975,quotedin"NSAspiesontheBritishgovernment",NewStatesman,25July198020."AmerikanskiyesputnikiradioelektronnoyrazvedkinaGeosynchronnykhorbitakh"("AmericanGeosynchronousSIGINTSatellites"),MajorAAndronov,ZarubezhnoyeVoyennoyeObozreniye,No.12,1993,pps3743.21."Spacecollection",inTheUSIntelligenceCommunity(fourthedition),JeffreyRichelson,Westview,Boulder,Colorado,1999,pages185191.22.Seenote18.23.Richelson,opcit.24."UKEyesAlpha",MarkUrban,FaberandFaber,London,1996,pps5665.25.Besidesthestationsmentioned,amajorgroundstationwhosetargetsformerlyincludedSovietCOMSATsisatMisawa,Japan.SmallergroundstationsarelocatedatCheltenham,England;ShoalBay,Australia.26."SwordandShield:TheSovietIntelligenceandSecurityApparatus",JeffreyRichelson,Ballinger,Cambridge,Massachusetts,1986.27."LesFrancaisaussiecountentleursallies",JeanGuisnel,LePoint,6June1998.28.Intelligence(Paris),93,15February1999,p3.29."BlindmansBluff:theuntoldstoryofAmericansubmarineespionage",SherrySontagandChristopherDrew,PublicAffairs,NewYork,1998.30.Ibid.31.Ibid32.AspecimenoftheIVYBELLStappingequipmentisheldintheformerKGBmuseuminMoscow.ItwasusedonacablerunningfromMoscowtoanearbyscientificandtechnicalinstitution.33.TCP/IP.TCP/IPstandsforTerminalControlProtocol/InternetProtocol.IPisthebasicnetworklayeroftheInternet.34.GCHQwebsiteathttp://www.gchq.gov.uk/technol.html35.PersonalcommunicationfromDERA.ATerabyteisonethousandGigabytes,i.e.,1012bytes.36.PersonalcommunicationfromJohnYoung.37."Puzzlepalaceconductinginternetsurveillance",WayneMadsen,ComputerFraudandSecurityBulletin,June1995.38.Ibid.39."MoreNakedGunthanTopGun",DuncanCampbell,Guardian,26November1997.40."Spyworld",MikeFrostandMichelGratton,DoubledayCanada,Toronto,1994.41.TheNationalSecurityAgencyandFourthAmendmentRights,HearingsbeforetheSelectCommitteetoStudyGovernmentOperationswithRespecttoIntelligenceActivitities,USSenate,Washington,1976.42.Letterfrom,LtGenLewAllen,DirectorofNSAtoUSAttorneyGeneralElliotRichardson,4October1973;containedinthepreviousdocument.43.Privatecommunication.44.WorldinAction,GranadaTV.45.ThisarrangementsappearstobeanattempttocomplywithlegalrestrictionsintheInterceptionofCommunicationsAct1985,whichprohibitGCHQfromhandlingmessagesexceptthoseidentifiedingovernment"certificates"which"describetheinterceptedmaterialwhichshouldbeexamined".TheActspecifiesthat"somuchoftheinterceptedmaterialasisnotcertifiedbythecertificateisnot[tobe]read,lookedatorlistenedtobyanyperson".Itappearsfromthisthat,althoughallmessagespassingthroughtheUnitedKingdomareinterceptedandsenttoGCHQ'sLondonoffice,theorganisationconsidersthatbyhavingBritishTelecomstaffoperatetheDictionarycomputer,itisstillunderthecontrolofthetelecommunicationsnetworkoperatorunlessanduntilitisselectedbytheDictionaryandpassesfromBTtoGCHQ.
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