
December8th,2010TheFBIArbitrarilyCoversUpEvidenceofMisconduct:IsThistheTransparencyObamaPromised?CommentarybyJenniferLynchEFFrecentlyreceiveddocumentsinresponsetooneofourFreedomofInformationAct(FOIA)requeststhatdemonstrateadisturbingtrend:theFBI'sarbitraryapplicationofFOIAexemptionstohide,orinsomeinstances,reveal,itsunlawfulactivities.ThroughacarefulcomparisonofthousandsofpagesofdocumentswereceivedfromthisFOIArequestwiththesamedocumentswereceivedfromanearlierFOIArequest,wefoundthatredactionsinmanyoftheseduplicateddocumentswerestrikinglydifferent.Inseveralcases,theFBIredactedmoreinformationinlater[produceddocumentsthanitdidinearlier[produceddocuments.Inothercases,theFBIredacteddifferingamountsofinformationwhenitproducedtwocopiesofthesamereportinresponsetothesameFOIArequest.Sometimestheagencyblockedoutwholeparagraphs,whileatothertimesitblockedoutonlythekeywordsthatexplainthedetailsofitsacts.WhatisinterestingisthattheFBIclaimedthesameFOIAexemptionsineachversion;itjustappliedthemdifferently.ThedocumentsatissuearereportssubmittedbytheFBItotheIntelligenceOversightBoard(IOB),abodythatischargedwithoverseeingtheintelligencecommunity'scompliancewiththeConstitutionandintelligencelaws.Inall,thedocumentstotalalmost2500pages,andwe'lldiscussthetroublingpicturetheypaintofanagencyengagedinexcessiveillegalintelligencegatheringinalaterpost.Butfirst,below,areside[by[sidecomparisonsoffourreportsandanoverviewoftheinformationtheyreveal(movetheslidertoseethedifferences).Followingthatisouranalysisofwhatthismeansforthepublic’saccesstoinformationaboutourgovernment.TheDocuments1.FBIIOBReport2001|69|NSLforFinancialRecords



WereceivedtwocopiesofthesamereportinresponsetoourmorerecentFOIArequesttotheFBI.ThesameexemptionswereclaimedinbothcopiesofthereportbutVersion1ismuchmoreheavilyredactedthanVersion2.ThereportdiscussestheFBI’simpropercollectionofbankandcreditcardrecords.InVersion1,allimportantinformationabouttheviolation(includingthatitrelatestofinancialrecords)waswithheld.Version2revealsmostofthedetailsandshowstheextentoftheFBI’sviolation.Inthismatter,theFBI,aspartofanongoinginvestigationintointernational



terrorism,soughthotelandfinancialrecordsonasubject.Althoughtheagentresponsiblehadnolegalauthoritytoobtainthefinancialrecords,heorshepurposefullystyledarequesttoafinancialinstitutionasaNationalSecurityLetter(NSL)tohidethisfact,essentiallylyingtoobtainthebankandcreditcardinformation.ThereislikelynowaythefinancialinstitutionreceivingtheNSLwouldhavebeenabletotelltheletterwasillegalandthusnoonewouldhavebeenabletochallengethisviolationofthelaw.AndevenifthebankfoundouttheNSLwasillegal,the“gagorder”accompanyingallNSLsatthetimewouldhavepreventedthebankfromtalkingaboutitpublicly.2.FBIIOBReport2003|115—IllegalUseofFISA|AuthorizedPenRegister



WereceivedVersion1ofthereportaboveinresponsetoourFOIArequestfrom2007.ThisversiondetailstheFBI’suseofatelephonenumbercollectedunderaFISA[authorizedpenregister/trapandtracesurveillancetosupportafederalgrandjurysubpoenainacriminalinvestigation.ThisisproblematicbecausethelawclearlyprecludestheFBIfromusingaFISA[derivedtelephonenumberinacriminalcasewithouttheAttorneyGeneral’spriorapproval.And,itappearsfromthereportthattheBureaudidnothavetheAG’sapprovalbeforeproceedingwiththegrandjurysubpoena.TheFBIsentusVersion2ofthereportthisfallinresponsetoour2008FOIA.InVersion2,theBureauhasblockedoutallimportantidentifyingdetails.
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WereceivedVersion1ofthereportaboveinresponsetoourFOIArequestfrom2007.TheFBIsentusVersion2thisfall.Onfirstglance,theamountofinformationwithheldinVersion2ofthisreportdoesnotappearasextensiveasinthetworeportsabove.Uponcloserinspection,however,theFBIhasblockedoutalldetailsofitsillegalactivityinVersion2.ThisIOBreportdescribestheagency’sattemptstouseanNSLtoobtainnotonlytransactionalinformation(alegaluseofanNSL)butalsoalltheimagesasubjectuploadedtohisISP.AstheIOBreportnotes,theFBIisnotallowedtouseanNSLtogetthistypeofcontentinformation.(ThethreetypesofinformationavailableunderanNSLare"SubscriberandTollBillingRecords,""FinancialRecords,"and"ConsumerCreditRecords.")TheotherpieceofinformationwithheldinVersion2ofthisreportisthespecificsectionoftheAttorneyGeneral’sGuidelinesonforeignintelligencecollectionthatwasviolated.It’sunclearwhytheagencywouldhavefeltitnecessarytoblockoutthisinformation,asthissectionoftheGuidelinesmerelydescribeswhatinformationisavailablepursuanttoanNSL(aredactedversionoftheGuidelinesisavailablehere).4.FBIIOBReport2007|717—NSLforEducationalRecords



WereceivedVersion1ofthereportaboveinresponsetoourFOIArequestfrom2007.Thisdocument(which,initslessredactedversion,wasthesubjectofanearlierEFFreport)detailshowtheFBItriedtouseaNationalSecurityLettertoobtaineducationalrecordsonastudentatastateuniversityinNorthCarolina.Aswenotedinourearlierreport,educationalrecordsareveryclearlynotoneofthethreeclassesofinformationavailableunderanNSL.Luckily,theuniversity’slegalcounselrecognizedthisandrefusedtocomplywiththeNSL.TheFBIsentusVersion2ofthereportthisfall.Likethethirdreportdiscussedabove,theredactionsinthisversiondon’tappear,atfirstglance,tobeextensive.However,whencomparedwithVersion1,it’scleartheFBIhaswithheldtheentiremeatofthestory.AnalysisTheFreedomofInformationActrequiresthegovernmenttodisclosedetailsofitsactivitiestothepublic.AlthoughcertainexemptionswithintheActallowagenciestowithholdsomeinformation(forexamplewherenationalsecurityorpersonalprivacyisatissue),thepresumptionisinfavorofdisclosure.PresidentObamareiteratedthisonhisfirstfulldayofofficebydirecting:TheFreedomofInformationActshouldbeadministeredwithaclearpresumption:Inthefaceofdoubt,opennessprevails.TheGovernmentshouldnotkeepinformationconfidentialmerelybecausepublicofficialsmightbe



embarrassedbydisclosure,becauseerrorsandfailuresmightberevealed,orbecauseofspeculativeorabstractfears.ManyapplaudedthePresidentatthetimeforusheringinaneweraoftransparencyingovernment.However,ourreviewofthesedocumentsfindsthatnotonlyhastheFBIfailedtocomplywiththis“presumptionofopenness,”butinfactinsomecases,theamountandtypeofinformationwithheldundertheObamaadministrationisfargreaterthantheamountofinformationwithheldunderthesupposedlymore“closed”Bushadministration.Thiscertainlyisn’tthefirsttimewe’veseenevidencethatanarmoftheJusticeDepartmenthaswithheldmorethanitisentitledtounderFOIA.WefoundthisintheFBI’sresponseofoneofourearlierFOIArequestsandreportedonithere.Morerecently,theNewYorkTimesreportedontheJusticeDepartment’sattemptstokeepfromthepubliceyeevidenceofitsembarrassingroleintheUSgovernment’s“collaborationwith[Nazi]persecutors.”ThistrendisproblematicbecauseitputsAmericansatadistinctdisadvantageinobtaininginformationnecessarytobeinformedabouthowourgovernmentoperates.Ineachofthesecases,ifweortheTimeshadnotobtainedasecondversionofthedocument,welikelywouldnothavebeenabletodiscovertheagency’scoverup.TheFOIAexemptionsclaimedbytheagencyaredifficulttochallengeincourt,andtheagency,byvirtueofthefactthatithasaccesstoallthetext,clearlyhastheupperhand.IntherecentcontroversyoverthelatestWikiLeaksrelease,manyhavearguedthatWikiLeaks’releaseofunredactedandinsomecasesclassifieddocumentshasputtheUnitedStatesatrisk.However,thedocumentsWikiLeakshasreleasedhavealsoinformedAmericansabouttheactionsofourgovernment,boththegoodandinmanycasesthebad.Thesedocumentstelluswhatthegovernmentisupto,andalsofuelaneducatedpublicdebateaboutgovernmentactivities.ThesearethegoalsofFOIA,andwhentheFOIAprocessworksproperly(i.e.,whenagenciesdonotwithholdmoreinformationthantheyareentitledtoundertheActanddonotdragtheirfeetonreleasingrecordsuntilsomeonechallengesthemeitherthrougharequestorlitigation),allAmericansbenefit.However,whenfederalagenciesarbitrarilywithholdinformationanddon’tplaybytherules,itmakesitmorelikelythatentitieslikeWikiLeakswillfeeltheneedtoworkaroundabrokensystemthatseemstoencourageunnecessarysecrecy.Federalagenciesshouldnotbeabletohidetheirmisstepsbehindwhiteblocks.Weplantobringthistothecourt’sattentioninourlawsuitchallengingtheFBIandotheragencies’improperwithholdingofreportssubmittedtotheIntelligenceOversightBoard.RelatedIssues:FOIALitigationforAccountableGovernment,NationalSecurityLetters,TransparencyRelatedCases:FOIA:IntelligenceAgencies'MisconductReports,FOIA:NationalSecurityLetters(NSLs)[Permalink:http://www.eff.orghttp://www.eff.org/deeplinks/2010/12/fbiØarbitrarilyØcoversØevidenceØmisconduct]Wanttolearnhowyoucandefendfreespeech,standupforprivacy,fightforgovernmenttransparency,supportconsumerrights,andprotectyourrighttoinnovationinthedigitalworld?Visithttp://eff.org/fighttofindwaystohelp.


