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STOP»BROADBANDTECHNOLOGY»Privacy,piracyanddeeppacketinspectionPrivacy,piracyanddeeppacketinspectionThecontroversythathasblossomedoverComcast’suseofdeeppacketinspection(DPI)technologytorateNshapepeerNtoNpeertrafficcomesatanawkwardtimeinDPI’slifecycle.JustastheInternetworldisgettingitsknickersinatwistatthethoughtofanISPexaminingandcontrollingtrafficbasedonspecificapplications,DPItechnologyispoisedtoallowserviceproviderstodomuchmore,particularlywhenitcomestoofferingpremiumservices,greatersecurityandevenperhapsprotectionfrompiracyofvideocontent.InitiallydeployedbyserviceproviderstodirectlyaddressthefloodofP2Ptraffic,advancesinDPItechnologyandinthepowerofthesystemsdevelopedtoinspectindividualpacketsevenasbandwidthisboominghaspositionedthistechnologyaspotentiallycriticaltoserviceproviderswantingtomoveupthevaluechainandavoidbecoming“dumppipes.”“Allofthemajorvendorsarecomingoutwiththenextgenerationoftheirproductsandpushingthemessagetothemarketthatit’smovingmoretowardservicecontrolandcustomizationofthenetworkasopposedtojustmonitoringthenetwork,”saidYankeeGroupAnalystDavidVorhous,coNauthorwithMarkBieberichofanewreport(http://telephonyonline.com/broadband/technology/dpi_allot_yankee_102207/index.html)whichincludedthedevelopmentofatoolforcalculatingthereturnoninvestmentofdeployingDPItocreateatieredservicesplatform.Atitsmostfundamental,DPIwouldenableserviceproviderstoestablishtieredservices–theclassicplatinum,goldandsilvermodel–andprioritizetrafficbythepacket,dependingonwhatthesubscriberhaspaidfor.Itisalsopossible,however,toprioritizebasedonapplication–givingavideoservicepacketgreaterpriorityoveradataservicepacket,forinstance,topreservetheintegrityofthevideoproductduringperiodsofnetworkcongestion.Therearemultiplereasonsforwantingtodothis.Mostobviously,ifcustomersarewillingtopaymoreforabetterqualityofservice,thatputsmorerevenueinthepocketoftheserviceproviderandcouldstopthedownwardspiralofbandwidthprices.“TodayyouseemoreandmorethatDPIcanbeusedforaqualityofservicefunctionthatwillenablenewservices,prioritizeservices,generatemorerevenues,increasethenumberofusers,producebetterserviceandareputationforbetterservicesthatreduceschurn,”saidAziRonen,executivevicepresidentofAllotCommunications,aDPItechnologycompany.“Thisshouldmakethingsbetterforeveryone.”Somecustomerswillbemorethanwillingtopaymore–onlinegamersarethemostfrequentlycitedmarket,astheylookforanyadvantageoverthecompetition.Buttelecommutersandbusinesseswithdistributedfacilitiesarealsotargetsforatieredservice.“Allofthenetworkoperatorsareinterestedinfindingwaystonotbecommoditizedasadumbpipe,”saidMikeCoward,chieftechnologyofficerofContinuousComputing.“Theyareallinterestedinenhancedservices.Googlehaspopularizedthemodeloftakingcustomerinformationandleveragingthatforeconomicgain.Consumershavebeencomfortablewiththat,withinsomeparameters.”Byidentifyingwhichcustomersareavidgamers,forexample,“aserviceprovidercouldmarkettothem,offeringenhancedbandwidthandlowerlatency,”Cowardsaid.“ForVoIPservices,theycanofferenhancedcallsecurity.”
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Thedanger,saidMattDavis,ananalystwithIDC,isifserviceprovidersusetheirknowledgeoftraffictypestogivethemanunfairmarketadvantageortodiscriminateagainstsomeconsumers.“IftheybegintofocusononeparticularpeerNtoNpeergroupandnotapplythepoliciesacrossallpeerNtoNpeertraffic,that’saproblem,”hesaid.“Themorecontrolyougetoverthenetwork,themorepotentialforpreferentialtreatment–butIdon’tthinktheyaregoingtodothat.”TheargumentcanalsobemadethatDPIcanbeusedtoimproveoverallcustomersatisfaction,bothbymakingsurelowNprioritytrafficsuchasP2Pdoesn’tdisruptnetworkservicestootherusers,andalsoidentifyingmalicioustraffic,suchasbotnets,andhelpingtoreduceit.“Inthepast,therewererelativelycrudetoolsavailabletoidentifytrafficandpoliciesthatmayhavebeenappliedinthepastmayhavebeenunintentionallyheavyNhanded,”saidTomDonnelly,executivevicepresidentofSandvine.“Forexample,trafficononeportmightbeidentifiedasproblematic,soalltrafficonthatportisblockedorshaped.What’shappenedwithDPIisthatithasevolvedtogiveamoreaccurateviewofwhatisgoingon.Mostofourcustomerssimplywanttogivethegreatestgoodforthegreatestnumberofusers.”DPIisgoodat“identifyingconditionsorapplicationswhichhaveevasivecharacteristics,”headded.“Itusesquitecomplexanalysistomakeaccurateidentificationofwhatishappening.”Theproblem,ofcourse,isthattheInternetcommunityisnotatallcomfortablewiththeideathatISPs,particularlythelargecableandtelecomoperatorswhoownthenetworks,aretheonesbeingallowedtosettheprioritiesanddeterminewhosetrafficgetstherightNofNway.TheNetNeutralitymovementintheU.S.hasequatedthenotionoftieredserviceswithdiscriminationagainstallnonNpremiumtrafficandcontinuestopushforlegislationthatwouldoutlawsuchofferings.TheNetNeutralitypushcouldslowuseofDPItooffertieredservicesintheU.S.,saidanalystVorhous,butitisnotlikelytohavethesameimpactoverseas.BecauseoftheirconcernsabouttheInternetcommunity’sreactiontouseofDPI,however,serviceprovidersarekeepingalowprofileonthetechnology,oftendecliningtoadmititsuseorgivedetails.“Serviceprovidersarereluctanttotalkaboutwhattheyaredoing,”hesaid.“TherearelargeserviceprovidersthatareusingthetechnologyrightnowintheU.S.orhaveactiveRFPsoutthereinthevendorcommunity.Thosedon’tbecomepublic.BecauseofNetNeutralityconcerns,thatitissuchaPRissueintheU.S.thattheyareveryhesitanttotalkaboutwhattheyaredoing.Italsomakesthemalittlebitmorehesitanttoembracetheservicecontrolwearetalkingabout.“We’vehadcandidconversationswithotherswhoarewillingtosaytheyareusingitandwillingtotalkabouthowtheyareusingit,justbecauseNetNeutralityislessofaconcerninothercountries,”headded.“IhadagreatconversationwithalargeproviderinAustralia,andwhenIaskediftheywereconcernedaboutmakingpublictheknowledgeyouuse,theirresponsewas,‘That’sanAmericanconcernforAmericans.’”AsvideobecomesmoreimportantintheInternetrealm,however,itislikelytheDPIwillbeusedtoassurequality,andastheneedforsecurityremainshigh,thetechnology’sabilitytodetectmalicioustrafficwillremaincritical.Comingnext:DPIasatoolofdetectionforvideopirates
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