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?AOL'sMassiveDataLeakTakeAction:WereYouExposedByAOL'sDataLeak?Spreadtheword:GetbuttonsforyourblogandemailfriendsInAugust2006,AOLpubliclyreleasedthreemonthsofsearchqueriesby650,000AOLusers.ThoughAOLhasremovedthedatafromitssiteandrightlyapologized,thegravedamageisalreadydone.ThedataquicklybecameavailableallovertheNet,andAOLmayhaveviolateditsownprivacypolicyaswellasexistingfederallaw.BothcompanieslikeAOLandCongressshouldheedthelessonsofthisDataValdezandenhanceprotectionsforyourprivacy.OnAugust14,EFFasked[PDF]theFederalTradeCommission(FTC)toinvestigateAOLandrequirechangesinitsprivacypractices.AOL'sactionsdemonstrateashockingdisregardforuserprivacy.Searchtermscanexposethemostintimatedetailsofaperson'slife.Thesedetailscanbeembarrassingandevencausegreatharm.Wouldyouwantstrangerstoknowwhereyouoryourchildworkorgotoschool?Howabouteveryoneseeingsearchqueriesthatreferenceyourfinancialinformation,medicalhistory,sexualorientation,orreligiousaffiliation?"ThoughthedatawasassociatedwithrandomIDnumbers,thatinformationcouldstillbeconnectedbacktoanindividualgivenenoughclues,asthisNYTimesarticleclearlydemonstrates.Whetherit'sbecauseofvanitysearchesforyournameorMySpaceprofileorsearchesrelatedtoyourcityandneighborhood,yoursearchhistorycouldcreateatrailofbreadcrumbsthatultimatelyleadstoyourdoorstep.Thisincidenthighlightsthedangersofallowingsearchcompaniestostorethiskindofpersonaldata.WhileAOLhasrightlyapologized,itscustomersdeservemorethanthat{{AOLmusttakestepstorectifythedamagedoneandtoimproveitsprivacy{protectionsinthefuture.CongressshouldalsotakenoteofthislatestDataValdezbycreatingstronger,crystalclearlegalprotectionsforuserinformationandbylimitingdataretention.Initscomplaint[PDF]totheFTC,EFFarguesthatthereleaseofthisdataviolatedAOL'sprivacypolicyandtheFederalTradeCommissionActandshouldbeinvestigated.EFFfurtherrequeststhattheFTCrequireAOLtonotifycustomersaffectedbythedisclosureandtostoploggingsearchdataexceptwhereabsolutelynecessary.FTCComplaintFTCComplaint[PDF,216K]August14,2006ExhibitstoComplaintExhibitAExhibitBExhibitCExhibitDDeepLinksblogpostsabouttheAOLdatasnafuAOL'sDataValdezViolatesUsers'PrivacyAugust7,2006Weblogs,Inc.CEOTellsHisAOLBossesTo"NotKeepLogsofSearchData"August7,2006AOLLeakIncludesPersonallyIdentifiableInformationAugust8,2006


