
HereComeHomelandSecurityInternetPolice,andThey'reAlreadyShuttingDownWebSitesTheyDon'tLikeByJulianneEscobedoShepherd,AlterNetPostedonDecember3,2010,PrintedonDecember3,2010http://www.alternet.org/story/149059/Lastweek,theDepartmentofHomelandSecurityseized82domainnamesforallegedlyhawkingcounterfeitgoodsrangingfromknockoffCoachhandbagstobootlegDVDs.EnactedundertheauspicesofitsImmigrationsandCustomsEnforcementarm,thesiteswerewipedoutandreplacedwithanominousmessagefromtheDHSthatlaidoutthestakes,includingthewarning,“Intentionallyandknowinglytraffickingincounterfeitgoodsisafederalcrimethatcarriespenaltiesforfirsthtimeoffendersofupto10yearsinfederalprison,a$2,000,000fine,forfeitureandrestitution.”MostoftheseizedWebsiteshadnameslikethelouisvuittonoutlet.comandgetdvdset.com,andsoldreproductionsofdesignergoodsandhardcopiesofjackedmovies.Afewsitesonthelist,though,stuckout:Onsmash.com,rapgodfathers.comanddajaz1.comarepopularmusicblogsthatweregenerallyinvolvedinthepromotionofartists,ratherthanoutrightpiracy.Wellhknownamongrapfansforpostingthelatestvideos,singlesandremixes(alwayshostedfromthirdhpartydownloadsites),theirseizurewasshocking,notjusttothehiphhopblogosphere,buttomusicsiteseverywhere.Theirinclusiononalistofsitesthatprofitfrommanufacturinghardgoodsseemedarbitraryandignorant.Furthermore,thesesitesweredirectlyinvolvedwithartists,widelyviewedasoutletsthatcouldhelpartistsbuildbuzzandpromotetheirupcomingalbums.AndinwhatICEtermedits“CyberMonday”crackdown,astatementontheofficialDHSsitemadeitclearthatthiswasonlythebeginning:Thecoordinatedfederallawenforcementoperationtargetedonlineretailersofadiversearrayofcounterfeitgoods,includingsportsequipment,shoes,handbags,athleticapparelandsunglassesaswellasillegalcopiesofcopyrightedDVDboxedsets,musicandsoftware.Buttheserapblogsweren’tsellinganymusic.Theyweren’tsellingDVDs.Infact,theonlythingyoucouldaccusethemofsellingwasadshhhardlybigincome,definitelynotenoughtoturnaprofit.Theyaren’tevenclosetothebiggestmusicdownloadingsitesoutthere.Sowhyweretheytargeted?TheDHSseemstobetiptoeinginthemusicpool,testingitsboundariesandseeingwhatitcangetawaywith.ICEbeganseizingdomainnamesmeredaysafterSenatorRonWyden,DhOregon,blockedtheCombatingOnlineInfringementandCounterfeitsAct



(COICA),abillthatwouldeffectivelyallowthegovernmenttocensoranyWebsiteitseesfit,andonethatiswidelyviewedasanattackonourfreespeech.TheEFF:Whenyoutypeanaddressintoabrowser,thebrowserdoesn’tjustknowwheretotakeyou.ForthatitcountsonthegloballydistributedDNSsystem,whichtakesyoutothespecificIPaddresswherethesiteishosted.TheDNSsystemisbuiltonabasicfoundationoftrusthhaDNSprovidercan’tmanipulatetheresultstostopyoufromgoingwhereyouwanttogoontheWeb.COICAwouldsubjectDNSoperatorstogovernmentandindustrypressuretointerceptandblocktraffictositestheydon'tlike,andgivestheDepartmentofJusticethepowertosueDNSoperatorstoeffectivelydisappearasitefromonehclickaccessontheInternet.Therearesomesitesouttherethataredevotedprimarilytopostingcopyrightedmaterial,liketorrenthtrackingWebsites,butseriousconcernshavebeenraisedthedragnetcouldbeextendedtofilehstorageutilitieslikeDropboxortoserviceslikeFacebookwherelargeamountsofcopyrightedmaterialareeasilystoredandpostedbyusers.Moreover,DNSblockinginherentlytargetsentireWebsites,notjustspecificoffendingcontent,raisingthetroublingpossibilitythatlegalcontentandprotectedpoliticalspeechonthosewebsiteswouldbecensoredintheUnitedStates.Normally,whenamusicsiteunwittinglypostsasongthatisnotclearedforrelease,itwillreceiveastandard,ceasehandhdesistformletterfromtheRecordingIndustryAssociationofAmerica.Ifthesitethenremovesthelinkorsong,whichmostdo,itwillgenerallyhavenosubsequenttrouble.Thismostrecentaction,though,isanexampleofRIAA’severhexpandinginvolvementinlegislation,andreflectsitsconsistentlyparanoid,regressiveconceptionoftheInternet.COIAAis,ofcourse,backedbythemusicindustry.ANovember18statementbyRIAACEOMitchBainwolregardingthebill:“Weareproudtolendourvoicetothechorusofsupportersofthisimportantbipartisanlegislation.Inaworldwherehackersandcopyrightthievesareabletotakedownwebsites,ripoffAmericanconsumersandrakeinhugeprofitsoperatingroguebusinessesbuiltonthebacksoftheAmericancreativecommunity,thecommitteehastakenastrongsteptowardfosteringamoresafeandsecureonlineexperienceforconsumers.Bainwol’slanguagenotonlyreeksofMcCarthyistscaretactics,it’ssimplymisleading.While“hackers”maybeableto“takedownwebsites,”therehavebeennoinstancesofa“copyrightthief”hhor,inmoredirectterms,musicbloggerhhdoingthis.Byofferingfreemusic,it’sunclearwhyhebelievesAmericanconsumersaregettingrippedoff.Andasestablished,thetypesofblogsshutdownbyICElastweekdonotrakeinhugeprofits...mostrakeinbarelyenoughtopayfortheirWebdomainnames.Simplyput,RIAAisvehementlyagainstmusicblogs(and,itsometimesseems,theInternetasawhole)becauseitdoesnotunderstandthemusicindustryitpurportstorepresent.Thiswasestablishedbackin2003,whenRIAAmadeaggressiveeffortstosue261individualshhincluding,notoriously,a12hyearholdhonorsstudentfromtheprojectshh



accusedofdownloadingmusicfromtheInternetonP2Pservices.Butthatwassevenyearsago,andit’sastonishingthatsincethen,RIAAhasapparentlymadenoefforttounderstandhowtheInternetworks,andhowblogssuchasOnSmashultimatelyhelptheirartists’buzz,postingvideosbasedontheirpersonaltastesandthosethatreflecttheirvastaudienceofpotentialhiphhopconsumers.Or,perhaps,labelsjustreallymissthedayswhentheyhadtopourcashintotheproffersofradiostationstogetanyairplay.RIAA’scontinuedsupportofInternetcensorshipisaclearanddesperateattempttojustifyitsexistenceinaneverhalteringinformationsociety.Youcouldcallitanefforttostoptime.Often,though,marketersandothersemployedbymajorlabelswillsendoutmp3stoblogsundertheradar,knowingthatultimatelyhavingthemusicavailablewillhelptheirartists’buzzandcontributetotheirbottomline,asincomecomesdecreasinglyfromalbumsalesandreliesmoreoncrosshpromotion,marketingdeals,toursandmerchandise.That’sbecauseRIAAdoesn’tsupportartistshhitsupportscorporations.It'stransparentaboutthis;itsmissionstatementexplicitlystatesthatit"supportsandpromotesthecreativeandfinancialvitalityofthemajormusiccompanies.”CaseyRaehHunter,acommunicationsdirectorandpolicystrategistfortheartistadvocacygroupFutureofMusicCoalition(FMC),illustrateswhyanopenInternetis,ultimately,muchbetterformusiciansinthelongrun:“Thetwothingsthataremostimportanttotoday’smusiciansandcreativeentrepreneursareinnovationandaccess...Foradecade,FutureofMusicCoalitionhascalledforastraightforwardInternetframeworkthatletsartistscompeteinalegitimatedigitalmusicmarketplacealongsidethebiggestcompanies.OpenaccesstotheInternethasledtotremendousinnovationsinthemarketplaceandinspiredcountlessexamplesofcreativeenterprise.”Ofcourse,withCOIAA,themusicindustryhhandthetakedownofrelativelysmallsiteslikeOnSmashandRapGodfathershhisjustthetipoftheiceberg.AccordingtotheElectronicFrontierFoundation,adigitalcivillibertiesgroup,widelyusedhostingsitescouldendupinthegovernment’scrosshairsaswell;anactthatwouldnotonlyaffectourabilitytodisseminateinformation,butwouldtargetourveryoutletsforfreespeechontheInternet:Ifthisbillpasses,thelistoftargetscouldconceivablyincludehostingWebsitessuchasDropbox,MediaFireandRapidshare;MP3blogsandmashup/remixmusicsiteslikeSoundCloud,MashupTownandHypeMachine;andsitesthatdiscussandmakethecontroversialpoliticalandintellectualcaseforpiracy,likepiratehparty.us,p2pnet,InfoAnarchy,SlyckandZeroPaid.Indeed,hadthisbillbeenpassedfiveor10yearsago,YouTubemightnotexisttoday.Inotherwords,thecollateraldamagefromthislegislationwouldbeenormous.(Whywouldallthesesitesbetargets?)WiththerecentfirestormsurroundingWikileaks,andthechorusofvoicescallingforitselimination(nottomentionJulianAssange’shead)thestateofCOIAAisincreasinglyurgent.Wydenmayhavestalleditfornow,butifit’sreintroducednextyearwiththeconservativenewCongress,it’slikelytopass.However,freehspeechadvocatesdohave



anallyinFCCChairmanJulianGenachowski.OnDecember1,heannouncedanagendaforameetinglaterthismonththatwouldincludeconversationsaboutanOpenInternetPolicy,preservingtheinfrastructureandfreedomthatkeepstheAmericanWebfrommirroringthatofChina.Clearly,netneutralityandblockingCOIAAgohandinhand.Genachowskiobserved:TheInternethasbeenanunprecedentedplatformforspeechanddemocraticengagement,andaplacewheretheAmericanspiritofinnovationhasflourished.We’veseennewmediatoolslikeTwitterandYouTubeusedbydemocraticmovementsaroundtheworld.NotonlyistheInternetbecomingacentralpartofthedailylivesofAmericans,theInternethasbeenastrongengineofjobcreationandeconomicgrowth.Internetcompanieshavebegunassmallstarthups,someofthemfamouslyindormroomsandgarageswithlittlemorethanacomputerandaccesstotheopenInternet.Manyhavebecomelargebusinesses,providinghighhpaying,highhtechjobsincommunitiesacrossourcountry.It’stheAmericandreamatwork....WhyhastheInternetprovedtobesuchapowerfulengineforinnovation,creativity,andeconomicgrowth?AbigpartoftheanswertracesbacktoonekeydecisionbytheInternet’soriginalarchitects:tomaketheInternetanopenplatform.ItistheInternet’sopennessandfreedomhhtheabilitytospeak,innovate,andengageincommercewithouthavingtoaskanyone’spermissionhhthathasenabledtheInternet’sunparalleledsuccess.Veryimportantwords.Let’shopehiscolleaguesandCongresshearthem.JulianneEscobedoShepherdisanassociateeditoratAlterNetandaBrooklyn¢basedfreelancewriterandeditor.FormerlytheexecutiveeditorofTheFADER,herworkhasappearedinVIBE,SPIN,NewYorkTimesandvariousothermagazinesandwebsites.©2010IndependentMediaInstitute.Allrightsreserved.Viewthisstoryonlineat:http://www.alternet.org/story/149059/


