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MediaLawMichaelGeistPatryCopyrightBlogPublicKnowledgeSivacracy.NetSusanCrawfordTrademarkBlogTTABlogUrsGasserWendySelterLawLinksACSBlogBalkinizationChicagoLawFacultyBlogConcurringOpinionsConglomerateHowAppealingJurisdynamicsLawandLettersLegalTheoryBlogLeiter’sLawSchoolReportsPocketPartPrawfsBlawgSCOTUSBlogVolokhConspiracyU.S.GetsInonCensorshipActionPostedonDecember2nd,2010byDerekBambauerTheUnitedStatesImmigrationandCustomsEnforcement,partoftheDepartmentofHomelandSecurity,hasseized82domainnamesthatitcontendsareresponsibleforfacilitatingIPinfringement(andperhapsinfringingthemselves).Theseizureshavepromptedsomeoutrage,andsomeheadPscratching.TheheadPscratchinghasbeenbylawyers(andnormalpeople)tryingtofigureoutthelegalbasisfortheseizure.IfI’mreadingtheU.S.Coderight,seizuresareauthorizedunder18U.S.C.2323(a),and18U.S.C.981(a)(1)(A)and(C),whichauthorizescivilseizuresofpropertythatisusedinaviolation,orattemptedviolation,of18U.S.C.1956(c)(7).Ifyou’reboredenoughtotraceto1956(c)(7)(D),you’llseethatitdoesinfactmentioncriminalcopyrightinfringement:18U.S.C.2319.Now,we’vegotcivilseizureofitemsusedincrime,sothat’sweirdenough.Whatisevenmorestrangeisthatthegovernmentdoesn’thavetoprovidenoticetothedomainnameownersifitfilesacivilcomplaintagainsttheproperty–thatis,againstthedomainnames(aninremproceedingforyouCivPronerds).(ThisassumesI’mreading18U.S.C.983(a)(1)(A)(ii)properly–nosurething.)Whilethegovernmentstillbearstheburdenofshowingthattheseizureisproper–983(c)(1)–italsogetstolockupthedomainnameuntilthematterisresolved.



OK.Thatwassomepainfulstatutorylifting.Thelarger–andtomemoreinteresting–questionisaboutcensorship.TheU.S.governmentisgrabbingdomainnamestopreventusersfromreachingcontentitviewsasillegal.Notcontentthathasbeenadjudicatedillegal,asfarasweknow–contentthatisallegedtobeillegal.Tocontentowners,andprobablytoICE,itlooksonlynaturalthatwe’dpreventpeoplefromreachinginformationtheyviewasstolen,orcounterfeit.Butit’snaturaltoChinatocensorhumanrightssites.OrWikileaks,forthatmatter.LegitimacyininformationcontrolonPlinerests,I’veargued,onbeingopen,transparent,narrow,andaccountable.Theproblemhereistwofold:narrowness,andaccountability.First,theaccountabilityanalysislookstotheproceduresbywhichcensorshipiscarriedout.Giventhatthegovernmentcanseizesiteswithoutnotice,andwithashowingonlyinanexpartehearing(toobtainawarrant),thisisproblematicinthiscase.Moreover,thegovernmentgetsthebenefitofthedoubt:iftheymakeamistake,well,toobadforthedomainnameowner,whoseURLisoutofcommissionuntilthere’sahearing.Second,theseseizuresaren’tnarrow.They’rebothoverbroadandunderbroad.Thedomainnameseizuresareunderbroadbecause,surprisesurprise,therearemorethan82sitesoutthereofferingcopyrightedcontent.They’reoverbroadbecauseseizingadomainnameblockslicitalongwithillicitcontent.Itfailstodistinguishbetweencontentusedinaninfringingway,andcontentinalawfulway(suchasfairuse).It’struethatmanyoftheseTorrentsitestrafficprimarilyininfringingmaterials,buttheSupremeCourtlettheVCRoffthehookforsecondarycopyrightliabilitywhenlessthan10%oftapingwaslawful.Domainnameseizuresareablunderbussforaproblemthatneedsascalpel.EverycountryintheworldbelievesthatsomematerialontheNetqualifiesinherentlyforcensorship.It’sobvious!Inthisrespect,we’renodifferentfromChina.So,weshouldgiveuppretensionsofAmericanexceptionalismforinformationcontrols–forus,it’sIP;forSaudiArabia,it’sporn;forFrance,it’shatespeech.Onlythequalityofthelegalprocessdifferentiatescensors.Andwiththeseseizures,Ithinkthere’smuchtoworryusinthe(lackof)process…Filedunder:Computercrime,Copyright,CourtDecisions,DigitalMedia,Filtering,FirstAmendment,Intermediaries,Internet&Society,Music,RIAA,civilprocedure,internationalLeaveaReply Name(required)Mail(willnotbepublished)(required)Website
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