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DoubleClick,theGoogleNownedadtechnology,hasbeendistributingmalwareinanonlineadservedthroughanumberofwebsites,accordingtothesecurityresearcherwhosayshediscoveredtheattack.Themalwareinfectsuserswhovisitapagewhereaninfectedbanneradisdisplayed.It’sinstalledasadriveNbydownload,meaningthatusersdon’thavetoclickontheadtobeinfected,theyjusthavetovisitawebsitewhentheadappearsonthepage.WayneHuang,CTOofArmorize,sayshiscompanydiscoveredtheproblemDec.4andnotifiedDoubleClick.Themaliciousadvertisement,forgiftcards,originatesfromabogusadvertisingagencycalledAdShufffle,withthreef’sinthename.ThenameappearstobeplayingofflegitimateadvertiserAdShuffle.ThemaliciousadhasappearedonsitesforRunnersworld.comandOrganicGardening.com,amongothersitesthatarestillbeingdetermined.Runnersworld.comandOrganicGardening.comarepublishedbytheEmmaus,PennsylvaniaNbasedRodaleInc.Acompanyspokeswomansaidtheadshavebeentakendown.



down.ThebanneradhawksagiftcardforretailgiantTarget.HuangsaysitappearstheattackerssimplycopiedalegitimatebanneradandinsertedJavascriptthatexploitstheuser’sbrowserthroughoneofthreevulnerabilities.Iftheuserhasanyoftheunpatchedvulnerabilities,apieceofsoftwarecalled“hddplus”isquietlyinstalledontheircomputer.TheJavascriptalsotriestoforcebrowsers’PDFplugNinstoopenaPDFtodeliverthesoftwarethroughanAdobeexploit.Onceauserisinfected,the“hddplus”programcausesafakeWindowswarningmessagetoappearontheuser’sscreenindicatingthattheirmachineisriddledwithmalware,andurgingtheusertopurchaseasecurityprogram.Huangsaysabackdoorisalsoinstalledontheuser’smachines,buthesaysresearchersarestillexaminingittodeterminewhatitdoes.It’snotknownhowmanymachinesmayhavebeeninfectedbythemaliciousadorhowmanwebsiteshavedisplayedit.HuangsaystheinfectionsappeartohavebegunnoearlierthanDec.4.GoogleacknowledgedtheissueinastatementtoThreatLevelandsaiditrecentlydetectedmalwareonitsownthroughitsDoubleClickAdExchangefilterbutthismalwarewasstoppedandnevergotservedthroughitssystemtowebsites.It’snotclearifthemalwareArmorizefoundisthesamemalwareGoogledetectedoradifferentattack.“WecanconfirmthattheDoubleClickAdExchange,whichhasautomaticmalwarefilters,independentlydetectedseveralcreativescontainingmalware,andblockedtheminstantly–withinseconds,”aGooglespokesmanwroteinaneNmail.“OursecurityteamisintouchwithArmorizetohelpinvestigateandhelpremoveanyaffectedcreativesfromanyotheradplatforms.”ThemaliciousadswerediscoveredbyanArmorizeprogramcalledHackAlertthatscanswebsitesformaliciousactivity.HuangsaysthathisresearcherstestedthemalwareagainstmultipleantiNvirusproductsandonly2outof42vendorsdetectedit.It’snotthefirsttimethatDoubleClickhasservedupamaliciousprogram.In2007,alegitimateGermanmarketerwascaughtservingmalwarethroughanad.Inthatcase,themalwarecausedafloodofpopNupwarningstoappearontheuser’sdesktoptellingthemtheirmachinewasinfectedandurgingthemtopurchaseasecurityprogram.DoubleClicksaidatthetimethatithadimplementedanewsecuritymonitoringsystemtofilteradsformalware.Tags:malwarePostComment|PermalinkComments(1)Postedby:WayneHuang|12/11/10|1:22am|ThanksKim!Detailscanbefoundonourblog:http://blog.armorize.com/2010/12/hddNplusNmalwareNspreadNthrough.html


