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ScreenshotofabrowsershowingWikiLeaks'homepageandJulianAssangeafterthemovetoaSwisshost.REUTERS/ValentinFlauraud'Neverwasteagoodcrisis"usedtobethecatchphraseoftheObamateamintherunuptothepresidentialelection.Inthatspirit,letusseewhatwecanlearnfromofficialreactionstotheWikiLeaksrevelations.



Themostobviouslessonisthatitrepresentsthefirstreallysustainedconfrontationbetweentheestablishedorderandthecultureoftheinternet.Therehavebeenskirmishesbefore,butthisistherealthing.Andasthebacklashunfoldsâ€“firstwithdeniableattacksoninternetserviceprovidershostingWikiLeaks,laterwithcompanieslikeAmazonandeBayandPayPalsuddenly"discovering"thattheirtermsandconditionsprecludethemfromofferingservicestoWikiLeaks,andthenwiththeUSgovernmentattemptingtointimidateColumbiastudentspostingupdatesaboutWikiLeaksonFacebookâ€“theintoleranceoftheoldorderisemergingfromtherosymistinwhichithashithertobeenobscured.Theresponsehasbeenvicious,co{ordinatedandpotentiallycomprehensive,anditcontainshardlessonsforeveryonewhocaresaboutdemocracyandaboutthefutureofthenet.Thereisadeliciousironyinthefactthatitisnowtheso{calledliberaldemocraciesthatareclamouringtoshutWikiLeaksdown.Consider,forinstance,howtheviewsoftheUSadministrationhavechangedinjustayear.On21January,secretaryofstateHillaryClintonmadealandmarkspeechaboutinternetfreedom,inWashingtonDC,whichmanypeoplewelcomedandmostinterpretedasarebuketoChinaforitsallegedcyberattackonGoogle."Informationhasneverbeensofree,"declaredClinton."Eveninauthoritariancountries,informationnetworksarehelpingpeoplediscovernewfactsandmakinggovernmentsmoreaccountable."Shewentontorelatehow,duringhisvisittoChinainNovember2009,BarackObamahad"defendedtherightofpeopletofreelyaccessinformation,andsaidthatthemorefreelyinformationflowsthestrongersocietiesbecome.Hespokeabouthowaccesstoinformationhelpscitizenstoholdtheirgovernmentsaccountable,generatesnewideas,andencouragescreativity."Givenwhatwenowknow,thatClintonspeechreadslikeasatiricalmasterpiece.Onethingthatmightexplaintheofficialhysteriaabouttherevelationsisthewaytheyexposehowpoliticalelitesinwesterndemocracieshavebeendeceivingtheirelectorates.TheleaksmakeitabundantlyclearnotjustthattheUS{Anglo{EuropeanadventureinAfghanistanisdoomedbut,moreimportant,thattheAmerican,BritishandotherNatogovernmentsprivatelyadmitthattoo.



Theproblemisthattheycannotfacetheirelectoratesâ€“whoalsohappentobethetaxpayersfundingthisfollyâ€“andtellthemthis.TheleakeddispatchesfromtheUSambassadortoAfghanistanprovidevividconfirmationthattheKarzairegimeisascorruptandincompetentastheSouthVietnameseregimeinSaigonwaswhentheUSwasproppingitupinthe1970s.AndtheyalsomakeitclearthattheUSisasmuchacaptiveofthatregimeasitwasinVietnam.TheWikiLeaksrevelationsexposetheextenttowhichtheUSanditsalliesseenorealprospectofturningAfghanistanintoaviablestate,letaloneafunctioningdemocracy.Theyshowthatthereisnolightattheendofthistunnel.ButthepoliticalestablishmentsinWashington,LondonandBrusselscannotbringthemselvestoadmitthis.Afghanistanis,inthatsense,aquagmireinthesamewaythatVietnamwas.Theonlydifferencesarethatthewarisnowbeingfoughtbynon{conscriptedtroopsandwearenotcarpet{bombingcivilians.TheattackofWikiLeaksalsooughttobeawake{upcallforanyonewhohasrosyfantasiesaboutwhosesidecloudcomputingprovidersareon.ThesearefirmslikeGoogle,Flickr,Facebook,MyspaceandAmazonwhichhostyourblogorstoreyourdataontheirserverssomewhereontheinternet,orwhichenableyoutorent"virtual"computersâ€“againlocatedsomewhereonthenet.Thetermsandconditionsunderwhichtheyprovideboth"free"andpaid{forserviceswillalwaysgivethemgroundsfordroppingyourcontentiftheydeemitintheirintereststodoso.Themoralisthatyoushouldnotputyourfaithincloudcomputingâ€“onedayitwillrainonyourparade.LookatthecaseofAmazon,whichdroppedWikiLeaksfromitsElasticComputeCloudthemomentthegoinggotrough.ItseemsthatJoeLieberman,aUSsenatorwhosuffersfromaterminalcaseofhubris,harassedthecompanyoverthematter.LaterLiebermandeclaredgrandlythathewouldbe"askingAmazonabouttheextentofitsrelationshipwithWikiLeaksandwhatitandotherwebserviceproviderswilldointhefuturetoensurethattheirservicesarenotusedtodistributestolen,classifiedinformation".ThisledtheNewYorker'sAmyDavidsontoaskwhether"Liebermanfeelsthathe,oranysenator,cancallinthecompanyrunningtheNewYorker'sprintingpresseswhenwearepreparingastorythatincludesleakedclassifiedmaterial,andtellittostopus".WhatWikiLeaksisreallyexposingistheextenttowhichthewesterndemocraticsystemhasbeenhollowedout.Inthelastdecadeitspoliticaleliteshavebeenshowntobeincompetent(Ireland,theUSandUKinnotregulatingbanks);corrupt(allgovernmentsinrelationtothearmstrade);orrecklessly
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militaristic(theUSandUKinIraq).Andyetnowherehavetheybeencalledtoaccountinanyeffectiveway.Insteadtheyhaveobfuscated,liedorblusteredtheirwaythrough.Andwhen,finally,theveilofsecrecyislifted,theirreflexreactionistokillthemessenger.AsSimonJenkinsputitrecentlyintheGuardian,"Disclosureismessyandtestsmoralandlegalboundaries.Itisoftenirresponsibleandusuallyembarrassing.Butitisallthatisleftwhenregulationdoesnothing,politiciansarecowed,lawyersfallsilentandauditispolluted.Accountabilitycanonlydefaulttodisclosure."Whatwearehearingfromtheenragedofficialdomofourdemocraciesismostlythepetulantscreamingofemperorswhoseclotheshavebeenshreddedbythenet.Whichbringsusbacktothelargersignificanceofthiscontroversy.Thepoliticalelitesofwesterndemocracieshavediscoveredthattheinternetcanbeathornnotjustinthesideofauthoritarianregimes,butintheirsidestoo.Ithasbeencomicalwatchingthemandtheiragenciesstompaboutthenetlikemaddened,half{blindgiantstryingtowhackamole.Ithasbeendeeplyworryingtowatchterrifiedinternetcompaniesâ€“withtheexceptionofTwitter,sofarâ€“bendingtotheirwill.Butpoliticiansnowfaceanagonisingdilemma.Theold,mole{whackingapproachwon'twork.WikiLeaksdoesnotdependonlyonwebtechnology.Thousandsofcopiesofthosesecretcablesâ€“andprobablyofmuchelsebesidesâ€“areoutthere,distributedbypeer{to{peertechnologieslikeBitTorrent.Ourrulershaveachoicetomake:eithertheylearntoliveinaWikiLeakableworld,withallthatimpliesintermsoftheirfuturebehaviour;ortheyshutdowntheinternet.Overtothem.


