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3.B METHODOLOGY — SERVICE PROVIDER

Approximately four years ago, the American Institute of Certified Public Accountants (AICPA) issued
Statement on Standards for Attestation Engagements (SSAE) No. 16, Reporting on Controls at a Service
Organization, to address examination engagements undertaken by service organizations. The AICPA
defines a service organization as “an organization or segment of an organization that provides services to
user entitie?g, which are likely to be relevant to those user entities' internal control over financial
reporting.”

The Department utilizes many service organizations, also referred to as service providers, to improve
efficiency and standardize business operations. Among the many service providers within the DoD are
the Defense Finance and Accounting Service (DFAS), Defense Information Systems Agency (DISA),
Defense Logistics Agency (DLA), and Defense Contract Management Agency (DCMA). These service
organizations provide a variety of accounting, personnel, logistics, system development and/or
operations/hosting support services.

Additionally, DoD has designated executive agents as service providers. DoDD 5101.1 “DoD Executive
Agent” section 3.1, defines an executive agent as “the head of a DoD Component to whom the Secretary
of Defense or the Deputy Secretary of Defense has
assigned specific responsibilities, functions, and
authorities to provide defined levels of support for
operational missions, or administrative or other
designated activities that involve two or more of the
DoD Components.” An example of an executive
agent is an entity (or segment of an entity) that owns
an information system and operates that system on
behalf of a reporting entity (e.g., the Defense Civilian
Personnel Advisory Service (DCPAS) maintains the 7
Department’s civilian personnel system software Supporting “y
(DCPDS), which is used to initiate, approve, and Documentatiof
process personnel actions for reporting entity civilian

employees). As service providers, Departmental L’
executive agents also must follow the service

provider methodology to determine the extent they Service provide’

impact relevant internal controls over financial
reporting for customer organizations.
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Figure 35. Service providers are responsible

For the reporting entity to achieve auditability, it is for their systems and data, processes and
critical that service providers support their customers internal controls, and supporting
and execute numerous tasks, including documentation that affect a reporting

documentation of processes and controls, testing, entity’s audit readiness

and remediation. To assist service providers in

delivering this support, this section of the Guidance highlights roles and responsibilities, defines some key
terms, discusses service provider audit readiness strategies, and provides the detailed methodology that
service providers must follow.

3.B.1 Roles and Responsibilities

Reporting entities are ultimately responsible for ensuring that all key processes, systems, internal controls
and supporting documentation affecting their financial reporting objectives are audit ready. However, as
shown in Figure 35 service providers working with reporting entities are also responsible for executing
audit readiness activities surrounding service provider systems and data, processes and internal controls,
and supporting documentation that have a direct effect on the reporting entities’ audit readiness state.
Since the tasks of service providers are integrated into the end-to-end business processes of a reporting

"2 Source: AICPA Statement on Standards for Attestation Engagements No. 16, Reporting on Controls at a Service Organization,
paragraph .07
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entity, both the service provider and reporting entity are responsible for supporting each other during the
audit readiness process. The mutual responsibilities include:

e Maintaining open communications and coordinating with one another
e Establishing common expectations in writing
¢ Providing additional system and financial information within agreed upon timeframes

e Providing access to subject matter experts or contractors supporting those organizations within
agreed upon timeframes

o Working together to discover and correct audit impediments
e Establishing a common, detailed understanding of the method for obtaining assurance

To ensure successful completion of audit readiness tasks, the reporting entity and service provider must
agree on the roles and responsibilities for the authorization, initiation, processing, recording, and reporting
of transactions, and/or information technology (IT) controls affected by the service provider. A shared
understanding and agreement between the service provider and reporting entity on these roles
and responsibilities must be documented in a Service Level Agreement (SLA) or Memorandum of
Understanding (MOU). In addition to defining the basic strategy and approach for achieving audit
readiness (including scope, required FIAR deliverables, and timelines), the SLA or MOU will also
specify whether the service provider and/or executive agent will prepare its own FIP or whether its
audit readiness activities will be included in the reporting entity FIP. See FIAR Guidance website for
the standard FIP template and FIP Preparation and Submission Instructions document.

An existing SLA may be in place between the reporting entity and service provider, which covers day-to-
day operations but may not explicitly include a comprehensive listing of risks of material misstatements, a
listing of financial reporting objectives to be achieved, and/or a listing of key supporting documentation to
be developed and retained by the service provider. Reporting entities and their service providers can
choose to update the existing SLA, or prepare a separate MOU to address the aforementioned audit
readiness requirements. (Note that DFAS refers to this agreement as the “FIAR Concept of Operations.”)

The SLA/MOU should also identify the types of supporting documentation that should be retained for
each business process and transaction type, which organization will retain the specific documents, and
the retention period for the documentation. Furthermore, the service provider must provide a description
of its control environment, risk assessment process, control activities, information and communication
tasks and monitoring activities that may affect the reporting entity’s financial reporting objectives. The
description of internal controls should be at a level of detail that provides the reporting entity with
sufficient information to assess the risks of material misstatement and determine whether these risks
have been mitigated; however, the internal control descriptions need not address every aspect of the
services provided to the reporting entity. Refer to Appendix D for additional information on reporting entity
level controls.

The service provider methodology presented in section 3.B.4 incorporates the inter-relationships between
the reporting entity’s end-to-end processes and the service provider’s processes, systems, controls,
transactions and documentation. As an example, Figure 36 provides a representative illustration of the
Civilian Pay end-to-end process. The illustration is a notional example, depicting the processes, systems,
internal controls, and documentation within both the reporting entity and the service provider. Note that
control activities may be manual or automated and documentation may be retained by either reporting
entity. In addition, transactions may be executed within either the reporting entity portion of the process or
service provider portion of the process. Both organizations must be able to provide supporting
documentation for their respective portions of the end-to-end process to demonstrate that control
activities are suitably designed and operating effectively and transactions are properly posted to
the accounting records.
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Figure 36. Reporting entities and service providers are responsible for different segments of end-to-
end processes in the Department

The complexities inherent in DoD reporting entity and service provider relationships and associated audit
readiness inter-dependencies make it essential to establish a common, detailed, written understanding
regarding the mutual roles and responsibilities incumbent upon the reporting entity and service provider.

3.B.2 Definitions

Before proceeding, the following definitions will aid in the discussion of the service provider strategy and
methodology that follows:

e User Entity — The reporting entity that has outsourced business tasks or functions to a service
organization and is either working to become audit ready or is undergoing an audit of its financial
statements.

e User Auditor — The financial statement auditor who issues an audit report opining on the financial
statements of the user entity.

e Service Organization (or service provider) — The entity (or segment of an entity) that performs
outsourced business tasks or functions for the reporting entity that are part of the reporting
entity’s manual and/or automated processes for financial reporting.

e Service Organization’s System — The policies and procedures designed, implemented, and
documented, by management of the service organization to provide user entities with the services
covered by the service auditor's report.

e Subservice Organization — A service organization used by another service organization to
perform some of the services provided to user entities that are likely to be relevant to those user
entities’ internal control over financial reporting.

e Service Auditor — The auditor retained by the service organization to issue an opinion on the
service provider’s controls that are relevant to a reporting entity’s internal control over financial
reporting (e.g., SSAE No. 16 examination report), as it relates to an audit of the reporting entity’s
financial statements.

As the role of these entities is explained throughout this section of the guidance, keep these definitions in
mind to avoid confusion when developing audit readiness strategies, which is the next topic.

3.B.3 Strategy

As required by OMB Bulletin No. 14-02, service providers must support their reporting entities’ financial
statement audits by providing the reporting entities with an appropriate SSAE No. 16 examination report,
or by allowing user auditors to perform appropriate tests of controls at the service organization.
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Therefore, once systems and/or business processes and reporting entities have been identified, service
providers must develop a high-level strategy for supporting the reporting entities’ financial statement
audits employing one of two options:

¢ Undergoing an examination in accordance with SSAE No. 16, where the service auditor reports
on internal controls at service providers that provide services to reporting entities when those
controls are likely to be relevant to reporting entities’ internal control over financial reporting
(ICOFR); or

e Participating in and directly supporting the reporting entity’s financial statement audit, where the
service provider’s processes, systems, internal controls and supporting documentation are
incorporated into the reporting entity’s audit.

The process for eliminating audit impediments and known service provider exceptions is to follow the
Service Provider Methodology whereby the service provider evaluates the design and operating
effectiveness of control activities, and corrects material deficiencies either before an SSAE No. 16
examination begins, or, for service providers directly supporting a reporting entity, within a timeframe that
fits the reporting entity’s audit readiness timeline.

Accordingly, service providers must develop a sound strategy for identifying and documenting control
objectives and control activities, testing control activities and identifying gaps, and designing and
implementing corrective actions, in coordination with reporting entities. The strategy must include
identification of control objectives, business processes, IT and manual controls, relevant systems, user
controls, documentation, and personnel performing the controls. These tasks are essential for the service
provider, whether preparing for an SSAE No. 16 examination or opting to provide direct support to the
reporting entity and its user auditor. This section discusses many of the strategic elements that should be
considered, including service provider/reporting entity relationships, SSAE No. 16 and direct support
considerations, user controls, audit readiness dealbreakers, and work products.

In order to develop an appropriate strategy for achieving audit readiness, a service provider
initially must identify all reporting entities for which services are provided, and work with those
reporting entities to develop a list of the services provided for each reporting entity. In addition,
the service provider and the reporting entity must determine which of the services provided are
“material” to the reporting entity’s financial statements.

Materiality is defined in the FAM as “the magnitude of an item’s omission or misstatement in a
financial statement that, in the light of surrounding circumstances, makes it probable that the
judgment of a reasonable person relying on the information would have been changed or
influenced by the inclusion or correction of the item.” (FAM Glossary, Page 12)

The concept of relevance and materiality is primarily subjective and involves several qualitative
factors, which must be evaluated by the service provider and reporting entity. For example, both
parties should consider whether:

o Relevant information regarding the service providers processes or systems has been
omitted or distorted

o Relevant aspects of the service provider’s operations related to the processing of
significant transactions have been included

e Controls identified are designed to provide reasonable assurance that control objectives
would be achieved"

Accordingly, service providers and reporting entities must coordinate to assess the relevance of
services provided in the context of materiality. Ultimately, service providers should subject to
audit readiness only those processes, controls and documentation that is deemed material to the
reporting entities.

"3 From the AICPA’s SSAE No. 16, paragraph A26
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Once initial tasks are complete, the service provider must contact each reporting entity and begin
coordination of audit readiness efforts, identifying the reporting entity’s assessable units and
mapping them to the service(s) provided. Figure 37 depicts a decision tree that a service provider can
use to help tailor its approach to service provider audit readiness at an assessable unit level (see

Section 3.A.3 for more detailed information on assessable units).

Step 1: Service Provider must contact its Reporting Entities and
identify assessable units (AU) related to service provider systems and

processes.

Stop: AU is scoped out of audit readiness
efforts.

material to
the Reporting
Entity?

Continue to support Reporting Entity in audit readiness efiorts.
Service Provider has opted to provide direct support for this AU

Provider

SEE::E";I”Q 1106 No and must coordinate with Reporting Entity to determine areas
aud?tl of support, and who will prepare and managethe AU FIP.

readiness?

Step 4: Service Provider must identify Reporting Entiies’ planned
assertion dates for each area affected by the AU
Step 5: Service Provider must determine when it will assert SSAE
Mo. 16 audit readiness.

Step 62 Will
Service Provider
be able to assert

SS‘. ELln 12 Service Pravider must notify Reporting Entity and coordinate plans to
audit readiness
. develop mitigation sirategy and/or revise planned assertion dates.
prior to the
Reporting Entity's

audit readiness
assertion date?

Service Provider proceed with audit readiness methodology.

Figure 37. Service Provider decision tree for determining audit readiness strategy
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Overall Approach

Most service providers will likely choose to prepare for and undergo an SSAE No. 16 examination
because the examination report can be used by the financial statement auditors of multiple reporting
entities. However, service providers serving fewer than three reporting entities may opt to directly support
those reporting entities where it is more efficient and cost beneficial to do so. Additionally, service
providers with unique sets of controls, e.g. different manual processes across reporting entities, may
decide to forgo an SSAE No. 16 examination for those services and provide direct audit support to the
reporting entity (combining the two options). Whether or not a service provider opts for an SSAE

No. 16 examination, Phases 1 and 2 and Phase 3, Task 3.1 of the service provider methodology
need to be completed (discussed in Sections 3.B.4 and 3.B.5).

As service providers begin to formulate strategies and implement the methodology, the preferred
approach will likely include pursuit of an independent examination of service provider controls based on
AICPA Statements on Standards for Attestation Engagements (SSAE) No. 16, Reporting on Controls at
a Service Organization. Accordingly, at this point it is appropriate to address various report options and
emphasize the report type required for audit readiness.

Types of Service Organization Control Reports

The AICPA has designed multiple Service Organization Control (SOC) reports to meet the evolving
assurance needs of service organizations and their customers. The SOC reports are based upon SSAE
No. 16; Professional Standards Section AT 101, Attest Engagement; and Trust Service Principles.

Each type of SOC report has been purposefully developed to address a specific assurance need
regarding either (a) internal controls that affect user entities’ financial reporting; or (b) internal controls
that affect the security, availability, and processing integrity of the systems or the confidentiality or privacy
of the information processed for user entities’ customers. The applicable SOC report will vary depending
on the subject matter.

The three SOC reports are:

1. SOC 1 Report — Report on Controls at a Service Organization Relevant to User Entities’ Internal
Control over Financial Reporting

These reports, prepared in accordance with SSAE No. 16, are specifically intended to meet the needs of
the reporting entities that use service providers and their user auditors. The SOC 1 report is used in
evaluating the effect of the controls of the service provider on the reporting entity’s financial statements.
SOC 1 reports do not address non-financial reporting-related control objectives, such as control
objectives related to compliance with laws and regulations.

The SSAE No. 16 guidance defines two SOC 1 reports, Type 1 or Type 2.

1a. SOC 1 - Type 1 Report — Report on Management’s Description of a Service Organization’s
System and the Suitability of the Design of Controls

These reports encompass:
o the service auditor’s report in which the service auditor expresses an opinion on:

— the fairness of the presentation of management’s description of the service organization’s
system as of a specified date

— the suitability of the design of the controls to achieve the related control objectives included in
the description as of a specified date

e management’s description of the service organization’s system

e management’s written assertion

" SSAE No. 16 superseded Statement on Auditing Standard (SAS) No. 70, effective for reports with an issue date of June 15, 2011
or later.
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1b. SOC 1 - Type 2 Report — Report on Management’s Description of a Service Organization’s
System and the Suitability of the Design and Operating Effectiveness of Controls

These reports encompass:
e the service auditor’s report in which the service auditor expresses an opinion on:

— the fairness of the presentation of management’s description of the service organization’s
system throughout a specified period

— the suitability of the design and the operating effectiveness of the internal controls to achieve
the related control objectives included in the description throughout a specified period

e management’s description of the service organization’s system
e management’s written assertion

Once a determination has been reached that an SSAE No. 16 is the appropriate course of action,
the FIAR Directorate requires service providers to obtain Type 2 reports as these reports provide
an opinion on both the design and operating effectiveness of internal controls. Since the Type 2
report is the recommended and more commonly used of the SOC reports, when a SOC 1 report is
discussed in the remainder of the guidance, the reference is to the Type 2 report.

2. SOC 2 Report — Report on Controls at a Service Organization Relevant to Security, Availability,
Processing Integrity, Confidentiality or Privacy

These reports are intended to meet the needs of a broad range of users seeking information and
assurance about the controls at a service organization that affect the security, availability, and processing
integrity of the systems the service provider uses to process the reporting entity’s data, and the
confidentiality and privacy of the information processed by these systems. Engagements resulting in SOC
2 reports are performed in accordance with AT 101. SOC 2 reports are typically used for compliance
purposes and are not required for financial statement audit readiness.

3. SOC 3 Report — Trust Services Report for Service Organizations

These reports are designed to meet the needs of users seeking assurance about the controls at a service
provider related to the security, availability, processing integrity, confidentiality, or privacy. They are
similar to SOC 2 reports, but SOC 3 reports are prepared for general use distribution and report on
whether the reporting entity meets Trust Services criteria; SOC 3 engagements also are performed in
accordance with AT 101. SOC 3 reports are typically used for compliance purposes and are not required
for financial statement audit readiness.

As noted above, the SOC 1 — Type 2 report is the report that should be obtained to satisfy FIAR
requirements for audit readiness, if the service provider chooses to pursue an SSAE No. 16 examination,
because it provides an opinion on the suitability of the design and operating effectiveness of controls
impacting user entities’ financial reporting. A SOC 1 — Type 2 report includes the following sections, as
defined in SSAE No. 16:

1. Section 1 — Service Auditor's Report

2. Section 2 — Service Provider Management’s written assertion

3. Section 3 — Service Provider Management’s description of its system(s)
4

Section 4 — Service Auditor’s description of tests of operating effectiveness of controls and test
results

5. Section 5 — Optional other information provided by Service Provider Management

The service provider methodology focuses on Sections 2 and 3 of the Type 2 report as well as testing of
controls to properly prepare the service provider for either an SSAE No. 16 examination or interaction
with the user auditor when providing direct support to the reporting entity. Having now defined SSAE
No. 16 report types, it is time to discuss examination considerations.
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SSAE No. 16 Examination Considerations

Important matters should be considered when deciding whether to pursue an SSAE No. 16 examination
in addition to the number of reporting entities serviced and commonality of controls imbedded in financial
reporting processes. These matters include timeliness of the examination, the period covered by the
examination, and the treatment of sub-service organizations.

If an SSAE No. 16 examination occurs too soon before the reporting entity’s fiscal year end, its
usefulness to the user auditor will be diminished. For example, an SSAE No. 16 report covering a six
month period ending March 31 may not provide sufficient evidence for a user auditor in that fiscal year,
and the user auditor will likely need to conduct additional testing of the service provider’s controls
(relevant to the reporting entity’s ICOFR) to meet his/her audit needs. Similarly, an SSAE No. 16 report
issued after September 30 may be of diminished value to the user auditor for that fiscal year, as it would
not be available for audit planning and the internal control phase of the audit. Accordingly, it is
imperative that service providers and reporting entities effectively communicate regarding the
timing of planned SSAE No. 16 examinations and audit readiness assertions.

The period of time covered by an SSAE No. 16 examination (with respect to a Type 2 report) is also
significant for the service provider and reporting entity. If the SSAE No. 16 opinion covers a sufficient
period of time in relation to the fiscal year under audit, the financial statement auditor likely can reduce
the nature and extent of internal control and substantive testing (i.e., supporting documentation testing)
required for the audit; six months is recognized as the minimum period of coverage.15 As noted above,
effective communication between service provider and reporting entity is essential to maximize the utility
of an SSAE No. 16 report.

A final consideration is the treatment of subservice providers. The AICPA’'s SSAE No. 16 recognizes that
a service organization may rely on services provided by another service organization, referred to as a
subservice organization (or subservice provider). As an example, consider a reporting entity’s Civilian Pay
assessable unit. DFAS may provide services to the reporting entity as the service organization that
processes its bi-weekly payroll through the Defense Civilian Pay System (DCPS). However, DFAS does
not provide application hosting services for the DCPS software; those services are provided by DISA. In
this example, DISA is considered a subservice organization with respect to the Civilian Pay assessable
unit for this reporting entity.

In these circumstances, SSAE No. 16 allows a service provider (DFAS in the above example) to use one
of two methods in presenting information about the subservice organization’s system and controls:

e Carve-out Method. With the carve-out method, service provider management identifies the
nature of the services provided by a subservice organization, but excludes (“carves out”) the
subservice organization’s relevant control objectives and related internal controls from the
description and scope of the service provider's SSAE No. 16 report. Management’s description of
the service organization’s system and the scope of the service auditor's engagement will include
controls at the service organization that monitor the effectiveness of controls at the subservice
organization, which may include management of the service organization's review of a service
auditor's report on controls at the subservice organization. (Note that this is the method used by
DFAS in the DCPS SSAE No. 16 report issued August 15, 2013.)

¢ Inclusive Method. The other option is referred to as the inclusive method, in which the
subservice organization’s relevant controls are included in the scope of the service provider’s
SSAE No. 16 report. In this method, the service organization includes a description of the
services provided by the subservice organization, and the subservice organization’s relevant
control objectives and related controls.

With the carve-out method, although service provider management’s description of the service provider’s
system will exclude the subservice organization’s relevant control objectives and related internal controls,
the description should contain sufficient information concerning the carved-out services and controls to
enable the user auditor to understand what additional information he/she will need pertaining to the

'® See SSAE No. 16, paragraph A.42.
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subservice organization to assess the risk of material misstatement of the reporting entity’s financial
statements. Service providers will include all available subservice organization SSAE No. 16 reports in
their assertion documentation.

When using the carve-out method, instances may exist in which achieving one or more control objectives
depends on one or more controls performed by a subservice organization. In such instances,
management’s description of its system would identify the controls performed at the service provider and
indicate that the related control objectives would be achieved only if the subservice organization’s
controls were suitability designed and operating effectively throughout the period. The service provider
may include a table in its description that identifies those instances in which control objectives are met
solely by the service provider, and those in which controls at the service provider and at the subservice
provider are needed to meet the control objective.

With the inclusive method, the subservice provider’s relevant control objectives and related controls are
included in the service provider management’s description of its system. The service auditor conducts the
SSAE No. 16 examination incorporating the two sets of control objectives and activities into his/her
testing procedures. The inclusive method is typically used when the service organization and subservice
organization are related parties.

Whether the service provider uses the carve-out or the inclusive method, communication between
service providers and their subservice organizations, as well as a documented SLA or MOU, is
critical to ensure that all essential controls are addressed.

User Auditor Considerations and SSAE No. 16 Control Objectives

The user auditor will consider many factors when relying on an SSAE No. 16 examination report,
including the period of time covered by the report, control objectives and control activities addressed in
the report, and results of the tests of controls and the conclusions of the service auditor. Service providers
should consider user auditor needs in relation to the SSAE No. 16 report whenever possible. For this
reason, when defining the control objectives for the SSAE No. 16 examination, the service provider
should use existing guidance and best practices.

For business process controls, the AICPA’s SSAE No. 16 Implementation Guidance outlines high level
control objectives and includes illustrative examples of control objectives to be used for various service
provider processes (for example, payroll processing). When IT General and Application Controls are
included in the scope of the SSAE No. 16 examination, use the GAO’s Federal Information System
Controls Audit Manual (FISCAM) to define control objectives. A recommended list of standardized control
objectives, aligned to the FISCAM, is presented in Figure 38.

IT General Control Objectives (CO)

Security Management

Controls provide reasonable assurance that management has established, implemented, and monitors
<application> security management programs.

Access Controls

Controls provide reasonable assurance that logical access to <application>, as well as logical and physical access
to <application> (programs and data) is reasonable and restricted to authorized individuals.

Configuration Management

Controls provide reasonable assurance that changes to <application>, application programs and database
structures are authorized, tested, implemented and documented.

Segregation of Duties

Controls provide reasonable assurance that management has identified, periodically reviewed, and mitigated risks
of incompatible duties across <business operations and IT operations>.

Contingency Planning

Controls provide reasonable assurance that contingency planning, back-up and recovery procedures exist for
<application> and are tested on a periodic basis.
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Business Process Control Objectives (CO)

Setup

Controls provide reasonable assurance that <assessable unit transaction / master data> are authorized, set up,
and updated completely, accurately, and timely.

Input

Controls provide reasonable assurance that <assessable unit transactions> are received from authorized sources
and are input into the application completely, accurately and timely.

Processing

Controls provide reasonable assurance that <assessable unit transactions> are processed completely,
accurately, and timely; deviations from the schedule are identified and resolved timely.

Output

Controls provide reasonable assurance that <assessable unit outputs> are authorized and transmitted completely
and accurately, and are processed timely.

Figure 38. IT General and Business Process Control Objectives

For additional information, refer to the FIAR Guidance website for FISCAM control activities and
techniques that are highly relevant for addressing key financial reporting risk areas and other FISCAM
control activities and techniques that should be considered by reporting entities and their service
providers in their audit readiness efforts.

Complementary User Entity Control Considerations

A service provider’s applications and business processes are designed with the understanding that
certain complementary user entity controls have been implemented by the reporting entity.
Complementary user controls are those controls that management of the service provider, in designing
the service(s) provided, assumes are implemented by the user/reporting entity. Complementary user
control considerations should relate to the control objectives specified in management’s description of the
service provider system. Accordingly, the service provider must communicate and confirm its user control
assumptions with the reporting entity.

Typical control activities the reporting entity should implement to complement the controls of the service
provider include, but are not limited to:

e Control activities that provide reasonable assurance that any changes to processing options
(parameters) requested by the reporting entity are appropriately authorized and approved.

e Control activities that provide reasonable assurance that output received from the service
provider is routinely reconciled to relevant reporting entity control totals.

e Control activities that provide reasonable assurance over passwords needed to access the
systems resident at the service provider through computer terminals.

SSAE No. 16 Audit Readiness Dealbreakers

Service providers working towards an SSAE No. 16 examination are responsible for addressing the
dealbreakers listed in Figure 39 below. These separate dealbreakers are necessary because, unlike
financial statement audits, which are focused on determining whether the financial statements are fairly
presented in accordance with GAAP, the purpose of an SSAE No. 16 examination is to express an
opinion on the effectiveness of internal controls in meeting specific control objectives relevant to financial
reporting. Accordingly, tests of key supporting documentation (KSDs) for tests of account balances

(task 1.6) are not required by service providers to support SSAE No. 16 readiness assertions. For SSAE
No. 16 assertion, service providers will only need to evaluate KSDs that provide evidence that controls
are designed and operating effectively. Separate from the SSAE No. 16 assertion, service providers may
be requested by reporting entities to assist them with tests of KSD for individual assessable units.

However, service providers preparing for an SSAE No. 16 examination need to address these
dealbreakers. During the Assertion/Evaluation phase, the FIAR Directorate will provide feedback to the
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service provider on the dealbreakers and recommend additional procedures to make improvements prior
to an examination.

SSAE No. 16 Audit Readiness Dealbreakers FIAR Guidance Reference

1. All material business processes and information systems 3.A.2 Consideration of Service Providers
(including micro-applications) are not defined or included in the 3.A.4 Financial Systems Considerations
scope of the SSAE No. 16 examination.

2. All relevant business process and information technology control | 3.A.2 Consideration of Service Providers
objectives that address information technology general control 3.B.4 Methodology - Service Provider
and transaction setup/input/processing/output risks are not
included in the scope of the SSAE No. 16 examination.

3. All relevant service provider performed controls, user control 3.A.2 Consideration of Service Providers
considerations, and sub-service provider roles and responsibilities | 3.B.4 Methodology — Service Provider
that address in-scope control objectives have not been identified
and included in-scope for testing.

4. Testing conducted to assess the design and operating 3.A.2 Consideration of Service Providers
effectiveness of business process and information technology 3.B.4 Methodology - Service Provider
controls is not extensive enough to conclude as to whether the
related control objectives have been satisfied.

5. For areas where control deficiencies have been identified during | 3.A.2 Consideration of Service Providers
testing, the service provider has not provided sufficient 3.B.4 Methodology - Service Provider
documentation indicating that corrective actions have been
implemented.

Figure 39. SSAE No. 16 Audit Readiness Dealbreakers
Direct Support Considerations

A service provider may decide to directly support a reporting entity if the service provider has a small
customer base (less than three reporting entities), or employs unique control activities within a process
(system) for individual reporting entities. Additionally, if a service provider cannot successfully prepare for
and undergo an SSAE No. 16 examination within the required timeframe, it should notify its customers
(reporting entities) immediately so that those customers and the service provider can work together on
mitigation plans (such as direct support) and/or revise planned FIP milestone dates for this key audit
readiness dependency. In such situations, the FIAR Directorate must be notified of these changes.

The direct approach will require the service provider to develop an appropriate audit infrastructure with
which to support the reporting entity’s user auditor in assessing risk, testing controls and transactions,
providing documentation, and accommodating potential site visits to service provider locations.

When a service provider is supporting less than three reporting entities (and when the reporting entity is
subject to a financial statement audit and the service provider does not receive an SSAE No. 16
examination report), the service provider’s processes and internal controls that affect the reporting entity’s
financial transactions are audited as part of the reporting entity’s financial statement audit. As a result, the
service provider will need to complete the key tasks and activities of the FIAR Methodology and
coordinate with the reporting entities to develop the required FIAR work products (i.e., risk assessments,
controls assessments, process narratives, test plans, etc.) to become audit ready.

As noted earlier in this section, OMB Bulletin No. 14-02 requires service providers to support reporting
entity financial statement audits by either providing an SSAE No. 16 SOC 1 report, or allowing user
auditors to perform appropriate tests of controls at the service organization.

To support this testing, both the reporting entity and the service provider must work together to
provide:

e Transaction-level downloads of reporting entity transactions, accompanied by
reconciliations of the transaction level detail to the general ledger and financial
statements;

o Supporting documentation for requested sample items; and
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e Personnel/responses to questions asked about trends, variances and specific financial
transactions.

To satisfy user auditor requests, both the reporting entity and service provider will need to ensure
they each have an infrastructure of processes and resources established and available to quickly
and effectively respond to these requests.

Other Considerations
Other strategic considerations for service providers include:

e SSAE No. 16 explicitly does not apply when the service auditor is reporting on controls at a
service provider that are not relevant to reporting entities’ ICOFR, such as controls related to
regulatory compliance or privacy. For audit readiness purposes, the service provider is not
required to provide the reporting entity with an SSAE No. 16 report on controls that are not
relevant to ICOFR. The SOC 1 report is the most common type of SSAE No. 16 report used and
the SOC 1 — Type 2 report is required for financial statement audit readiness purposes.

o If the reporting entity requests information on compliance or regulatory controls not related to
ICOFR and the service provider has not completed a SOC 2 or SOC 3 report, the service
provider may provide the reporting entity with results from internal reviews, such as the
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP),
Federal Information Security Management Act (FISMA), or FFMIA reviews.

e Service providers must prepare, evaluate, and remediate weaknesses in their processes,
systems, internal controls and supporting documentation to effectively support the
reporting entity audit. This requires the service provider to understand the reporting
entity’s audit readiness dependencies, including scope, timeline, expected deliverables,
etc., and coordinate its audit readiness activities with those of the reporting entity prior to
engaging a service auditor to perform an SSAE No. 16 examination. Coordination and
communication between the service provider and reporting entity is essential throughout the audit
readiness process.

e The service provider has lead responsibility for coordinating SSAE No. 16 attestation
engagements of its processes and internal controls.

e The service provider and reporting entity must work together to discover and correct audit
impediments.

The key to achieving auditability is focusing on the entire end-to-end processes from the time a
transaction is initiated to the point when financial data is reported and supporting documentation is
retained and stored for future retrieval. Any gaps will likely impede progress for both the reporting entity
and service provider. The service provider methodology discussed below is meant to work in concert with
the reporting entity methodology to detect and correct, or avoid such gaps.
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3.B.4 Methodology — Service Provider

Service providers are responsible for the initiation, authorization, recording, processing or reporting of
financial transactions on behalf of the reporting entity. Service providers must have effective processes
and control activities to assist the reporting entity in meeting its financial reporting objectives.
Consequently, service providers play a key role in ensuring that the reporting entity achieves audit
readiness. This section of the Guidance describes the Department’s methodology that service providers
must follow to support their customers’ efforts to achieve audit readiness, as well as Departmental efforts
to develop a common strategy by bringing together service providers and reporting entities to identify
risks, develop common control and financial reporting objectives, and ensure control activities are
designed to meet those risks and are operating effectively.

Figure 40 presents the FIAR methodology that service providers must follow to assist the reporting entity
in achieving audit readiness.

1 0 ' 4-0 5-0
E Correctlve Assert|on I .
Action Evaluation Validation SSAE No. 16

11 Ident|fy
Processes, . _
Systems and 2.1 Design Audit- 4.1 Additional 54 Erree
Reporting Entities —> Ready 3.1 Review Documentation AU di?org
: : Environment Review
1.2 SLA Analysis ; :
and MOU 5.2 Support SSAE
Development 22 Develop 3.2 Engage ISE 16
Corrective Actions Auditor 4.2 Determine Audit Examination
Readiness
2 1.3 Statement to 5.3 Auditor Issues
[ Process Analysis 23R 3.3 SSAE No. 16 SSAE No. 16
I; & = Examination Examination
Q Report
1.4 Prioritize
24 Execute %4rp‘_ddf§55 These steps are to be completed by
SICIENCIES service providers who will undergo
an SSAE No. 16 examination. If the
service provider is not undergoing
15 Aéﬁests l&Test an SSAE No. 16, it should coordinate
onross 2.5 Decide with its customers to determine how
to support customer audit needs.
- _____________________________________________________________________
1.6 Evaluate
SuPpcrting Note: The gray boxes are key tasks that must be repeated on a continuous basis as they are key to achieving and maintaining auditability
Documentation and reliable financial information. Also, please note that key task 1.6 for tests of account balances is not required to assert and undergo
an SSAE No. 16 examination. For SSAE No. 16 assertion, service providers should evaluate documentation that provides evidence that
controls are designed and operating effectively
Figure 40. Service Provider Phases and Key Tasks to Achieve Auditability and
Reliable Financial Information
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3.B.5 Phases and Key Tasks

All service providers must complete each Key Task of the Discovery and Corrective Active phases
as well as Key Task 3.1. Furthermore, those service providers that determine to undergo an SSAE

No. 16 examination will also need to complete the remaining Key Tasks in the Assertion/Evaluation,
Validation, and SSAE No. 16 phases. It should be noted that the SSAE No. 16 examination focuses on
determining the design and operating effectiveness of the control activities and the service auditor does
not perform documentation testing to support account balances. However, for the purpose of the FIAR
Methodology, service providers are required to complete Key Task 1.6, whether they intend to undergo
an SSAE No.16 examination or provide direct support to their customers. Successfully completing Key
Task 1.6 provides assurance that in the event that the service provider is not able to undergo a SSAE No.
16 examination, the service provider will be able to support its customer’s audit readiness requirements
through alternative procedures.

The five phases and key tasks of the Methodology are as follows:

1. Discovery

a. Service provider identifies reporting entities, relevant business processes, systems and
assessable units.

b. Service provider coordinates with the reporting entity (and any subservice organizations) to
document understanding of audit readiness roles and responsibilities, and establish an agreed-
upon timeline for completion of joint audit readiness activities and/or SSAE No. 16 examination,
either within the existing SLA or in a separate MOU.

c. Service provider documents its business processes and the financial environment, and supports
the reporting entity in developing the statement to process analysis.

d. Service provider coordinates with the reporting entity to define and prioritize the service provider’s
processes into assessable units.

e. Service provider identifies risks, control objectives and control activities, and tests the design and
operational effectiveness of control activities.

f. Service provider evaluates the sufficiency and accuracy of documentation to support financial
transactions, account balances and financial statement line items only when supporting the
reporting entity’s assertion of audit readiness (for asserting to SSAE No. 16 readiness,
service providers should evaluate documentation providing evidence that controls are
designed and operating effectively).

g. Service provider identifies and classifies any deficiencies in control activities and/or supporting
documentation.

2. Corrective Action

a. Service provider defines and designs audit readiness environment, to include requirements for
remediating deficiencies in internal control and supporting documentation.

b. Service provider develops concrete corrective action plans to resolve each deficiency identified
during the Discovery phase.

c. Service provider develops budget estimates of required resources (i.e., funding and staffing levels)
to execute corrective actions.

d. Service provider executes corrective action plans and verifies that corrective actions were
implemented.

e. Service provider determines strategy for supporting reporting entity’s audit readiness efforts
(i.e., proceed with SSAE No. 16 examination or provide direct support during reporting entity’s
financial statement audit) and coordinates audit readiness timeline with the reporting entity.
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3. Assertion/Evaluation

a. FIAR Directorate evaluates documentation submitted by service provider to determine audit ready
state and provides feedback to the service provider on its status of audit readiness. If the service
provider is supporting the reporting entity directly (i.e., no SSAE No. 16 examination), continue to
communicate and coordinate with the reporting entity, update timelines as needed and ensure
sustainment of service provider’s audit readiness activities.

b. Service provider provides a management assertion letter to the FIAR Directorate on the fairness of
the description of its system, the suitability of the design of controls, and the operating
effectiveness of controls to meet control objectives.

c. Service provider engages an auditor to perform an initial SSAE No. 16 examination resulting in a
SOC 1 — Type 2 report.

d. Service provider evaluates nature and extent of deficiencies noted in the SSAE No. 16 report and
implements corrective actions to remediate deficiencies.

e. Service provider performs procedures to verify that corrective actions successfully remediated
auditor-identified deficiencies.

f. Service provider submits the SSAE No. 16 examination report, and additional documentation
demonstrating successful remediation of auditor-identified deficiencies to the FIAR Directorate and
DoD OIG.

4. Validation

a. FIAR Directorate reviews the SSAE No. 16 examination report and additional documentation
supporting successful remediation of deficiencies.

b. FIAR Directorate determines service provider’s audit readiness state.
5. SSAE No. 16 Examination

a. Service provider engages auditor to perform SSAE No. 16 examination.
b. Service provider supports the SSAE No. 16 examination.
c. Auditor issues SSAE No. 16 examination report.

In the following charts, the key tasks are numbered to coincide with the standard FIP Template. For
example, the Discovery Phase of the FIP template includes key tasks beginning with section 1.1, while
the Audit Phase begins with section 5.1 of the template.
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Key Tasks

1.0
Discovery

1.11dentify
Processes,
Systems and
Reporting
Entities

1.2SLA Analysis
and MOU
Development

1.3 Statement
to Process
Analysis

1.4 Prioritize

1.5Assess
& TestControls

1.6 Evaluate
Supporting
Documentation

1.1.1 Prepare
Inventory of
Processes

+ |dentify business processes

I Detailed Activities ResultingWork Products

and Systems + Identify systems in use including micro-applications
+ Gatherinformation regarding the systems identifiedincluding system
owner, system host, application description and nature of information Processes and Systems
processed * Inventory List

1.1.2Prepare
list of « Identify the reporting entities for which services are provided including ) ) .
Reporting contactinformation and the type of services provided Listof Reporting Entities
Entities

*= To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate as they

are submitted
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@
(] 1.0
ffﬂ Detailed Activities Resulting Work Products
1.1 Identify _ _
Sl;rsot:':ssﬁ;i 1.2.1 Evaluate . Determine the extentto which th_e _S_F_.-rvir,e I__evel Agreement (SLA) .
. the existin. describes the roles and responsibilities for internal control and supporting
Reporting 9 documentation between the service provider and the reporti tity
iti SLA g et pro f porting enti
Entities + Provide a description of the control environment, risk assessment process,
control activities, information and communication, and menitoring thatmay
affectthe reporting entity’s financial reporting objectives
. + Obtain a description of complementary user controls at the reporting entity
12 SL'; .'t\\nrcu)ady5|s including controls overlogical accessto the service provider's systems, — * Updated SLA
D anl ¢ completeness and accuracy of input submitted to, and output received from
evelopmen the service organization
+ Coordinate with sub-service providers, if applicable, to confirm their roles
and responsibilities for addressing control objectives and related controls
¢ relevantto the reporting entity
[ + Update the SLA, if necessary
i
>
) L _ |
x
» Document the roles and responsibilities for the authorization, initiation,
1.2.2 Prepare processing, recording and reporting of transactions affected by the
the MOU service provider, including requirements for the retention of supporting
— —>| documentation, as necessary MOU
» Document whether the service provider will prepareits own FIP or *
whether its audit readiness activities will be includedin the reporting
entity’s FIP
SLA - Service Level Agreement
MOU - Memorandum of Understanding
~—
* = Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate as they
are submitted
Figure 42. Discovery Phase — SLA Analysis and MOU Development
L]
gl 10 od Activit :
£ Discovery Activities Detailed Activities ResultingWork Products
1.1 Identify
Processes,
Systems and
Reporting
Entities — -
+ Forfinancial statement and/orline items, coordinate with the reporting
1.3.1 Statement entity to develop the process and systems drill down analysis depicting ,
toProcess | >  asset/transactionclasses, underlying processes, assessable units & sub-—>{  Statementto Process Analysis
Analysis units, and associated systems —including “as-is” and any planned “tc- *
be” environments ] 4
¢ ) ]
= 132(a) + Coordinate with the reporting entity to prepare the quantitative drill
o A rtitath down depicting the dollaractivity (or balances) resulting from each - .
';. I;rg CS et:tsex:zrllt t?s %:':i'l'gg:’t: _e —>|  assessableunit (level 1) annually —>{ Quantitative Drill Down - Level 1
2 s Leveld + On the quantitative drill down, indicate the percentage of the total line *
\ J item each assessable unitrepresents ] 7
a 1 -3-t2_t(2? - Coordinate with the reporting entity to prepare the quantitative drill down
uantitative depicting the dollar activity (or balances) resulting from each sub- . " _
1 DrillDown- §—>  assessableunit(level 2) annually —>| Quantitative Drill Down - Level 2
T T Level2 + On the quantitative drill down, indicate the percentage of the total line * P
item each sub-assessable unit represents _
Note: Service Providers are not expected to submit these work products if software and/or data center hosting
services only are provided to the Reporting Entity. Service Providers that provide business process support and
those opting to directly support their Reporting Entities (non-SSAE No. 16) must coordinate with the Reporting
Entity to prepareand complete these work products.
- )
*= To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate as they
are submitted
Figure 43. Discovery Phase — Statement to Process Analysis
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L
= 1.0
| Detailed Activities ResultingWork Products

1Aldentify \ | [ 144
Processes, Quantitatively
Systems and rank assessable
Reporting units
Entities

» Foreach assessable unitidentified in the statement to process analysis,
rank each in order of quantitative materiality (largest dollaractivity is
highest priority, second highest is second priority, etc.)

1.4.2 Qualitatively
rank assessable
units

*+ Foreach assessable unit, develop alist of qualitative risks or factors
associated with the assessable units

1.4.6 Decide through control activities
* Proceed to key task 1.6 for contral objectives (manual or IT) to be achieved
by supporting documentation (either vouching balances or providing

— evidenceof the effectiveness of control design and operation) ]

*: To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate
as they are submitted

1.4.3Planned ist listi
J ysti and |, ° Cross-walkeach assessable unit, to the System Inventorylistcreatedin Ug?z;i‘z:%ﬁ:g;na‘ﬁ? :ﬁg:':gfstls
" process step 1.1. Include system environments, planned replacements and the date privileges
e replacements the replacement will oceur
= L _ |
1.4.41dentify = Foreach assessable unit, identify relevant risks and corresponding control
- C trol objectives (manual or IT) that the service provider is responsible for
ontro achieving and documentin Financial Inprovement Plans
Objectives
» Coordinate with the reporting entity to prepare an assessable unit strategy
and prioritization document that: o
1.4 Prioritize —_—— » Lists all assessable units, prioritized by quantitative rank and adjusted N Assessable unit prioritization and
1.4.5Document for significant qualitative factors and (potentially) scoping-outlegacy audit readiness strategy document
strategyand §—> systems (including system environments) and processes that will not be
prioritization part of the audit-ready environment
J * Details the approach to achieving audit readiness including, l
—_— « Ildentifying the control objectives (manual or IT) to be achieved
throughinternal controls and those to be achieved by vouching
balances to supporting documentation 1> Updated SLAor MOU
* Documenting the service provider’s role in the reporting entity’s audit *
readiness strategy
+ Update the SLA or MOU
* Proceed to key task 1.5 for contrel objectives (manual or IT) to be achieved

Figure 44. Discovery Phase — Prioritize

@
o 1.0
:f“ Detailed Activities ResultingWork Products
1.1 Identify + Prepare process narratives, flowcharts and worksheets documenting
Processes, 1.5.1Prepare processes, risks (linked to financial statementassertions), control activities
Systems_and processand (manual and automated) and IT general computer controls for significant Process narratives and flowcharts
RGPQ"_“"Q controls systems, applications or micro-applications 7
Entities )/ oy + Include a description of documentation in accordance with SSAE No. 16 of p
l the control environment, information and communication, and monitoring
) 15.2P * Prepare a control objectives (manual or IT) and control activities document
_ 1.o.2Frepare foreach assessable unit, summarizing control objectives (manual or IT) and| § : ; [
internal controls activities and noted deficiencies for missing control activities or control ) FInanc'%’iﬁ%’}ﬂgﬁ%ggws and
assessment activities thatare not designed effectively *
= Include documentation, in accordance with SSAE No. 16, of the risk 7
] assessment process —
[]
g 1.5.3Execute * Forcontrol activities appropriately designed and in place:
> —>| * Understand the purpose and determine the nature of the tests of controls
tests of purp!
§ cgfmt?:Is + Prepare and validate a population of transaction level detail and select Z Tests of Controls
N v the appropriate sample size 7
+ Develop test plans, selectrandom samples from the population and
execute test of controls to assess the operating effectiveness of control
activities
1-5-4, + Update the control objectives (manual or IT) and control activities
Summarize &>  documentwith the resultsof tests of controls, indicating the number tested,
testresults the number of controls operating effectively and any exceptions or
deviations noted during testing
1.5Assess —
& TestControls + Decide if deviations noted during the execution of steps above affectthe
design and/or operating effectiveness of individual control activities
(155 Identify\ « Evaluate the impact of control design and/or operating effectiveness TestResult
e ’ deviations on the achievement of one or more control objectives > estresulis
classify & . - - e .
evaluate | | + Develop corrective action plans for those deviations that affect achievement
Lo of one or more control objectives and communicate the deviations to
* = To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted
Figure 45. Discovery Phase — Assess & Test Controls
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o
[} 1.0
E I Detailed Activities ResultingWork Products
o
1.1 Identify — -
ot ) » Establish retrieval and storage procedures of financial data thatwill . ’ X
Systems and 1.6.1 Prepare supportthe evaluation and future examinations/audits Electronic detail populations
Reporting the population ”| « Extract and prepare a population of transaction-level detail (or asset-level —>| & reconciliations
\___ Entjties L as appropriate), total the value of the detail, ensure detail agreesto the > ¢ p
GL accountsand financial statements, and maintain documentation of the
/_lﬁ | reconciliationincluding support for all material journal vouchers ]
1.6.2Perform .| *Perform initial data mining on populationtoidentify and address unusual N Docclutmeqtqﬁon sun;tmarizing up_dee:jted
data mining andinvalid transactions, and perform a search for and correctabnormal | |, d@t@mining ret_su S E,:.n requir
balances (e.g., negative obligations) or missing data fields * corrective actions g
1.6.3 Identify + By financial statementassertion, identify and document supporting Supporting documentation criteria
anddocument || documents (KSDs) neededto adequately supportindividual transactions  —>| matrices
] supporting orbalances (e.g., vendorinvoice supports valuation of a disbursement) *
E documentation L _ L
-
> I — ] . . !
x - +Determine how many years of electronic data and supporting Aging analysis demonstrating years
1 -s-rfeP ;]tﬁgl']"ne —> documentation are needed to supportaudit readiness assertion ] *documentatlon must be retained
requirements — — 4
*Develop atest plan, select randem samples from the population and
\ ) execute testing ofindividual transactions and balancesto confirmthe Test plans and test resultsincluding
1.6.5Test existence and evaluate the quality of supperting documentation for all source, location, policiesand control
existence of relevantfinancial statement assertions —>| | activities surrounc_iing document
supporting #| + Assess (as part of documentation testing above) the location and sources retention
( \ documentation of supporting decumentation, verifying palicies/procedures and control v
activities to ensure supporting documentation is retained for a sufficient
period of time
SN — —
1.6.6 Summarize [+ Summarize test results and identify deficiencies in documentation .
test results — + All exceptions above the predetermined tolerable misstatement mustbe > Evaluation of testresults
considered deficiencies * /
1.6 Evaluate N — = —
Supporting * = Tobe submitted once FIP milestone is achieved. Work products
Documentation* will be reviewed concurrently by the FIAR Directorate as they are
submitted
*During the first year of the assessments, acfivities relating fo key task 1.6 should be performed for material beginning/opening balances as well as current year activity
i 1 with the unit being asserted.
Figure 46. Discovery Phase — Evaluate Supporting Documentation
2 2.0
& || Corrective Detailed Activities ResultingWork Products
o Action
2.1 Design 2.1.1 Mitigate — “To-be” process flows and
Audit Ready deficiencies in + Define requirements and design solutions to mitigate deficiencies for narratives, CONOPS, systems
Environment control activities control activities, processes and/or systems, and policies requirements, and policies and
L | % procedures P
! I—
(" 21 :2_ Mit!gat_e — Solution documentthat
deficiencies in + Define requirements and design solutions to mitigate deficiencies in summarizes how documentation
supporting supporting documentation deficiencies will be resolved or
» ::: documentation L * overcome
> ox P
Q0
¥ ©
fud
* = To be submitted once FIP milestene is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted
Figure 47. Corrective Action — Design Audit Ready Environment
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2.0
Corrective Activities Detailed Activities ResultingWork Products
Action
2.1Design
AuditReady
Environment — —
+ Develop corrective actions, or update existing corrective actions,
in reporting entity FIPs that will execute the “to-be” solution,
including updating policies and procedures, preparing systems
Zéigee‘:jileg Plza-rz: ';n%el‘jel‘:; o design documents and drafting documentation templates Updated “Corrective Action”
Actions P +Updates to FIPs should include a determination of whether the —> section of FIP
=2 FIP deficiency affects the achievement of the control objectives and
N target completiondates
~ + Corrective actions must be developed for each deficiency
identified during executionof tasks 1.5and 1.6
2.3Resource — —
2.4Execute
2.5Decide
Figure 48. Corrective Action — Develop Plan and Update FIP
o 2.0
& | Corrective Activities Detailed Activities ResultingWork Products
o Action
2.1Design
Audit Ready
Environment
2.2Develop
Corrective —
> g Actions
0 2.3.1Develop * Develop budget estimates of required resources to execute corrective Detailed estimates, including
-~ budget estimates action plans FTEs and funds
7
2.3Resource
2-352 I:!reptare +Prepare and submit budgetjustification/resource management Resource Management
. Dudget decisionmaterials as needed Decisions (RMDs)
justification p

2.5Decide
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2.0
Corrective Activities Detailed Activities ResultingWork Products
Action

i —
——

+ Execute systems, process, controls and documentation
changes included in Corrective Action Plans

* On a monthly basis, update Financial InprovementPlans (FIPs)
to reflect progress and accomplishments, including any scope
and timeline changes that result during execution

2.4Execute + Verify that corrective action plans have been implemented atihe_)|

Key Tasks

service provider. Consider repeating Discovery Phase, key task
1.5 and 1.6 to verify successful implementation of corrective
action plans

¢ Confirmthat audit readiness “dealbreakers” for the service
provider(p. 65-66) have beenaddressed

Updated FIPs J

Figure 50. Corrective Action — Execute

Phase

2.0
Corrective Detailed Activities ResultingWork Products
Action

= Forcontrol objectives (manual or IT) to be achievedthrough . -
internal controls, as defined during activity 1.4 4, definethe scope Notificationto FIAR Directorate
of the initial SSAE No. 16 examination, to include: —> _, ofcorrective action plan
+ Key control objectives and relevant control activities % implementation
* Relevant systems (i.e., financial, mixed, non-financial)
+ Time pericd to be covered by the report
« Sub-service providerconsiderations (i.e., inclusive vs. carve
outmethod)
« User control considerations, if any ——>{ , Updated SLAor MOU
+ Update SLA or MOU * )
= Notify FIAR Directorate that corrective actions have been
implemented and that the service provider is ready for an initial
- OR- SSAE No. 16 examination

251(a)
Continue with
Phase 3,
Assertion/
Evaluation

Key Tasks

i x i iyl

= Coordinate with the reporting entity to determine how service
providerwill suppertthe reporting entity’s auditreadiness
efforts, specifically:

* Documenting the financial reporting objectives to be
achievedthrough supporting documentation, as defined
during activity 1.4.4

« Documenting the financial reporting objectives to be
achieved through control activities not covered in the scope
of an SSAE No. 16 examination (i.e., confrols unique to
specific reporting entities but necessary to achieve audit
readiness)

2.5.1(b) Support
reporting entity
auditreadiness
efforts

2.5Decide

i

* = To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

Figure 51. Corrective Action — Decide
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3.0
Assertion / Detailed Activities ResultingWork Products
Evaluation
« FIAR Directorate reviews the service provider’s work products

3.1Review developed in conjuncticn with execution of the Discovery and
Corrective Action phases, if necessary DBestu Its :’f FIA_R
« FIAR Directorate provides feedback to the service provider on its rectorate review

status of audit readiness

3.2Engage
Auditor

Key Tasks

3.3SSAE No.
16 Examination

3.4 Address
Deficiencies

Figure 52. Assertion/Evaluation — Review

3.0
Assertion/ Detailed Activities ResultingWork Products
Evaluation

* The service provider providesa management assertion, in -
accordance with SSAE No. 16, on: —>{  Management'sassertion J
* The fairessof the presentation of the description of its
system(s),
* The suitability of the design of controls, and the operating
effectiveness of controlsto meet specified control
objectives, in conformity with suitable criteriaas defined by Selectwaork products from Figurej

3.1Review

3.2Engage
Auditor

management > i
* FIAR Directorate engages an IPA orthe DoD OIG to perform 81, as requestedby auditor
an SSAE No. 16 examination of the assessable unit

Key Tasks

3.4 Address
Deficiencies

* = Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorateas they are submitted

Figure 53. Assertion/Evaluation — Engage Auditor
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3.0
ion/ Activities Detailed Activities ResultingWork Products
Evaluation

3.1Review

3.2Engage
Auditor
£
& 3.3SSAE + TheIPA orDoD OIG performs an initial SSAE No. 16
'; No.16 examination _.
% | Examinati + The IPA or DoD OIG identifies deficiencies in internal control, if ISSAE No. 16 examination|
¥ amination any repart
+ The IPA or DaD OIG issues a “Service Organization Control H‘

(SOC) 1- Type 2" examination report

3.4 Address
Deficiencies

= Tobe submitted once FIP milestone is achieved. Work products
will be reviewed concurrently by the FIAR Directorate as they are
submitted

Figure 54. Assertion/Evaluation — SSAE No. 16 Examination

3.0
Assertion/ Detailed Activities ResultingWork Products
Evaluation

3.1 Review

3.2Engage
Auditor

Key Tasks

Examination

+ Unqualified opinicn: proceed to Validation Phase

+ Otherthan Unqualified opinion:
+ Evaluate the nature and extentofthe deficiencies noted Updated FIPs

* Implementcorrective actions to remediate deficiencies

« Verify that corrective actions have beenimplemented
and deficiencies have beenremediated

* Proceed to Validation Phase

3.4Address
Deficiencies

Figure 55. Assertion/Evaluation — Address Deficiencies
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Phase

4.0
Detailed Activities ResultingWork Products

4.1 Submit « Submit additional documentation demonstrating thatIPA or DoD OIG —" UpdatedFIPs J
Additional identified deficiencies in key task 3.3 have been successfully remediated and
Documentation that the service provideris ready to initiate an SSAE No. 16 examination that
covers atleast 8 months of the reporting entity’s audit period Documentation demonstrating
— * remediation of deficiencies J

+ FIAR Directorate and the DoD OIG, if applicable, reviewthe SSAE No. 16
examination report and additional documentation provided by the service

Key Tasks

providerdemonstrating remediation of deficiencies - - —
4.2 Determine + DoD OIG communicates the results of its review to the FIAR Directorate FIAR Directorate’s final determinatio
Audit Readiness + FIAR Directorate makes a final determination of the service provider'saudit of auditreadiness

readiness state and communicates to the service provider whether to proceed
with the annual SSAE No. 16 examination or return to the Corrective Action
phase

* = To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

Figure 56. Validation Phase

2 5.0
@
£ | SSAE No. 16 Activities Detailed Activities ResultingWork Products
o § Examination
5.1 Engage * In coordination with the DoD OIG, issue a Request for Proposal (RFP) Awarded contract
Auditor and award a contractto an IPA to perform the SSAE No. 16 examination
 EE—— — —
5-?-1 . + Performengagementcoordination activities, participating in meetings to
Coordination provide background information
) — _
= Q
@ 5.2 Support - I ~ - .
= | SSAENo.16 5.2.2Collectand i I S
> Examination provide + Collect and provide auditor with all requested documentation within
§ P establishedtime requirements
5.2.3 Manage + Manageallissues and respondto all findings raised by the auditors
issues and + Resolve issues and concerns raised by the auditorthat could impede the
findings audit’s progress and develop responses to audit findings (including planned
\ | corrective actions) |
5.3 Auditor L
Issues SSAE ] o
No. 16 + Auditorissues SSAE No. 16 examination report | SSAE No. 16 examination report
Examination ] *
Report
= To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

Figure 57. SSAE No. 16 Examination
3.B.6 Work Products

Service provider work products must follow the format of an SSAE No. 16 report and include the
information that will be included in Section Ill and Section IV of the service auditor’s report (even
if the service provider is not pursuing an SSAE No. 16 examination). Section | of an SSAE No. 16

report contains the service auditor’s report, which describes the scope of the SSAE No. 16 examination
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and provides the service auditor’s opinion. It is not required for the service provider’s assertion
documentation. Section Il of an SSAE No. 16 report includes management’s assertion, and Section Il of
an SSAE No. 16 report includes a description of the service organization’s “system.” Section IV of an
SSAE No. 16 report includes a description of the control activities in place to achieve the control
objectives, as well as the test plans and the test results (Type 2 report). Refer to the FIAR Guidance
website for an example of a completed Section 1V of the SSAE No. 16 report and to download the SSAE
No. 16 Section IV template.

During the service provider’s Discovery phase, the service provider should perform an audit impact
assessment on service provider systems and processes, rather than the statement to process analysis
and quantitative drill downs, to define the scope of the service auditor’s report. However, the service
provider must coordinate with the reporting entity to prepare the overall Statement to Process
Analysis, Quantitative Drill Down — Level 1 and Quantitative Drill Down - Level 2 for the reporting
entity’s assessable units. The service provider will use these work products to determine the material
processes, sub-processes, and systems the service provider is responsible for in supporting the reporting
entity’s audit readiness effort, either directly or by inclusion in the scope of the SSAE No. 16 report.
(Note: the service provider does not need to submit the statement to process analysis and quantitative
drill downs separately from the reporting entity.)

The graphic below illustrates the service provider work products outlined in accordance with the SSAE
No. 16 report for Section Il and Section Ill, and depicts how these service provider work products align to,
and support reporting entity work products. The service provider’s work products will be incorporated into
the reporting entity’s work products.

Service Provider Work Products

Service Provider and Reporting Entity Work Products

Management’s Assertion and Description

Reporting Entity Work Products

SSAE No. 16 - Sectionll

* Written Assertion by Management

SSAE No. 16 - Sectionlll

Structure

1.

SSAE No.

+ Management’s Description of the Service Organization’s

Organization Chart

2. Updated SLA (1.2.1)
3. MOU(1.2.2)
4. Statement to process analysis (1.3.1) Statement to process analysis (1.1.1)
5. Quantitative drill down — Level 1 (1.3.2(a)) Quantitative drill down — Level 1 (1.1.2(a))
6. Quantitative drill down — Level 2 (1.3.2(b)) Quantitative drill down — Level 2 (1.1.2(b))
7. Systems inventory list, listing of system users and their Systems inventory list, listing of system users,
access privileges (1.4.3) and their access privileges (1.2.3)
8. Assessable unit prioritization document (1.4.5) Assessable unit prioritization document (1.2.5)
9. Assessable unit strategy document (1.4.5) Assessable unit strategy document (1.2.5)
10. Updated reporting entity or service provider FIP, as
defined by the MOU (1.5.1)
11. Process narratives and flowcharts (1.5.1) Process and systems documentation to include

Note: Service Providers are not expected to submit work
products 4, 5, 6, 8, 9 and 11 if software and/or data center
hosting services only are provided to the Reporting Entity.
Service Providers that provide business process support and
those opting to directly support their Reporting Entities (non-

16) must coordinate with the Reporting Entity to

prepare and complete these work products.

Organization Chart

narratives, flowcharts, risk assessments,
control worksheets, system
certification/accreditations, system and end
user locations, system documentation
location, and descriptions of
hardware/software interfaces (1.3.1)

Figure 58. Service Provider and Reporting Entity Work Products — SSAE No. 16 Section Il
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Service Provider and Reporting Entity Work Products

Controls and Testing

Service Provider Work Products

Reporting Entity Work Products

SSAE No. 16 - Section IV

* Control Objectives (1.5.2)

* Control Activities (1.5.2)

v

* Tests of Controls (1.5.3)

* Test Results (1.5.4, 1.5.5)

-~

* Updated FRO section of the FIP (1.2.4)

* FROs, controls activities, control assessments
(13.2)

* Test plans (1.3.3)

* Updated control assessments (1.3.5)

Figure 59. Service Provider and Reporting Entity Work Products — SSAE No. 16 Section IV

If the service provider is not prepared to assert audit readiness and undergo an SSAE No. 16
examination, the service provider is still required to support its customers by discussing an SSAE No. 16
examination timeline and working with customer auditors so as not to impede customer audit readiness

progress.
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