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COMBATING MONEY LAUNDERING AND
OTHER FORMS OF ILLICIT FINANCE: OP-
PORTUNITIES TO REFORM AND STRENGTH-
EN BANK SECRECY ACT ENFORCEMENT

TUESDAY, JANUARY 9, 2018

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 10:04 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Hon. Mike Crapo, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CrAPO. This hearing will come to order.

Today’s hearing is the first of two currently planned hearings to
explore the difficult issues underlying modernizing a decades-old
system designed to combat money laundering, terrorist financing,
corruption, weapons proliferation, sanctions evasion, and a host of
other threats.

Our Nation’s financial industry has long worked on the front
lines of preserving the integrity of the United States and inter-
national financial systems and in partnership with our Govern-
ment since at least when the Bank Secrecy Act was first enacted,
in 1970, and the phrase “anti-money laundering”—or AML—was
coined a few years later.

From its tax and narcotics beginnings, the BSA, its regulations,
and other supporting laws have evolved into a mass of counter-
threat-finance regulatory requirements designed to focus the indus-
try’s attention on an ever-expanding set of domestic and foreign
threats to the Nation.

These threats were brought to the forefront of Americans’ hearts
and minds and have only increased after the terrorist attacks of
September 11, 2001, and, in response, the enactment of the PA-
TRIOT Act.

The threats against our Nation, our people, and our financial
system are real. Everyone sees these threats. One only needs to
turn on a TV or read an article about corruption, drugs, or a ter-
rorist attack and wonder about the money that had to be involved
to make it happen or the profits that came as a result.

Illicit money enables bad people to do the worst of things in this
world. Where does it come from? Where does it go? And who has
it now? These questions will always need to be asked and an-
swered.
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In fact, these questions are being answered, whether they always
know it or not, by an entire industry of technical and financial pro-
fessionals dedicated to managing the day-to-day BSA and other
threat finance compliance requirements of our financial institu-
tions.

They do the hard work of monitoring hundreds of millions of fi-
nancial transactions and producing millions of reports so that law
enforcement and security professionals can do their jobs of man-
aging an increasingly complex domestic and international threat
picture.

But a lot has changed in this nearly 50 years that have passed
since the BSA was enacted. Certainly the sophistication, types, and
numbers of threats have increased. The regulations that focus the
financial industry’s attention on suspicious activities have also in-
creased. So, too, have the resources that are expended and paid by
industry and Government alike to maintain a constant vigilance
over threats to the financial system.

It is incumbent on this Committee to then ensure that all of this
work and the resources involved result in a “high degree of useful-
ness” in protecting this Nation, as intended by the BSA itself.

I welcome each of our witnesses today whose individual expertise
in financial regulation, law enforcement, and financial trans-
parency together will help inform the Committee of potential ways
to sharpen the focus, sustainability, and enforcement of a modern-
ized, more efficient U.S. counter-threat-finance architecture.

Getting this right saves lives. Period.

This is a bipartisan issue.

This is both an American and a global issue.

I look forward to working with Senator Brown and all Members
of the Committee to see that the needs of the stakeholders in this
important work are critically examined and addressed in order to
modernize a system that benefits so many, at home and abroad.

Senator Brown.

OPENING STATEMENT OF SENATOR SHERROD BROWN

Senator BROWN. Thank you, Mr. Chairman, for this important
hearing, the first of two this month in which the Committee will
look at ideas for strengthening and reforming our laws to combat
money laundering and illicit financial transactions.

Some of the world’s largest banks and their foreign partners
have run afoul of these laws. In some cases they had inadequate
anti-money laundering oversight and compliance regimes. Other
banks willfully and persistently violated U.S. bank secrecy, sanc-
tions, and anti-corruption laws.

In fact, the GAO concluded last year that from 2009 to 2015
about $12 billion was collected in fines and penalties and forfeit-
ures from financial institutions for violations of the Bank Secrecy
Act, the Foreign Corrupt Practices Act, and U.S. sanctions require-
ments.

These laws are all tools that aid the Federal Government in de-
tecting and disrupting and inhibiting financial crimes, terrorist fi-
nancing, bribery, and corruption.

During that same period, Federal agencies assessed more than
$5 billion specifically for Bank Secrecy Act violations. When one
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widens the lens and reaches back to 2005, that number grows larg-
er, much larger.

Many of these banks violated U.S. anti-money laundering and
sanctions laws by knowingly facilitating financial transactions for
rogue jurisdictions like Burma and Iran and Sudan and Libya and
Syria.

Some conducted transactions with individuals or entities affili-
ated with terrorist organizations and drug cartels in violation of
U.S. law. Many violated the law for several years. And in some
cases, foreign affiliates of banks operating in the U.S. were working
actively to circumvent the compliance systems of their own banks.

These are not victimless crimes. For example, money laundering
on behalf of drug cartels has a direct line to the opioid epidemic
in my State, where more die of opioid overdoses than any State in
the country. These drug cartels have a direct line to the opioid epi-
demic in Ohio, where Sinaloa cartel actors have been active in rob-
bing so many families of sisters and husbands and parents and
children.

These types of violations should concern those who argue we
should loosen laws or regulations or oversight in this area. These
laws have been critical in protecting the integrity of our financial
system.

That said, we should assess whether there are ways to respon-
sibly update and strengthen the anti-money laundering frame-
work, including through new measures to require beneficial owner-
ship information when companies are formed in the U.S. Right now
the U.S. has the dubious distinction of being a haven for anony-
mous shell companies. That needs to end so that law enforcement
can stanch the flow of money into illegal activity.

Broadening information sharing may make sense, but important
questions about privacy protections, of course, must be answered.
We should focus on sharpening suspicious activity reporting and
bolstering efforts by law enforcement to give banks guidance on
what to look for, instead of substantially raising currency reporting
thresholds.

There are many tough questions for the Committee to consider
on these issues. I welcome our distinguished witnesses, and I look
forward to the comments of the panel.

Thanks, Mr. Chairman.

Chairman CrAPO. Thank you very much, Senator Brown.

We appreciate our witnesses’ being with us today, and I want to
remind the witnesses that we have asked that you each keep your
initial presentation to 5 minutes so that we can have time for our
questions and answers; also, to remind the Senators that they
should keep their questions to a 5-minute period.

Our witnesses today are Mr. Greg Baer, president of The Clear-
ing House Association; Mr. Dennis Lormel, president and CEO of
DML Associates and a former Chief of the FBI Financial Crimes
Program; and Ms. Heather Lowe, the legal counsel and director of
Government affairs of Global Financial Integrity.

Again, we appreciate all of you being with us today, and, Mr.
Baer, you may proceed.
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STATEMENT OF GREG BAER, PRESIDENT, THE CLEARING
HOUSE ASSOCIATION

Mr. BAER. Thank you. Chairman Crapo, Ranking Member
Brown, and Members of the Committee, I appreciate the chance to
testify before you today.

Over the past year, the Clearing House has convened off-the-
record symposia on the AML/CFT system and produced a com-
prehensive report. We included a wide range of stakeholders from
banking, data science, diplomacy, and global development. We em-
phasized law enforcement input, which included former senior offi-
cials at Treasury’s Office of Terrorism and Financial Intelligence,
former FinCEN Directors, the former Chief of the AML Unit at the
SDNY, and numerous former officials from Justice, DEA, IRS, Cus-
toms, and Scotland Yard. The consensus, reflected in our report, is
that our current AML/CFT system is extraordinarily inefficient,
outdated, and driven by perverse incentives.

Collectively, U.S. financial firms act as an intelligence-gathering
agency for law enforcement and national security, employing thou-
sands of people and spending billions of dollars. That collective
agency currently yields much extremely valuable intelligence, but
a fraction of what a modernized, properly targeted regime could
achieve.

An effective approach to AML/CFT should be risk-based, devoting
the greatest majority of resources to the most dangerous activity.
Unfortunately, banks have been pushed away from risk-based ap-
proaches because their performance is graded not by law enforce-
ment or national security officials but, rather, by bank examiners,
who do not track how the intelligence is actually used. Instead,
those auditors focus on what they know: policies, procedures, and
quantifiable metrics—for example, the number of computer alerts
generated.

So, for example, if a bank were to start a financial intelligence
unit focused on the opioid crisis, it would likely receive no examina-
tion credit for that activity. It would receive blame if a diversion
of resources caused it to fail to file a SAR in another area.

What gets measured gets done, and providing valuable intel-
ligence to law enforcement or national security does not get meas-
ured. According to bank analysis, there is little to no governmental
analysis. For the average SAR filing, there is a less than 10 per-
cent chance that any law enforcement follow-up will occur. For cer-
tain categories of SARs—structuring, insider abuse, and here in-
sider abuse includes teller crimes—the yield is close to O percent,
and those SARs—insider abuse and structuring—now represent a
majority of the SARs filed.

Furthermore, banks know that the fastest way to get in regu-
latory trouble is failure to file a SAR that an examiner subse-
quently determined should have been filed. Therefore, they report-
edly spend more time documenting decisions not to file SARs, pa-
pering the file, than they do following up on the SARs they do file.
In other words, they focus on the noise, not on the signal.

To file SARs, in practice, almost all banks hire one of a handful
of vendors who construct rules for generating alerts—for example,
three cash deposits between $5,000 and $10,000 in a 3-week period,
or a wire transfer over $1,000 to a high-risk country, say Mexico.
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These crude rules generate numerous alerts, and bank investiga-
tors must then decide whether to clear the alert or file a SAR. And
examiners will criticize thresholds that do not generate a large
number of alerts. Of course, it is widely understood that sophisti-
cated criminals know these rules, as the software is for sale and
widely distributed, and its rules do not change much over time.

Consider then the potential for revolutionary change that artifi-
cial intelligence and other concepts therefore present. AI does not
search for previously identified typologies but, rather, mines data
to detect anomalies. It gets progressively smarter, it would not be
easily evaded, and it changes as criminal behavior changes.

The current system is not modernizing, however, because there
has been no indication from the regulatory agencies or others that
dollars can be shifted from the existing, rules-based system to a
better one—in other words, that firms will be rewarded, not pun-
ished, for innovation.

Perverse incentives also explain a push for banks to eliminate
clients in countries or industries that could end up creating polit-
ical risk, so-called derisking. A recent report in The Economist
notes, “Derisking chokes off financial flows that parts of the global
economy depend on. It undermines development goals such as
boosting financial inclusion and strengthening fragile States. And
it drives some transactions into informal channels, meaning that
regulators become less able to spot suspicious deals. The blame for
the damage that derisking causes lies mainly with policymakers
and regulators, who overreacted to past money-laundering scan-
dals.”

The cause of derisking is clear: Regulators require banks to deem
certain accounts “high risk” based on factors such as line of busi-
ness or country of origin. The cost of maintaining that account
thereby rises exponentially as the bank must conduct an inde-
pendent investigation of each such client, and that does not even
include the risk of fines in the event the client actually does some-
thing wrong. The safest alternative is always to derisk, that is, fire
the client.

Last, one important change to the current system that requires
new legislation is ending the use of shell companies with anony-
mous ownership. The Clearing House strongly urges Congress to
adopt such legislation promptly and is pleased to see bipartisan
support for it.

I hope this testimony has been helpful, and I look forward to
your questions.

Chairman CraPO. Thank you, Mr. Baer.

Mr. Lormel.

STATEMENT OF DENNIS M. LORMEL, PRESIDENT AND CHIEF
EXECUTIVE OFFICER, DML ASSOCIATES, LLC, AND FORMER
CHIEF, FBI FINANCIAL CRIMES PROGRAM

Mr. LorRMEL. Thank you, Chairman, and thank you guys for
holding this hearing. I think this is really an important topic. And
to your point in your opening statement, when you talked about
saving lives, when I was in the FBI, we actually were able to help
save lives based on Bank Secrecy Act information and investiga-
tions that we conducted.
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I have given you a statement for the record, and I am just going
to highlight some points on that, and I will look forward to ques-
tions afterward and for the discussion. I certainly appreciated
Greg’s testimony. And as I said, I was in law enforcement, and I
have been doing this for 45 years, and in law enforcement I was
the direct beneficiary of suspicious activity reports in particular.
And I agree that we have a lot of inefficiencies in the system, and
they need to be improved, and this is a great starting point. And
I believe that the Clearing House report is a good starting point for
discussion.

I also think that we need to have a more robust discussion on
this, and I would encourage you to include law enforcement more
actively in that dialogue, and particularly when we get into SARs,
and I will close out my testimony on SARs when we get to that.

I really applaud what you guys did in having the symposiums,
and I was not involved in that at all. And one of the things that
concerned me was the level of actual participation law enforcement
was involved, and I know you mentioned some people that you had
spoken to, and certainly that is very helpful. But I spoke, after you
issued the report, to current executives in law enforcement, people
that sat in the chairs I sat in, and in other chairs in other agencies,
and they were not involved in the dialogue. And I think it is really
important that going forward that those voices are heard, particu-
larly if you get into the situation where you look at suspicious ac-
tivity reports and you determine—or currency transaction reports,
and you consider changing the reporting thresholds. I think par-
ticularly in today’s world and environment, where we talk about,
you know, the threat of homegrown violent extremists in par-
ticular, currency transaction reports will factor into those types of
investigations. And I am sure the FBI can provide statistics on that
type of thing.

One of the things that I like to do is visualize the flow of funds,
and as Mr. Baer pointed out, there are a lot of inefficiencies in the
current system, and we really need to look at it and bring those
up to date. But from the vantage point where I came from, the in-
formation that flows—so law enforcement is the back-end bene-
ficiary of suspicious activity reports and other BSA reports. Finan-
cial institutions are really the front-end monitors when it comes to
that type of information, and so they provide that information and
it flows to law enforcement. And the basic flow, the basic system,
and the information that comes to law enforcement on a regular
basis is good information. The problem is that as you add filters
on top of that—and the regulatory filters is what I am talking
about—the more regulatory filters and the more convoluted the
flow of information from banks to law enforcement, that is where
we run into the inefficiencies and the system being flawed. And
that, in my view, is where we need to focus our attention going for-
ward in terms of improving the system.

And then on the subject of SARs, as I said, I was the direct bene-
ficiary of SARs in law enforcement, and one of the things that I
would encourage you to look at, if you get into the SARs, is the law
enforcement constituents. For instance, I datamined quite a bit at
the program level at FBI headquarters. We had the ability to do
datamining and a lot of broad analytical work that was very help-
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ful. If you talk to people who work with SARs at the street agent
level, at the levels of the SAR Review Teams—every U.S. Attor-
ney’s Office has a SAR Review Team. They still manually review
SARs. So you are going to get two different perspectives on the use
of SARs. From where I sat, more was better because we were able
to use a lot more information and use it against other data sets.
To the SAR Review Teams out in the streets, they have to phys-
ically look at every SAR, they are going to say less is better. So
I think there is a balance there as to the quality of the SAR infor-
mation.

And then to the point, again, I was firsthand involved in and a
firsthand beneficiary of some very good, innovative projects, and I
cite one in my written testimony that JPMorgan Chase did back in
2009, and it came out in 2011, where they worked with Homeland
Security, and they had targeted monitoring. It was to the same
points that you were making about transaction monitoring, and
this was targeted monitoring where they specifically set up certain
rule sets. And, consequently, the hit rate in that type of proactive
investigations, they have tremendous results. They are tremen-
dously effective, they are very efficient, and we need to encourage
more of that type of work. And I agree that there is not the incen-
tive there for banks to conduct those types of investigations. And
I also believe—and I do a lot of training with financial institutions,
and I am a firm believer, and I look at things, and I try to assess
the flows, information flows, and that is how I broke down the flow
of SARs or BSA data to law enforcement from financial institu-
tions. And I think that in that regard—and I will stop, sir, on this.
I am very passionate about this topic. And I believe that the more
we can do to encourage law enforcement and banks to work to-
gether as partners and to work together in terms of being
proactive, and particularly when we were in a reactive type of envi-
ronment, the better the outcome.

Chairman CRAPO. Thank you, Mr. Lormel.

Ms. Lowe.

STATEMENT OF HEATHER A. LOWE, LEGAL COUNSEL AND DI-
RECTOR OF GOVERNMENT AFFAIRS, GLOBAL FINANCIAL IN-
TEGRITY

Ms. Lowe. Thank you, Chairman Crapo, Ranking Member
Brown, and Members of the Committee, for the opportunity to tes-
tify before you today on this very important topic. I hope that my
contributions to today’s hearing will help you take measured and
informed decisions that are in the public’s interest with respect to
the U.S.’s anti-money laundering regime.

So my written testimony, of course, is much more lengthy and
more detailed, and I hope that you have a chance to read through
that. There are additional points in that testimony that I will not
be making verbally today.

So some of the key points that I did make in my testimony are,
first, that money laundering and the technology that can help us
combat it are both evolving. And in light of this, it is appropriate
to consider whether changes to our regulatory structure should be
made.
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Equally, however, it is critical that Congress balance and care-
fully weigh the potential benefits against the potential negative
ramifications before making decisions in this area.

Number two, as you have seen, money-laundering enforcement
tends to be through identification of regulatory infractions as op-
posed to criminal money-laundering cases. The burden of proof is
lower. It is far less costly for the Government to pursue regulatory
infractions than pursuing criminal money-laundering charges, and
yet it still has a very dissuasive effect. Despite this, the hallmarks
of serious criminal money laundering are really there in those
cases, in those regulatory cases. As a result, decreasing the ability
to enforce using the regulatory approach may have serious, nega-
tive repercussions on compliance and, ultimately, allow a lot of
criminal access to the U.S. banking system.

Number three, it is critical that information about the natural
person(s) who own and control companies—otherwise known as
“the beneficial owners”—is finally collected either by the States or
by the Federal Government and that it be made available to law
enforcement and to banks at the very least. Companies with hidden
ownership are the number one problem in the anti-money laun-
dering world, and the U.S. cannot continue to allow our failure to
act tokput the U.S. financial system and the global financial system
at risk.

Number four, I strongly oppose one of the Clearing House’s pro-
posals, and that is transferring responsibility for setting AML pri-
orities for individual banks from those banks to FinCEN. Banks
are best placed to understand their own business, their own sys-
tems, the risks that their own client base presents, and what is in-
herent therein, and to create the systems that work best in their
own business models to combat that money-laundering risk.
FinCEN and other regulators should review those assessments, but
they cannot be responsible for carrying them out. They do not have
the information they need to do so.

The Clearing House recommends greater information sharing
among banks and with Governments in a number of ways, and we
do really support that. It is a really significant impediment to AML
enforcement around the world that this information sharing is not
happening. However, it really does need to be done with some ap-
propriate safeguards, especially where it may result in somebody
being denied banking services. Say a bank in Hong Kong denies
services for whatever reason, sends that information to the U.S.,
and U.S. banks deny services, that person may not be able to get
a bank account anywhere, and there may be a good reason for that,
which is fine; but they also need an opportunity to disprove what-
ever information has been collected on them and give them access
if they do have legitimate business.

Number six, transferring raw banking data from banks to
FinCEN to analyze, with the appropriate privacy safeguards, is not
actually a bad idea either. However, it really is essential that we
do not absolve banks of the responsibility to carry out their own
analysis as well, which they have the ability to review within the
context of the additional client information that they are holding
and because they are the gatekeepers to the financial system. The
Federal Government cannot do that alone.
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Number seven, some types of entities and persons should be re-
quired to have AML programs in place that currently do not, such
as those involved in real estate, lawyers, and others. The banking
sector cannot and should not carry the responsibility alone, espe-
cially where these persons act as a proxy to open the door to the
financial system for criminals and their money.

And, finally, I just wanted to end with an overall concept, that
money-laundering and sanctions violation cases over the past few
years really relate to willful, knowing, and very egregious viola-
tions of U.S. laws and regulations that have resulted in U.S. and
foreign banks granting access to the financial system for hundreds
of millions of dollars in funds supporting genocide and funds sup-
porting major, violent South American drug cartels, and many
other violations. These fines that have resulted from these cases
have been seen by the banking industry as heavy, so banks have
begun to take AML regulations that have been in place for many
years much more seriously. I would, therefore, remind Members of
Congress that the regulatory burden here has not actually really
been increasing. The threat of being found out is what has actually
been increasing.

Thank you very much.

Chairman CRAPO. Thank you very much, Ms. Lowe.

Before I go to my questions, I would like to ask unanimous con-
sent to enter into the record two letters—or a letter and a state-
ment from industry: one from the Credit Union National Associa-
tion and another from the Independent Community Bankers of
America. Without objection, so ordered.

My first question, Mr. Baer, is for you. There has been consider-
able discussion of the need for improved information sharing be-
tween financial institutions and regulators and among the financial
institutions themselves. How is information sharing accomplished
under the current regime?

Mr. BAER. Sure. Thank you, Mr. Chairman. Right now, under
Section 314(b) of the USA PATRIOT Act, information sharing is al-
lowed among firms with regard to two types of offenses: one is ter-
rorist activity, and the other is anti-money laundering. The defini-
tion of anti-money laundering can be a little complex because that
can include some of the predicate offenses. But there does seem to
be room, and not a lot of room, to draw a principal distinction be-
tween anti-money laundering and a lot of other Federal crimes to
expand the categories of offense for which, you know, information
sharing is permitted.

It has multiple benefits. It certainly allows banks to better iden-
tify who the true criminals are. It also, in an underrated way, al-
lows banks to identify people who are not criminals. So one bank
may be looking at only one piece of the puzzle and see something
that looks suspicious and speak to another bank and realize, no, in
the broader context, that is actually OK.

So it makes the whole system more efficient both in terms of
finding bad guys and not finding good guys.

Chairman CRAPO. So I was going to ask how we could improve
that, but I think you just described it, right? Yes, Ms. Lowe, would
you like to comment on that?
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Ms. LOWE. Sure. I would like just to add some little more of a
context to this.

Chairman CRAPO. Turn your mic on.

Ms. LOowE. Oh, sorry. It has a green light.

Just to add a little international context and a little historical
context to this particular area, back in 2012, the Financial Action
Task Force, which is the international anti-money laundering
standard-setting body, was going to update its recommendations,
and one of the proposals that they made was that banks be re-
quired to share information across borders in this way. And, basi-
cally, everyone agreed that that was a really good idea and really
important back in 2012, but realized it could not actually be in-
cluded in the recommendations because, in particular, the EU’s pri-
vacy laws would actually prevent that information sharing from
happening. Since 2012, those privacy rules in the EU have actually
only strengthened.

So in looking in this area, if you are looking to make revisions
here, something you also need to be looking at are the EU privacy
laws as well as the U.S. privacy laws to see, you know, does any-
thing need to change in there, and we may need to be doing inter-
national—work across the ocean to really move that forward, be-
cause we cannot really do it alone. We can allow it within the U.S.,
but abroad is going to be much more difficult.

Chairman CraPO. Well, thank you, Ms. Lowe. That perspective
is helpful.

Mr. Lormel, you mentioned yourself the Clearing House report
that was put out and indicated that you feel we need some more
law enforcement engagement on that. With regard to the report
itself, it characterizes the current AML/CFT regime as outdated
and in need of redesign to increase the efficiency and effectiveness
of it. Are there parts of that report that you agree with? And if so,
which are the most critical parts of it that you see?

Mr. LorMEL. Well, I do agree with parts of the report for sure,
and I believe that the comments about the system being antiquated
is—they are good comments, and I think that we really need to
look at the regulatory framework, and I think where they pointed
out in the report that the regulators—they have a different per-
spective, and that is why when I wrote my statement, I talked on
the importance of perspectives and understanding perspective.
And, quite frankly, if you look at law enforcement and financial in-
stitutions and you put them in a triangle, where you have got the
financial institutions here, law enforcement and regulators, you
will have hard lines between the regulators and law enforcement,
and there is a broken line between law enforcement and the regu-
lators. And so I think a lot of the dialogue belongs—should belong
there and bringing it—but what we need to do is we need to en-
courage—and that is the other thing I agreed with in the state-
ment. I am a firm believer in innovation. I think our system is
very—it is inherently reactive, and the more we can do to use fi-
nancial intelligence information from a proactive perspective, the
better. So where they encourage innovative and incentivizing inno-
vation, I think that is important.

In my statement I wrote about a bank—and I am not really at
liberty to talk about it other than the fact that it is similar to what
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I described with the JPMorgan Chase thing. And if you talk to
those bankers and they were going to be forthright about it, what
they would tell you is that there is no incentive and that the regu-
lators really do not encourage them to do that. And I think that
is where I agree and where I think the building block going for-
ward is how do we promote innovation.

Chairman CRAPO. Thank you very much. My time has expired.
Senator Brown.

Senator BROWN. Thanks, Mr. Chairman. Before I start, I would
like to ask unanimous consent to include a letter and other docu-
ments from the FACT Coalition into the record and that the record
remain open for 5 days for any other documents that Senators
might have.

Chairman CraPo. Without objection.

Senator BROWN. Mr. Lormel, thank you for your service at the
FBI, and thank you for serving as Chief of the Financial Crimes
Program. Let me start with you. Give us a sense of how you think
law enforcement can better respond to the traditional criticism
from banks that it too seldom shares targeted information that is
useful to banks in assessing customer risks.

Mr. LorRMEL. Yes, sir. I think that law enforcement, really we
need to put a feedback mechanism or we need to do more to en-
courage feedback in working with financial institutions, and I be-
lieve that in a lot of instances—and I certainly, when I was in law
enforcement, was guilty of this to a degree. Again, it goes to a mat-
ter of perspective and almost wearing blinders that I am trying to
develop my law enforcement case and in doing that I did not look
or I did not consider enough the position of the banks and trying
to determine how I could better share information with banks.

One of the things I put in my statement, for instance, on the sub-
ject of terrorist finance is the fact that—and I am sorry, sir, I may
be drifting from your question. But I think it is important that we
put mechanisms in place to provide security clearances to people in
banks where we could share classified information and other intel-
ligence information back that they can run into their systems and
use for transaction monitoring. If you think about it, the financial
institutions are the repository. They have got the financial intel-
ligence, and how do we provide them with more information, and
maybe it is the——

Senator BROWN. Is there any evidence—sorry to interrupt. Is
there any evidence that that is happening or that there is a mecha-
nism, an effort to make that happen other than your saying you
would like that to happen?

Mr. LORMEL. Which, the security clearances?

Senator BROWN. Yeah. Well, the security clearances and then the
sharing back of information.

Mr. LORMEL. Yes, there are initiatives. There are one-off initia-
tives at different agencies. For instance, I started the Terrorist Fi-
nancing Operations Section at the FBI. TFOS continues to have
working groups with a number of the financial institutions. They
have major financial institutions they deal with. And to the extent
they can permissible, they share information. We were involved
with the SWIFT project, for instance, and the sharing of informa-
tion among agencies and sanitizing some of that information and
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being able to share that back to the extent you can with the banks.
I do not think we do it as consistently as we can.

Senator BROWN. Thank you.

Ms. Lowe, you have done a lot of work for the Global Financial
Integrity on transparency internationally and in the U.S. with
FATF and otherwise including beneficial ownership legislation. De-
scribe for the Committee how you think we should be thinking
about new beneficial ownership requirements. For example, what
are the key elements in the definition that you think are critical?

Ms. LOWE. Sure. So key elements of the definition—and the defi-
nition is critical to any legislation. I think we have a problem actu-
ally with the current customer due diligence rule that was adopted
for banks where the definition is actually not sufficient. It does not
meet international requirements. The FATF and the IMF have
both said the same, so important to note that that is something we
should probably look at. But for beneficial ownership, you want to
know the direct or indirect persons who own or control a company
or who have control by other means. And there is a recent Kazakh
case which involved control by other means. It is a very difficult
thing to determine, but you need to be asking the questions to fig-
ure out where it exists. So those are really important elements.

I think that the U.S. Treasury has been pushing the idea that
one should be able to simply list a senior manager of a company
as the beneficial owner. That is not a beneficial owner by any inter-
national definition or anybody’s idea of who is a beneficial owner
of a company. It is the person at the top of the chain or people at
the top of the chain who own or control the company.

The other thing that I think the U.S. Treasury has been pushing
is the concept that if a company does not have anybody who owns
more than 25 percent of that company directly or indirectly at the
top, then there is nobody with enough beneficial ownership to actu-
ally be listed. So, therefore, if you have or create five people to own
20 percent of a business, you would get away with not listing any-
body as your beneficial owner, which is really not acceptable. It is
incredibly easy to get around.

I would note that the SEC accepts a 5-percent threshold because
they do require beneficial ownership of information for SEC-regu-
lated entities. And, actually, in the FATCA legislation, Congress
put that threshold at 10 percent. Treasury, when it actually imple-
menteiii, implemented at 25 percent. So I would note that difference
as well.

Senator BROWN. Why would that be? Why would Treasury imple-
ment it that way?

Ms. LOWE. You would have to ask Treasury. I think they think
it is easier to comply with. I think it——

Senator BROWN. Which is kind of not the point.

Ms. LowE. Right, which is kind of not the point to my mind. But
I would suggest you ask Treasury that question.

Senator BROWN. Thank you.

Chairman CRAPO. Senator Rounds.

Senator ROUNDS. Thank you, Mr. Chairman.

I am just curious. The United Kingdom recently established a
body known as the “Joint Money Laundering and Intelligence Task
Force” that brings together financial institutions, law enforcement,
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and trade associations to discuss AML risks and how Government
and private industry can work better together. Can you discuss the
efficacy of the U.K.’s task force and whether or not there is any-
thing that we can learn from the British system? It kind of comes
back down to either a coordinated effort where you eliminate some
of the dotted lines and so forth. But I am just curious if any of you
have had any contact with or if you are familiar with that system
and how that compares with ours. Yes, sir?

Mr. BAER. Yes, Senator, actually we have met with them a cou-
ple of times, and, actually, they attended our symposia. We think
it is a very good model. It is not an entire anti—-money laundering
system, but it is the sort of thing you would take for granted that,
of course, you would have, you know, law enforcement, intelligence,
senior bank folks sit down on a regular basis and basically work
cases together. It is the type of informal, now through JMLIT for-
malized information sharing that we very much support, and it is
done in a very thoughtful way there.

Now, that is not a replacement for the broader AML/CFT regime
or OFAC or any of the other things. So I would not describe it as
a substitute for the current regime, but it is certainly a very useful
component potentially of a U.S. regime, and we would very much
support a similar endeavor here.

Mr. LORMEL. I certainly agree with that, and some of the train-
ing I conduct, I have trained with the former head of terrorist fi-
nancing for Scotland Yard, and he was an original member of
JMLIT, and he really emphasizes the importance of that sharing,
and to bring the banks and the intelligence community and law en-
forcement together under that Government umbrella is a phe-
nomenal thing. And I would really hope we can build on that model
and try to replicate it to the extent we can.

Ms. LOWE. And just to add on there, the original country that ac-
tually did this was Australia under what they called “Project
Wickenby”. So that is also something to take a look at.

Something that the U.K. is doing very well is this concept of the
FinTech Sandbox, so within this area. They are creating a sys-
tem—they have created a system where a financial institution can
come to them and say, “We would like to try this new technology.
We know it is not something that is OK under the regulations at
present. Can you take a look at it? Let us know what you think,
let us know if we can try it out. And then we will give you feedback
on how it is going and you can review.” And then over time, the
Government can then approve that technology for the larger indus-
try.

So that I think is a really good process that they have put in
place that we should be looking at as a model at this point.

Senator ROUNDS. Thank you.

I am just curious, with regard to SARs and the reporting require-
ments right now, there is one process in which the regulatory proc-
esses are set up so that you define, and clearly everybody knows
what they are with regard to the reporting requirements for the
different monetary transactions that occur. Bad guys know what
they are as well, and so you have, first of all, a system set in place
today that everybody knows what the rules are, and the real chal-
lenge for those that wish to move resources around is how do we
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appropriately get around those SARs or the reporting require-
ments.

Can you talk to me a little bit about our focus on the compliance
side of making sure that the financial institutions are appro-
priately reporting the transactions that are occurring that are sus-
picious in nature versus our ability using existing resources or the
need for new resources to go after the unique ways in which the
bad guys can get around those reporting requirements?

Mr. BAER. Sure. It is a great question, Senator. It really gets to
sort of the heart of the matter here.

Right now banks are, as I noted, using sort of a rules-based sys-
tem developed by a set of vendors who are common to all, and
those rules are rather crude. They overgenerate alerts. They re-
quire huge investigative resources to basically clear away the chaff
and whichever is left, the wheat. And that is a fantastically sort
of complex and time-consuming and not terribly productive endeav-
or.
It is also an endeavor that they have to undertake with regard
to offenses that no Federal prosecutor would ever prosecute. So our
estimate is that approximately 40 percent of SARs filed are struc-
turing, that is, multiple cash deposits that add up to 10 percent—
$10,000, but could just as easily in most cases are just simply a
small business that does a lot of cash. But that—and the yield on
those SARs is close to 0 percent, and yet they are 40 percent of the
SARs filed, maybe more.

The same thing with insider abuse where you fire a call center
employee for misstating his or her time sheets or fire a teller be-
cause the till is short. Those are not crimes that are going to be
prosecuted, but that is where the SAR resources are going. Right
now the largest focus of the AML system is filing sales practices
SARs on low-level employees, unfortunately.

So it gets to what I think Dennis was talking about, which is,
yeah, we can—and I think what the Ranking Member was talking
about, we could say, law enforcement could say let us prioritize
opioids, let us prioritize human trafficking, let us prioritize other
things. That is what any rational intelligence community would do,
any rational law enforcement or national security organization
would do. And you can tell the banks that. But the banks are in
no way absolved by the bank examiners of having to file those
SARs on teller abuse. So they cannot shift the resources out of that
to the more serious crimes to more innovative and thoughtful artifi-
cial intelligence and other means of catching bad guys. They are
sort of stuck in the mud in an old rules-based system that does not
work very well.

Senator ROUNDS. Thank you.

Chairman CRAPO. Senator Reed.

Mr. LORMEL. If I can just add one comment, sir, just on that.

Chairman CRAPO. Briefly.

Mr. LorRMEL. I believe, though, that—I mean, and I agree with
that statement. But at the same token, we still see a good number
of SARs that come through that are very meaningful and they con-
tinue to come through. So there is a fine balance here that we real-
ly have to try to achieve.

Senator ROUNDS. Thank you, Mr. Chairman.
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Chairman CRAPO. Senator Reed.

Senator REED. Well, thank you very much, Mr. Chairman. Let
me thank all the witnesses for their excellent testimony. I have re-
viewed it, and I particularly thank you, Mr. Lormel, for your serv-
ice in the FBI. Thank you, sir.

One of the issues that has been raised in your testimony and in
your written statements is beneficial ownership and shell compa-
nies, and one of the disturbing things, we are getting the reputa-
tion around the world as a place to go if you want to hide money,
and we used to think, at least when I was younger, that that was
un-American, that, you know, it was these little exotic lands over-
seas, et cetera.

So beginning with Mr. Baer, given the context that most of this
is a function of State law because unless you are publicly traded
company, the SEC does not have a lot to do—few exceptions, but
not a lot to do. So how do we get our arms around this when there
is a new industry for attracting questionable money because of ben-
eficial ownership rules and limited or shell companies?

Mr. BAER. Right. It just really gets down to what is the need to
form a company with anonymous ownership in the United States,
and the United States, as I think some have noted, is a magnet for
this because we and I think Kenya are the two worst in the world
on this.

There is certainly a legitimate desire, I believe, that you may not
want the whole world to know who owns your company. Everybody
uses the example of, you know, when the Disney Corporation was
buying up half of Orlando, they did not want to have to pay exorbi-
tant rates for the last piece of land. And there may be valid privacy
reasons where you do not want people to know who owns your com-
pany. But we cannot think of any valid reason you would not want
law enforcement to know who owns your company, or if there is a
bank that, pursuant to Federal law, is required to know who owns
your company, well, they should get to peek behind and see who
that is as well.

So, you know, I think as Heather noted, there are difficult issues
around how to define beneficial ownership. We actually support the
FinCEN final customer due diligence rule on that. But there are
certainly other ways to look at that. But I think the general notion
that you should not be able to have a company with anonymous
ownership from law enforcement and banks who are required to
know who owns you is a pretty simple concept, and I think that
is why it has gotten good bipartisan support.

Senator REED. Just a follow-up, and then I will go to Mr. Lormel.
One, you could either do it through changes of State law requiring
the acknowledgment of real ownership, or you could do it through
the banking laws in terms of banking relationships, even deposits
that the entity would have to disclose who was, so we have a Fed-
eral avenue if we have to deal with this.

Mr. BAER. Yes, Senator, I think a couple of alternatives have
been proposed. One is just to have the States do it when you file
your articles of incorporation, you file your ownership.

Senator REED. Right.
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Mr. BAER. Some have suggested that—and I do not know if that
is right or not—that might be a burden on the States or they may
choose not to do that, so the alternative has been——

Senator REED. Well, I think there are about 45 States at least
that require that.

Mr. BAER. Yes. So for those, I think at least one of the bills I
have seen has the sort of fail-safe that if the State does not want
to do it, FinCEN can gather that information and hold it the way
it holds a lot of confidential information currently. I think others
have suggested the IRS. I think FinCEN is probably the right place
if the State does not want to do it.

Senator REED. I only have about 2 minutes, but, Mr. Lormel,
your comments? You are a law enforcement officer.

Mr. LorMEL. Well, certainly having been in law enforcement, I
dealt with the challenge of trying to identify beneficial ownership.
That was always a challenge, and it was always problematic. And
in today’s world, when we need to get things more urgently, that
is problematic. I look at this and I look at the good-case scenario
in a sense, and I agree with Greg that FinCEN may be the better
alternative. I am a believer going back that the information should
be collected at the States at the point of incorporation. To me, that
makes the most sense. And trying to make that uniform I am sure
would be a bit of a challenge.

Alternatively, FinCEN would be, I think, a good alternative. The
IRS is not a good alternative in the sense that that information for
me as an FBI agent, when I was an FBI agent, I would have to
get a court order, or I would not have access to that information.
So it is not relevant then for my investigative purposes. So the
FinCEN alternative would be a decent alternative.

Senator REED. Thank you.

Ma’am, your final comments?

Ms. LOWE. Sure. You know, I am happy with States collecting it.
I am happy with FinCEN collecting it. I would note, you know, one
of the things people raise is the privacy issue. First of all, on the
Disney example, I would point out that you have two parties in
that; you have Disney and you have a farmer. And that money—
I am sorry, that land is worth whatever they can get for it, right?
You have two parties in a transaction. One party should not have
more information than the other party has. That is not good eco-
nomics. So there is that.

I would say that we are talking about making information on
beneficial ownership available to law enforcement and to the
banks, which is fine, and I think it is where we need to go next.
But I would note that the entire European Union, 28 countries
have now decided to make beneficial ownership information on
companies public information, and that is despite their very, very
strong, you know, individual privacy laws that are in place. Other
countries around the world are doing the same. Afghanistan is
working to make public registration of beneficial ownership infor-
mation. Ghana is doing that. Nigeria is doing that. And we are just
grappling with can we give it to FinCEN. So a little context there.

Senator REED. Thank you very much.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.
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Senator Tillis.

Senator TILLIS. Thank you, Mr. Chairman. Thank you all for
being here.

Mr. Baer, in your written testimony there was a footnote that I
found very striking in terms of the regulatory burden and whether
or not we are putting our resources to their best use. It is on page
6. It says, “The over 800 employees in Global Financial Crimes
Compliance at Bank of America is greater than the combined au-
thorized full-time employees in Treasury’s Office of Terrorism and
Financial Intelligence and the Financial Crimes Enforcement Net-
work.” And that does not include other bank employees in anti—
money laundering, economic sanctions compliance, business oper-
ations, and technology.

It seems like if you see that with a large bank of the scale of
Bank of America, which happens to be down in my neck of the
woods, I wonder what the small banks and medium banks are
doing in terms of the regulatory burden on them. Are we spending
that money for its best purposes? Are we spending that money on
innovative concepts that could be worked back into the financial—
to a broader benefit for the financial services industry? So I know
that a part of what I think we have to do is go back and look at
the practices that seem like they add cost and not value, either as
they are currently implemented or—can you give me some sense,
if you were to go through and just do it quick, when we come into
committees like this, we tend to have a “Solve World Hunger” sort
of scope to our discussion. And if we were just going to cook a good
meal and make some progress, what sorts of quick hits, immediate
obvious things that there seems to be consensus on but no action
in terms of congressional action? And I would open that up to any-
body, starting with Mr. Baer.

Mr. BAER. Sure. Thank you, Senator. And I would just say we
highlight those numbers—I mean, not to complain about the cost
but just to emphasize how important it is that those resources are
being misallocated.

Senator TiLLIS. Well, I think it is very important for that pur-
pose.

Mr. BAER. Right, because, again, you are talking about a very
large intelligence community that has been created under the PA-
TRIOT Act and the BSA, and so it actually really matters whether
they are well led and they are incentivized to do the right things,
and the stakes are very high. So it is not, “Oh, we do not want to
s}[l)end the money anymore.” It is, “We are spending it on the wrong
things.”

And I should note, you know, I testified last year with a commu-
nity banker who had, I think it was, a $100 million bank with
three branches. He had seven AML compliance officers and four
lending officers. AML was 15 percent of the budget of his bank. So
this is not just a problem for large banks. It is a very large problem
for small banks. He also described how he was pressured to dra-
matically increase the number of high-risk customers they des-
ignated and on which they had to do more and more investigations.
I actually wrote down the number. His system, they generate 7,100
alerts a year and file 15 SARs. And they do not even know if any
of those SARs are of any use.
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So I think I am sort of dodging your question, which is what is
the easy

Senator TiLLIS. But how do we use some of those metrics, some
of those outcomes to be instructive to what we should first start
looking at to improve the system? Look, I am not against money
laundering—I think it is a bad thing. What I want to do is make
sure as much lead can be put on the target as possible, and right
now it does not—it seems like we are shooting a lot, but not nec-
essarily hitting the target near as much as we could, and it is cost-
ing us a lot of money.

So, again, I want to move—we are going to submit several ques-
tions for the record. This is an area that is very important to me
and of personal interest, but if we are going to do the best that we
can, let us say harden our domestic banking system, we obviously
have a lot of international depositors, and we do a good job here,
and we do not have strong global cooperation, we do not work
through some of the privacy differences between the EU, what have
we done except move the snakes somewhere—I mean, what we are
trying to do here is not limit our portfolio of banking clients. We
are trying to identify bad actors and take their money away. And
so what sort of global initiatives are really leading us down that
path to say, OK, everything is great here, but the money is still
flowing through other international banking entities? Ms. Lowe, I
would be happy to have you answer that one and give me the se-
cret sauce.

Ms. Lowe. Well, organizations like mine are working inter-
nationally on these issues, so, you know

Senator TILLIS. Yeah, but what progress are we making?

Ms. LowE. You know, I think actually we are making quite a lot
of progress. In a lot of the world, the FATF recommendations, the
sort of framework, if you will, of what we consider to be an anti-
money laundering regime, has only recently in the past 2 or 3
years been put in place in many, many different countries. And so,
you know, as it goes, you put laws in place, and then you give some
time for the industry to get used to them, to understand how to im-
plement them, et cetera, and then you start enforcing, et cetera. So
in many parts of the world, this is still very nascent, but the re-
gime and the framework is in place.

The U.S. FinCEN is our financial intelligence unit, or FIU, and
we are part of what is called the “Egmont Group”, which is the net-
work of financial intelligence units around the world that have
methods and ways of sharing information among financial intel-
ligence units or between financial intelligence units. And right now
there are over 135 Egmont FIUs, which tells you that we are mak-
ing progress.

I spent a lot of time in Africa last year actually meeting with
heads of FIUs, and, you know, it is actually inspiring to have those
meetings because these are people that really want to make a dif-
ference and they are trying.

Senator TILLIS. I am going to submit several questions for the
record.

Ms. LOWE. Sure.

Senator TILLIS. But I would also like you to come back and just
think about as I would do when I go in any organization, what are
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the things that we should clearly be making consensus on—or mak-
ing progress on? Because there is consensus, you just need action.

Ms. LOWE. There is no question on the beneficial ownership. Ab-
solutely no question there.

Senator TILLIS. So we will look forward to your feedback so that
we can work with the Chair and the Committee.

Ms. LOWE. Sure. No problem.

Senator TILLIS. Thank you.

Chairman CRAPO. Senator Cortez Masto.

Senator CORTEZ MASTO. Thank you. Thank you all for this dis-
cussion. Mr. Chairman and Ranking Member, I appreciate the con-
versation. And let me follow up with what my colleague Senator
Tillis has just been talking about. I agree. I think there has to be
some balance absolutely on this. I hear from Nevada, from the
gaming industry, the same thing that I am hearing from the bank-
ing industry, some of the concerns. They are absolutely open to
looking at how we address the security necessary to attack money
laundering, but at the same time streamlining some of the forms,
making sure they want to be cooperative with Government, and so
I am really curious about how we find this balance now.

The first question I have is you have been talking about—and let
me just focus on the law enforcement piece of this—this risk-based
approach. And I am curious, Ms. Lowe, is this something that you
would support and how would you identify what this looks like?

Ms. Lowe. The risk-based approach is actually fundamental to
the entire international anti—-money laundering regime. It is not a
question for me of how does this look. It actually exists. It is a
framework, and it has a look, right? A casino, for example, or a
bank looks at what are its financial products or what is its busi-
ness line. Who are its clientele, and what risks do they pose? What
countries am I bringing money to and from? And what risks does
that pose based on whether or not those are high or low risk for
money laundering, et cetera? And they create a profile. A casino
will do this, a bank will do this. And then they will craft their
anti-money laundering regime to reflect what they consider to be
their highest risks, OK? So that is the basics and the basis of the
risk-based analysis.

I think a lot of the concern that you are hearing is that when
examiners are going in, they are not really open to that risk base
that the financial institution has put in place. They are looking at
checking their boxes that are on their forms.

Senator CORTEZ MASTO. When you say the examiners, that is the
Federal Government, the regulatory oversight.

Ms. LOwE. Yes.

Senator CORTEZ MASTO. They are coming, and they are not rec-
ognizing

Ms. LowE. Right. I understand that that is the concern, and I
think Greg can probably tell you a little bit more about that. But
as far as the risk-based approach goes, I absolutely 100 percent
support that. I think it is incredibly important, actually, in order
to actually address the problem.

Senator CORTEZ MASTO. And that is something the industry is
actually doing now, Mr. Baer.

Ms. LowE. Yes.
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Senator CORTEZ MASTO. Is that right?

Mr. LORMEL. If I can add a comment to that.

Senator CORTEZ MASTO. Please.

Mr. LORMEL. Yes, it is one of the fundamentals in an AML pro-
gram to have a risk-based approach, and fundamentally and the
way conceptually it is supposed to work then is you identify that
risk and to what Greg has been complaining about or pointing out
is the inefficiency. And what has happened is that the regulators
now have put the banks in a position where they are not nec-
essarily going after that risk or putting metrics in place or proce-
dures in place to deal with that high risk, but they are more into
the check-box mentality. And I have done a lot of training, and I
was on the quarter point and monitor team for Western Union, and
one of the problems they had—and they used that as an example—
was their investigative process was such that it was really a check-
the-box mentality, and we had to break them from that and say,
you know, you need to go out and you have got to have an inves-
tigative mind-set. And it is a similar thing when you come over to
the banks, and I think that is where I talked earlier about law en-
forcement being that beneficiary and the banks being the monitor,
is the process from getting information from the bank to law en-
forcement has become so convoluted, and it gets detoured because
of the regulatory concern or the perceived concerns.

Senator CORTEZ MASTO. And so can you address your targeted
monitoring? How do you—is that the same thing or is it something
different?

Mr. LorRMEL. OK. Well, it is similar in the sense that all financial
institutions conduct transaction monitoring, and they will have
vendors or whatever are involved in that. And they have a baseline
monitoring system, and they identify and they alert to certain
rules, because you establish the rules and you alert them, and that
is where one of the problems we have is there are too many false
positives in the system. So if you are going to do targeted moni-
toring—and I will use the human smuggling or the human traf-
ficking. We understand these are the scenarios that we know that
smugglers are going to follow, and this is where, to the question
earlier from Mr. Reed about how we can help, is to provide the fi-
nancial institutions, the compliance people, with those scenarios,
and for them then to build into their systems targeted monitoring
where you are specifically on top of your regular transaction moni-
toring, you have a targeted monitoring for a specific crime problem,
you know, and I would like to see us carry that over to terrorist
financing if we can—I think the area of human smuggling, you
have got more defined and identifiable patterns of activity so that
it is more workable there.

Senator CORTEZ MASTO. Right. And I know my time is up, and
thank you, Mr. Chair, but this is something, I agree, the technology
gives us the ability now to be targeted to also focus on the risk-
based, and we do need law enforcement at the table when we are
having this conversation. So I appreciate the dialogue today. Thank
you all.

Chairman CRAPO. Thank you.

Senator Warren.
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Senator WARREN. Thank you, Mr. Chairman, and thank you all
for being here today.

Money laundering is a massive problem. The United Nations es-
timates that between 2 and 5 percent of global GDP—that is about
$800 billion to $2 trillion—is laundered through the international
banking system every single year. That money funds terrorists. It
funds human traffickers. It funds crime syndicates. So everything
we can do to try to crack down on that is good, and that is what
we should be doing.

But it seems to me we need to rethink a lot of our money-laun-
dering laws, some of which, as you noted, were written back in the
1970s and are badly out of date, because that makes it hard for law
enforcement that is trying to stop money laundering and bad for
financial institutions that are trying to comply with these laws.

So my colleagues have probed some areas, but I want to ask
about some other areas where we might be able to update our rules
and help both law enforcement and financial institutions. So let me
start with reporting requirements.

Mr. Baer, I have heard from a lot of community banks and credit
unions that anti—-money laundering reporting requirements are a
big part of their overall compliance costs, so let us probe that a bit.
They have pointed out that the threshold that triggers a currency
transaction report to the Treasury Department has been at $10,000
since 1972. So let me ask, do you support raising that number?

Mr. BAER. Thank you, Senator. I think here—I mean, obviously,
our organization is slightly larger, somewhat larger banks. I think
for them that number is not as big a burden in the sense that they
have the capability to file whatever the number is. Those systems
are built, and it is at least a clear rule. You know the number,
right?

Senator WARREN. Right.

Mr. BAER. The larger problem for them has been questions like:
How do you decide whether it is $10,000? If you own with someone
else a company and you make a cash deposit, the company makes
a cash deposit, and the other owner makes a cash deposit, do you
add all those up? So those are the tougher issues. But certainly for
community banks, I agree with you it is a large burden.

Senator WARREN. OK, that it is large burden. All right. And we
should at least talk about where the number should appropriately
be set. But community banks also, when they come in and talk,
and other small financial institutions, often mention the costs asso-
ciated with filing the suspicious activity reports with the Treasury
Department. You know, the banks are filing more and more of
these reports every year. I note that there was a 50-percent in-
crease in filings just from 2012 to 2017 over this 5-year period. At
the same time, the banks are submitting this information through
a reporting process that, as I understand it, makes it actually hard-
er for law enforcement to use.

So, Mr. Baer, let me ask, the Clearing House has proposed let-
ting banks directly share data with the Treasury Department with
proper guardrails to protect customers’ privacy. This sounds like it
would make it easier for the banks, but can you say a word about
how it would impact Treasury’s ability to catch criminals that are
laundering money?
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Mr. BAER. Yes, Senator. I think it would have both those effects.
A lot of times what law enforcement really wants is just the under-
lying data. They do not need a carefully calibrated paragraph writ-
ten by a bank compliance officer about that information. So with
regard to certain types of activities, it would certainly be much
more efficient to avoid—you know, you have the alert, and then
you have to conduct an investigation to decide whether to file a
SAR, and you have to document why you did not file a SAR if you
decide not to file a SAR, and that is a massive resource drain. And
it would be much simpler just to file the data with law enforcement
and let them datamine it to the heart’s content.

Senator WARREN. OK.

Mr. BAER. And that would be a very efficient

Senator WARREN. So I hope we keep digging into this because we
might be able to reduce costs for the banks and at the same time
help law enforcement do this more efficiently.

I have got two more questions I want to hit, if I can very quickly.
Another one is anonymous shell corporations that make money
laundering easier. You know, there are a variety of proposals out
there to deal with the so-called beneficial ownership legislation at
the Federal level that would require companies to disclose their
owners. Just setting aside the details, which we could go into for
a long time, can I just ask, do all of you support the idea in prin-
ciple? Can I just have an on-the-record yes?

Ms. LOWE. Yes.

Mr. LORMEL. Yes.

Mr. BAER. Yes.

Senator WARREN. Good. OK. So we have got three yeses on that,
Mr. Chairman. I support this as well.

Let me ask one more question. Ms. Lowe, in your estimation, if
we did that, if we revealed the beneficial ownership, would that in-
crease or decrease the costs of anti—-money laundering compliance
for small financial institutions?

Ms. Lowe. It should certainly decrease it. If they have access to
that information as a place to start their customer due diligence,
you know, a lot of people equate customer due diligence and just
beneficial ownership, and that is not correct. You also need to know
the source and use of the funds coming in for that account and
many other things. But that is the start. And if a bank has some-
place to start, I think it really reduces their costs significantly.

Senator WARREN. Good. And I take it that both of you would
agree with that.

I just want to say I introduced a bill with Senator Rubio to in-
crease oversight of money laundering used by human-trafficking
networks, and I was very glad when we were able to adopt that at
the Committee and get it into the language on the North Korea
sanctions bill. But we need to do a lot more with our money-laun-
dering laws, and I think we can make some changes to reporting
requirements and beneficial ownership disclosure that would make
life easier both for law enforcement and for our smaller banks. And
I look forward to working with the Committee to be able to do ex-
actly that.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.
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Senator Schatz.

Senator SCHATZ. Thank you, Mr. Chairman.

I want to ask a question about AI. I think, you know, in chal-
lenging spaces, especially challenging spaces that include data,
there is a tendency to think of this as sort of a magical solution
where you just sort of throw big data, throw Al at the problem, and
I want to get your sense—in the intelligence community, there is
a conversation about the sort of overabundance of data and the
overreliance on data points and an underutilization of human intel-
ligence and instincts. And I am wondering what you think about
the balance between utilizing new data analytics, big data Al in
terms of fighting money laundering, but also how do we balance
that with the fact that we probably still need human beings who
have instincts, who have experience? I think we should move in
this direction. I just think we should not overcorrect and abandon
the sort of institutional knowledge of people. I will start with Mr.
Baer.

Mr. BAER. Senator, I think that was very well put. I think those,
like us, who believe there is great potential here do not believe that
you would eliminate the human element. Really what you would
use the Al for is—we have talked a lot about alert SAR filing. So
you would use Al in order to generate fewer alerts but much
smarter alerts, and you would then still need to have an investi-
gator come in and decide whether or not that was truly a sus-
picious activity that needed to be reported to law enforcement.

The true great advantage of the Al approach, though, is you get
rid of what we have discussed earlier, which is a rules-based ap-
proach. If X, then alert. If Y, then alert. But there is a whole other
alphabet that you are not even looking at. And what Al is able to
do is look for anomalies. So instead of typologies, it is anomalies.
And it gets smarter and smarter and it learns.

So particularly in the world we would hope to get to is where,
you know, banks could share that information. A friend of mine
uses the example of a food truck, which is a great way to launder
money, but it is also a great way to feed people in D.C. So one bank
may only have three food truck clients, so they do not know what
is anomalous. But if that bank could share information with a bank
that has 300 food truck clients say in San Francisco, that bank
would get smarter.

Senator SCHATZ. And isn’t that the Square model, on the private
sector side, isn’t that what Square does? They just sort of presump-
tively give you the device, and then if you look different than the
thousands of other florists or food trucks, then you get scrutiny as
opposed to sort of preapproval?

Mr. BAER. I think it is a very similar approach.

Senator SCHATZ. Mr. Lormel.

Mr. LORMEL. I agree. I think we definitely need to keep human
intelligence in the mix. It is very important. And certainly you hit
the word of “instincts,” and, again, I do a lot of training, and I al-
ways talk about trusting your instincts, because even with the best
technology, you need to rely on human experience. And I think that
is important. But I also think we need to leverage newer tech-
nologies to improve our efficiencies and certainly our capabilities.
And I will look at it from the law enforcement perspective. The
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more that we could use analytical tools, certainly the better and
the more sharply we can focus our attention, and I think the more
timely we can act.

Senator SCHATZ. Ms. Lowe.

Ms. LowE. I do not think I have anything to add as far as the
Al element of it, but just to go back to some of the things that were
being discussed a little earlier. So a bank is concerned that they
are spending too much time filing SARs about structuring trans-
actions under a $10,000 threshold. I understand that. But if they
do not do that, then law enforcement does not see that that same
client is doing that at six different banks, right? And all of a sud-
den, what would have been, well, a problem but probably some-
thing that would not be investigated if it was only at that one bank
will be investigated if it is at six different banks, right? So I think
we need to also bear that in mind when we are talking about what
do we file SARs on and what don’t we.

Senator SCHATZ. One final question. I will start with you, Ms.
Lowe. It appears to me that I do not think we are going to settle
the sort of technical aspect of these questions and these system im-
provements, process improvements, and rule changes and all the
rest of it. And so I know Senator Tillis mentioned the U.K. model,
the working group. There has been some discussion about a sort of
FinTech, FinCEN Sandbox. I am wondering what you think about
establishing a public—private either task force or working group to
kind of work the technical details, because as much wisdom as is
possessed on this dais, I am not sure we can settle this in statutory
law or that that is where this belongs. So I am just wondering,
very quickly, if you like the idea of some sort of working group in
statute.

Ms. LOWE. Sure, I think that that is an important thing, I think
at least for a limited time period. I do not think it would have to
go on forever. I would note, though, that the people that are really
innovating in the FinTech area are actually mainly Nordic. So a lot
of the companies are based in Sweden and Denmark and Norway,
and not actually in the U.S. So I would be concerned about limiting
it just to sort of U.S. involvement. I think you actually need to be
looking further.

Senator SCHATZ. Fair enough. But, listen, in the Defense Depart-
ment, you have the Defense Policy Advisory Board. You can have
sort of standing committees without authority to actually establish
policy, but who are highly influential and can help agencies to
iterate. Do either of you have anything to add on this as my time
runs out?

Mr. LorRMEL. Well, just if I may, in terms of a working group, the
Association of Certified Anti-Money Laundering Specialists has a
FinTech working group that is exploring some of these issues now.

Mr. BAER. I guess maybe I will end with a discouraging note.

Senator SCHATZ. Thanks.

[Laughter.]

Mr. BAER. To what I was saying earlier, I mean, I think before
this can really be realized, there are a lot of great vendors out
there with great AI approaches and other types of approaches, but
there really is a break on the system in the sense that there is no
sense from the bank regulatory agencies that banks are going to
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be allowed to shift from the old rules-based system where they file
thousands and thousands of SARs to a new smarter system. And
so what you are effectively telling them is you have to double your
budget. You are not going to get any

Senator SCHATZ. You have got to do both.

Mr. BAER. Yeah. And so somebody in charge—and that is really
our core recommendation for all this. Somebody has got to step up
and say, “I am in charge, and we want you to stop filing SARs
where the yield is effectively 0 percent for law enforcement and
start filing higher”

Senator SCHATZ. Got it. Thank you.

Chairman CRAPO. Senator Warner.

Senator WARNER. Thank you, Mr. Chairman, and I appreciate
you having this. This is something I need to learn more about, and
we have got a lot of intersection with it on the Intelligence Com-
mittee side. And I was really disappointed when Senator Schatz
came in and jumped the line again, but he actually asked really
good questions.

[Laughter.]

Senator SCHATZ. You seem so surprised.

Senator WARNER. I know.

One, I am glad to see the consensus around beneficial ownership
and the need for new rules. I thought I was also hearing, similar
to what Mr. Baer has said, that, you know, we need to move from
this rules-based approach to a more collaborative approach, and ac-
tually perhaps with some of the smaller institutions shift some of
the—shift more of the data to some central point and allow that
to be analyzed.

Ms. Lowe, I think earlier on didn’t you push back on that and
felt that—I thought you made some comments that you thought
this responsibility ought to stay with the bank examiners. Could
you explain, if I heard it right?

Ms. LOWE. Sure. I actually think it is important to shift that in-
formation, you know, to, for example, FinCEN because I think they
need to be looking at that intelligence across different banks. What
are they seeing as far as trends? Where do you have certain—
again, you will have clients that have accounts at many different
banks in order to not raise suspicion, for example. So I think that
that is a really important shift, and I think it is important that
FinCEN do that.

But what is also important is the banks not be absolved of their
responsibility of doing their own analysis as well because they have
so much more information about the client and, you know, the
risks that that client may pose and what they should expect——

Senator WARNER. But how would you get at the problem of the
$100 million bank that has got seven AML individuals and only
four lenders? There has got to be some way we can move this from
the rules-based, check-the-box approach.

Ms. Lowe. Right, and I think that that has a lot to do with the
examinations. I go back to the examinations. And, you know, it is
more work for the regulators to actually accept that they cannot do
a one-size-fits-all, check-the-box approach when you have an en-
tirely risk-based system. And so that shift needs to happen, and it
will be a big one.
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Senator WARNER. Let me move to two other areas, if I can. I may
ask for an extra minute since I waited so long.

One, we are seeing all the problems with the existing system and
how we need to change and modernize machine learning and Al
I also see that back in August of 2015, FinCEN talked about ex-
tending this type of anti-money laundering activities toward reg-
istered investment advisers, and then back in 2017 there was some
motion, some need to look at bringing real estate into the fold as
well.

As these proposals around registered investment advisers,
around real estate move forward, are they being moved forward
with kind of more modern forward thinking? Or how can we avoid,
if we were to take in these two industries, simply going back to a
check-the-box type approach? If I could get each of you to quickly
address that.

Mr. BAER. Actually, I am glad you mentioned real estate because
I think one of the major reasons to support beneficial ownership
legislation is most of these companies do not establish bank ac-
counts so it is not really that much about the banks. What they do
is they put real estate in, or jewelry or art or whatever. So there
is clearly a need to expand the scope of potential money laun-
dering. You know, cryptocurrencies right now

Senator WARNER. That is what I was going to come to next.

Mr. BAER. is certainly going to be an area of great concern,
and there are a lot of other financial institution types that are not
necessarily subject to the customer due diligence rule, or if they are
subject to it, are not examined for it. So there clearly is a sense
that a lot of this is being pushed out of the largest banks and the
banks that are best able to detect bad behavior to places where it
is a little less

Senator WARNER. And how do we get that right? Having seen a
great deal of Russian activity in terms of using real estate, wearing
my other hats, how do we get that right? What is the regime that
we ought to be looking at? Since, clearly, I would think that the
real estate industry and the financial investment advisory industry
would say, oh, my gosh, look at the burden this has put on us on
the banking side, we want nothing about that. Who is doing the
best thinking, Ms. Lowe, on real estate and investment advisers?

Ms. LOWE. So on the real estate end of things, FinCEN has had
geographic targeting orders in place in Florida, California, Texas,
and New York in specific counties to have title insurers—which are
part of that industry, right?—determine the beneficial owners of
any entity that is purchasing high-value real estate and then pro-
vide that information to FinCEN.

FinCEN found that they had crossover where 30 percent of the
beneficial owners identified by those title companies, title insur-
ance companies, had SARs filed on them already by banks. So it
Eells you just the sort of saturation of what we are talking about

ere.

Apart from investment advisers, there is a list of what are called
“designated nonfinancial businesses and professions,” or DNFBPs,
that FinCEN has identified as sort of nonbanks that play a role in
access to the financial system and should have money-laundering
regimes in place that essentially require them——
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Senator WARNER. But are those industries fighting back
against—I would think they do not

Ms. Lowe. Many of them are, yes.

Senator WARNER. Let me also, since my time has expired, have
you also address—and, Mr. Baer, you raised this. You know, we are
seeing how we try to move from a rules-based system to a more col-
laborative system, but, you know, we are about to be overwhelmed
with bitcoin and other kind of cryptocurrencies. How are we pre-
paring—how is the system preparing for this whole new move-
ment? And I would love to hear briefly from each of you? With that,
I

Mr. BAER. I think we are all looking at each other on that one.
I will admit to a certain amount of bank myopia. Actually, I do not
know how this system is preparing for cryptocurrencies. I am not
sure there is a way to prepare.

Ms. LowE. I can say

Mr. BAER. Go ahead.

Ms. Lowe. So FinCEN—I am sorry, not FinCEN. FATF has actu-
ally been looking at this quite closely. The last two private sector
meetings that I attended, there were breakout sessions specifically
on this and how do we regulate in this area. You know, FinCEN
has done some regulation, and we are the first country to actually
have put some regulation with respect to cryptocurrencies in one
part of the transaction. And I think that that is a good discussion
to have with FinCEN about how effective that has been. I really
could not tell you. I think, again, I would discuss that with
FinCEN.

There have been moves to make the cryptocurrencies or the tech-
nology, et cetera, actually more anonymous. The biggest problem
with it is that you are talking about movement of funds in a very
anonymous way.

So the underlying technology of blockchain has a lot of different
potential positive uses, and because it is a closed system, that does
not allow you to go back and amend something. So you can only
amend going forward, and you have to sort of explain why you are
doing that, right?

So a lot of financial institutions are adopting the underlying
technology of blockchain for various applications, and I think that
that would actually be a really good hearing to have to understand
the difference between what is the cryptocurrencies and dangers
posed versus the technology, the underlying technology itself, and,
you know, how do we draw the line and how do we regulate in a
way that allows that technology to be used in a really positive
way—I think it can be really used in a positive way in
anticorruption as well—versus the dangers of the anonymity of the
actual currencies that are traded using that technology.

Senator WARNER. I would hope, Mr. Chairman, that we could
take a look at this and maybe get ahead of it rather than chasing
the issue after the fact.

Chairman CRAPO. Definitely, and we should.

Well, that concludes our questioning. I want to thank our wit-
nesses again for coming. Both your written and your oral testimony
has been very helpful. As you can see, there is a lot of very serious
interest in this issue on this Committee, and we will be working
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to try to find a way to improve and strengthen and make our ap-
proach to this more efficient, both in terms of the burden that is
carried by those who engage in our anti-money laundering efforts
and in terms of the results that we get in terms of achieving the
objectives.

I have a couple of quick announcements. For those Senators who
want to ask questions following the hearing, those will be due by
January 16th, Tuesday. And to the witnesses, you will probably get
some follow-on questions. I ask you to respond to them very
promptly.

With that, the hearing is adjourned. Thank you.

[Whereupon, at 11:25 a.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF GREG BAER
PRESIDENT, THE CLEARING HOUSE ASSOCIATION

JANUARY 9, 2018

Chairman Crapo, Ranking Member Brown, and Members of the Committee, my
name is Greg Baer and I am the President of the Clearing House Association and
General Counsel of the Clearing House Payments Company. Established in 1853
and owned by 25 large commercial banks, we are the oldest banking payments com-
pany in the United States, and our Association is a nonpartisan advocacy organiza-
tion dedicated to contributing quality research, analysis and data to the public pol-
icy debate.

The Clearing House is grateful that the Senate Banking Committee is holding
this hearing to review our Nation’s anti-money laundering and countering the fi-
nancing of terrorism (AML/CFT) regime.

Introduction

Our AML/CFT system is broken. It is extraordinarily inefficient, outdated, and
driven by perverse incentives. A core problem is that today’s regime is geared to-
wards compliance expectations that bear little relationship to the actual goal of pre-
venting or detecting financial crime, and fail to consider collateral consequences for
national security, global development, and financial inclusion. Fundamental change
is required to make this system an effective law enforcement and national security
tool, and reduce its collateral damage.

The U.S. AML/CFT regulatory regime, circa 2017, is a system in which banks
have been deputized to act as quasi law-enforcement agencies and where the largest
firms collectively spend billions of dollars each year, amounting to an annual budget
somewhere between that of the ATF and the FBI.1 One large bank may employ
more individuals dedicated to BSA/AML/OFAC compliance than the combined staffs
of Treasury’s Office of Terrorism and Financial Intelligence, OFAC, and FinCEN.
However, in talking to senior executives at banks large and small, their primary
concern is not how much they spend, but how much they waste. And that waste
derives from a series of perverse incentives embedded in the current system.

As an analogy, think of the collective resources of the banks as a law enforcement
agency where officers are evaluated solely based on the number of tickets they write
and arrests they make, with no consideration of the seriousness of the underlying
crimes or whether those arrests lead to convictions. Imagine further that suspension
or firing is most likely in the event that a ticket is not written or an arrest not
made, or if a resulting report is not filed in a timely manner.

To appreciate how misdirected the system has become, it’s helpful to first consider
what kind of incentives should be at its heart. From a public policy perspective, any
rational approach to AML/CFT would be risk-based, devoting the greatest majority
of resources to the most dangerous financial crimes and illicit activity. For example,
law enforcement and national security officials would prefer that banks allocate sig-
nificant resources to so-called financial intelligence units (FIUs)—basically, in-house
think tanks devoted to finding innovative ways to detect and prevent serious crimi-
nal misconduct or terrorist financing—or to following up on high-value suspicious
activity reports; or SARs.

Unfortunately, our AML/CFT regulatory system is focused elsewhere. Large banks
have been pushed away from risk-based approaches, because their performance is
not graded by law enforcement or national security officials, but rather by bank ex-
aminers, who do not know of or consider their successes. 2 Instead, those examiners
focus on what they know and control: policies, procedures, and quantifiable
metrics—for example, the number of computer alerts generated, the number of
SARs filed, and the number of compliance employees hired. This means that a firm
can have a program that is technically compliant, but is not effective at identifying
suspicious activity, or is producing adverse collateral consequences. The converse is
also true (and frequently true in practice).

1See PwC Global Anti-Money Laundering available at hitp:/ /www.pwe.com /gx/en/services/
advisory [ consulting | forensics [ economic-crime-survey | anti-money-laundering.html (“According to
new figures from WealthInsight, global spending on AML compliance is set to grow to more than
$8 billion by 2017”); FBI FY2017 Budget Request at a Glance available at https://
www.justice.gov [jmd/file /822286 | download; ATF FY2017 Budget Request at a Glance avail-
able at htips:/ /www.justice.gov [ jmd /file /822101 | download.

2See article by Bob Werner and Sabreen Dogar, “Strengthening the Risk-Based Approach”,
in TCH Q3 2016 Banking Perspectives issue; available at: https:/ /www.theclearinghouse.org /[ re-
search | banking-perspectives /2016 / 2016-q3-banking-perspectives [ strengthening-the-rba.
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As a result, we have banks filing SARs that are in less than 10 percent of cases
followed up on in any way. For certain categories of SARs, the yield is close to O
percent. Meanwhile, given the draconian consequences of missteps and prohibitively
high cost of compliance, banks are exiting regions or businesses categorized by regu-
lators as high risk.

Specific Problems With the Status Quo

Background. The BSA/AML regime is primarily codified in the Bank Secrecy Act
(BSA), enacted in 1970 and amended periodically since then. The Act requires finan-
cial institutions to keep certain records and make certain reports to the Govern-
ment, including reports on cash transactions greater than $10,000. In the 1990s, the
law was amended to require financial institutions to detect and report their cus-
tomers’ “suspicious” transactions. Finally, in 2001, the USA PATRIOT Act amended
the BSA and imposed additional requirements on financial institutions to, among
other things, verify and record information relating to the identity of their cus-
tomers; and conduct enhanced due diligence on correspondent banks, private bank-
ing clients and foreign senior political figures.

Congress granted authority to implement the BSA to the Secretary of the Treas-
ury, thereby designating an agency with both financial and law enforcement exper-
tise as its administrator.3 The Secretary in turn delegated most of these functions
to FinCEN. The Secretary was also given authority to examine financial institutions
for BSA compliance, which Treasury then delegated to various regulators according
to institution type.* This has resulted in a regime where banking agency examiners,
with their safety-and-soundness focus, evaluate the BSA/AML policies, procedures,
and processes at the institutions they supervise, while Treasury and law enforce-
ment officials use the information supplied by financial institutions to mitigate do-
mestic and international illicit finance threats. 5

SAR Filings. A key obligation of banks under the current BSA reporting regime—
and the key area of focus by bank examiners—is the filing of SARs. The current
SAR reporting regime went into effect in April 1996 as a way for banks to provide
leads to law enforcement. The process typically begins with an alert generated by
a bank’s monitoring system, with a SAR filed in the event that investigation deter-
mines that the activity is suspicious. For example, negative media reports on an ex-
isting bank customer could trigger an alert, prompt an investigation by a bank com-
pliance department, and result in a SAR filing.

In the current regulatory and enforcement climate, bank compliance officers have
powerful incentives to trigger as many alerts and file as many SARs as possible,
because those metrics demonstrate a quantifiable culture of compliance. (There ap-
pears to be no case of a bank being sanctioned for filing spurious SARs.) And even
where no grounds for a SAR filing are found, financial institutions can also spend
a significant amount of time documenting, for review by their examiners, why they
closed an alert without filing a SAR.

What gets measured gets done, and providing valuable intelligence to law enforce-
ment or national security agencies does not get measured; writing policies and pro-
cedures and filing SARs does. So, almost two million SARs are filed per year.®
Worse yet, SAR filing rules and metrics fail to consider the relative severity of the
offense. SAR dollar thresholds have not changed in 21 years, and there is no dollar
threshold for so-called insider abuse (say, a teller stealing a small amount of
money).” No Federal law enforcement agency would ever prosecute the large and

3See 31 U.S.C. 5318(a)(2) and (h)(2). As recently as 2014, the Secretary delegated that au-
thority to FinCEN. See Treasury Order 108-01 (July 1, 2014).

4See 31 CFR §1010.810(b).

5As in other areas, regulators have imposed requirements through guidance or manuals that
are not published for comment, and can conflict with valid FinCEN rules. See TCH letter to
the Federal banking agencies, “Appropriate Implementation of FinCEN’s Customer Due Dili-
gence Rule”, (December 14, 2017); available at https://www.theclearinghouse.org//media/
TCH | Documents | TCH%20WEEKLY /2017 |
%2020171214 TCH Letter CDD Rule Implementation.pdf. See also The Clearing House
Letter to FinCEN, Re: RIN 1506-AB15—Advance Notice of Proposed Rulemaking on Customer
Due Diligence Requu‘ements for Financial Institutions (June 11, 2012); available at hitps://
www.theclearinghouse.org | -  media/files | association%20documents%202/
20120611%20tch%20comments%200n%20customer%20due%20diligence.pdf.

6See “SAR Stats”, available at https / /www.fincen.gov / fecn | Reports | SARStats. The total
number of SARs filed in 2017 was 1,867,269.

7See 12 CFR 208.62, 211.5(k), 211. 24(1") and 225.4(f) (Board of Governors of the Federal Re-
serve System) (Federal Reserve) 12 CFR 353 (Federal Deposit Insurance Corporation) (FDIC)
12 CFR 748 (National Credit Union Administration) (NCUA) 12 CFR 21.11 and 12 CFR 163.180
(Office of the Comptroller of the Currency) (OCC) and 31 CFR 1020.320 (FinCEN) for Federal
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growing majority of offenses to which SAR filings relate, and this is one reason the
“yield” on SARs is generally reported to be well under 10 percent, and close to 0
percent for many types of SARs.

In practice, almost all banks hire one of a handful of vendors who construct rules
for generating alerts: for example, three cash deposits between $5,000 and $10,000
in a 3-week period, or a wire transfer over $1,000 to a high-risk country (Mexico,
for example). These crude rules generate numerous alerts, and bank investigators
must then clear the alert or file a SAR. And examiners will be critical if the thresh-
olds for a given bank are set at a level that does not generate a large number of
alerts; so, in the event that a $1,000 threshold is not generating many alerts, the
bank may be told to lower the threshold to $250, or even $0. Of course, it is widely
understood that sophisticated criminals know these rules, as the software is for sale
and widely distributed, and its rules do not change much over time.

Consider the potential for revolutionary change that artificial intelligence there-
fore presents. Al does not search for typologies but rather mines data to detect
anomalies. It gets progressively smarter; it would not be easily evaded; and different
banks with different profiles would end up producing different outcomes. The cur-
rent system is not progressing from typology to anomaly, however, because there
has been no signal whatsoever from the regulatory agencies that dollars can be
shifted from the existing, rules-based system to a better one.

To be clear, this is not a criticism of bank examiners, but rather of the role the
current system forces them to play. From a political and personal risk perspective,
they are in a no-win situation. On the one hand, they are excluded when the bank
they examine is pursuing real cases with law enforcement, national security or in-
telligence community officials, and therefore receive no credit when those cases are
successful. But if something goes wrong—if a corrupt official or organization turns
out to be a client of the bank they examine—the examiner faces blame. Thus, from
an examiner and banking agency perspective, the only possible safe harbor is to de-
mand more policies and procedures, ensure that a lot of alerts are generated and
SARs filed, and encourage the bank to investigate exhaustively any client deemed
high risk. While all other aspects of banking—for example, credit risk manage-
ment—have risk appetites and tolerances, for AML/CFT, there is none. And because
banks know that the easiest way to get in trouble is to fail to file a SAR when exam-
iners subsequently determine they should have, they probably spend more time doc-
umenting decisions not to file SARs—papering the file—than they do following up
on SARs they do file. In other words, they are incentivized to follow the noise, not
the signal.

Enforcement trends have only served to exacerbate the impact of the perverse in-
centives underlying our system; AML/CFT-related fines on U.S. banks have in-
creased exponentially over the past 5 years. Certainly, there have been some egre-
gious cases where enforcement action was warranted, but many enforcement actions
taken involve no actual money laundering. Rather, they are based on a banking
agency finding that an insufficient number of alerts were being generated by bank
systems or that not enough SARs were filed. But the primary problem with this en-
forcement history is not the size and number of fines that are imposed periodically,
but rather how those fines and accompanying consent orders incentivize financial
firms to allocate their AML/CFT resources. Such orders uniformly result in the hir-
ing of more compliance personnel, the retention of consultants, the drafting of more
policies and procedures, and the direct involvement of the board of directors, with
resources reallocated to those functions, and away from more proactive ones.

Derisking. Nowhere is this set of perverse incentives more clear than in the push
for banks to eliminate clients in countries or industries that could end up creating
political risk to examining agencies. A recent set of articles in The Economist details
the unfortunate consequences that the misalignment in AML/CFT expectations and
standards has created as financial institutions have worked to balance fear of en-
forcement and supervisory expectations with the AML compliance costs of maintain-
ing a global business. As the writers note, “[d]erisking chokes off financial flows that
parts of the global economy depend on. It undermines development goals such as
boosting financial inclusion and strengthening fragile States. And it drives some
transactions into informal channels, meaning that regulators become less able to
spot suspicious deals. The blame for the damage that derisking causes lies mainly

SAR regulations. The SAR requirement became effective April 1, 1996, and dollar thresholds
have not been raised since.
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with policymakers and regulators, who overreacted to past money-laundering scan-
dals.”8

The causes of derisking are clear: the systems, processes, and people required to
manage examiner expectations for clients deemed to be of “higher risk”, are ex-
tremely costly. For example, a bank may prepare a lengthy report on a customer
only to be criticized for not further documenting the grounds on which it decided
to retain the customer. Institutions are therefore required to make difficult deci-
sions, because it is often times too expensive to build out this infrastructure to sup-
port higher risk accounts. And this does not even include the risk of massive fines
and reputational damage in the event a customer designated high-risk actually com-
mits a criminal act.

Similarly, domestically, banks of all sizes report that customer due diligence
(CDD) requirements have dramatically increased the cost of opening new accounts,
and now represent a majority of those costs. Of course, disproportionate and height-
ened account opening requirements make low-dollar accounts for low- to moderate-
income people much more difficult to offer and price. While the connection is not
immediately apparent, AML/CFT expense now is clearly an obstacle to banking the
unbanked, and a reason that check cashers and other forms of high-cost, unregu-
lated finance continue to prosper. The problem, of course, is that bank examiners
and Federal prosecutors seeking record fines do not internalize those costs. And
those in the Government who do internalize those costs play no role in examining
the performance of financial institutions.

To put some numbers to the issue, one AML director recently testified that his
firm employs 800 individuals worldwide fully dedicated to AML/CFT compliance, de-
tection and investigation work, as well as economic sanctions compliance.® Today,
a little over half of these people are dedicated to finding customers or activity that
is suspicious. The remainder—and the vast majority of employees dedicated to these
efforts in the business and operations teams that support the firm’s AML program—
are devoted to perfecting policies and procedures; conducting quality assurance over
data and processes; documenting, explaining and governing decisions taken relating
to their compliance program; and managing the testing, auditing, and examinations
of their program and systems.

The Great Opportunity Being Lost

This lack of focus on the goals of the system is especially disheartening in an age
in which emerging technology has the potential to make the AML/CFT regime dra-
matically more effective and efficient. One of the most pressing needs in enhancing
the U.S. regime is to enable financial institutions to innovate their anti—-money
laundering programs and coordinate that innovation with their peers. As noted
above, artificial intelligence (AI) and machine learning could revolutionize this area,
and banks continue to discuss various concepts for greater sharing of information.
When the SAR requirement (and its predecessor the criminal referral form) was
first implemented, relatively few reports were filed, and each SAR was read by
someone in law enforcement. Now, with banks and other financial institutions em-
ploying tens of thousands of people and using computer monitoring to flag poten-
tially suspicious activity, almost two million SARs are filed per year.1° Law enforce-
ment generally reads SARs only if they are specifically flagged by the institution,
or if a word search identifies it as relevant to an existing investigation.

Thus, the role of a SAR in law enforcement has changed completely, which is not
necessarily a bad development. Because so much more data is available, there is ex-
traordinary potential for the use of Al and machine learning to improve the system,
as previously described. But there are obstacles. Al strategies require feedback
loops, which do not exist in the current system. In addition, there are barriers to
cross-border information sharing of suspicious activity for global financial institu-

8See “The Great Unbanking: Swingeing Fines Have Made Banks Too Risk-Averse”, The Econ-
omist, July 6, 2017, available at https://www.economist.com /news/leaders/21724813-it-time-
rethink-anti-money-laundering-rules-swingeing-fines-have-made-banks-too-risk-averse. See also
“A Crackdown on Financial Crime Means Global Banks Are Derisking”, The Economist, July 8,
2017, available at https:/ /www.economist.com/news /international/21724803-charities-and-
poor-migrants-are-among-hardest-hit-crackdown-financial-crime-means.

9This number does not include other employees dedicated to anti—-money laundering or eco-
nomic sanctions compliance in Bank of America’s lines of businesses, operations or technology
teams. The over 800 employees in Global Financial Crimes Compliance at Bank of America is
greater than the combined authorized full-time employees in Treasury’s Office of Terrorism and
Financial Intelligence (TFI) and the Financial Crimes Enforcement Network (FinCEN).

10 SAR Stats, supra n. 6.
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tions. 11 As noted above, resources are trapped elsewhere and several AML execu-
tives have reported that efforts to construct novel approaches to detecting illegal be-
havior have resulted in examiner criticism. Examiners have now also begun apply-
ing to bank AML models the same model risk governance rules they adopted for
capital measurement, even though models are much more dynamic and have no fi-
nancial reporting consequence; as a result, it now takes months, as opposed to
weeks, to change an AML model to capture new behaviors, which serves as a major
disincentive to innovation. 12

In sum, banks will be reluctant to invest in systems unless someone in the Gov-
ernment can tell them that such systems will meet the banking examiners’ expecta-
tions, and can replace old, outdated methods—in other words, that they will be re-
warded, not punished, for innovation. Until then, we have a database created for
one purpose and being used for another.

To get a sense of the potential for improvement, note that one bank has publicly
reported that it receives follow-up requests from law enforcement on approximately
7 percent of the SARs it files, which is consistent with other reports we have re-
ceived. More importantly, for some categories of SARs—structuring, insider abuse—
that number is far lower, approaching 0 percent. But no one can afford to stop filing
SARs in any category, because examination focuses on the SAR that was not filed,
not the quality or importance of the SAR that was filed.

Furthermore, in resolving this issue, we also must deal with the “last piece of the
puzzle” problem. Law enforcement will report anecdotally that it sometimes finds
a low-dollar SAR of use as part of a larger investigation—not as a lead but as the
last piece in a large puzzle. However, it is important to consider the opportunity
cost of that SAR—the resources necessary to produce it, and whether those re-
sources, if allocated elsewhere, would produce the first piece in a more important
puzzle. As an analogy, if law enforcement rigorously enforced jaywalking rules, it
would occasionally capture a wanted fugitive, but no one would consider that a good
use of finite law enforcement resources. Again, a core problem with the current re-
gime is that there is an absence of leadership making choices like these.

The Beginning of a Solution

In early 2017, TCH issued a report offering recommendations on redesigning the
U.S. AML/CFT regime to make it more effective and efficient. This report reflects
input from a wide range of stakeholders, including foreign policy, development and
technology experts. 13

The most important recommendation in the report is for the Department of the
Treasury to accept—or, better yet, claim—responsibility for the system. That in-
cludes convening on a regular basis the end users of SAR data—law enforcement,
national security and others affected by the AML/CFT regime including the State
Department—and setting goals and priorities for the system. Treasury is uniquely
positioned to balance the sometimes conflicting interests relating to national secu-
rity, the transparency and efficacy of the global financial system, the provision of
highly valuable information to regulatory, tax and law enforcement authorities, fi-
nancial privacy, financial inclusion, and international development.

Such a process has a clear precedent. The National Security Strategy (NSS) is a
document prepared periodically by the National Security Council (NSC) for submis-
sion to Congress which outlines the major national security concerns of the United
States and how the Administration plans to deal with them. The strategy is devel-
oped by the NSC through an iterative, interagency process to help resolve internal
differences in foreign policy/national security agendas and effectively communicate
priorities to a number of different audiences. There’s also the National Intelligence
Priorities Framework (NIPF), which is used to establish national priorities for the

11See TCH and FSR letter to the Treasury on its “Review of Regulations”, (“2017 Joint
Trades Letter to Treasury on Review of Regulations”) July 31, 2017, available at https://
wwuw.theclearinghouse.org [ sitecore [ content [ tch | home | issues | articles /2017 /07 |
20170731%20tch%20and%20fsr%20comment%200n%20fincen%20and %200fac%20regulations.

121

13 See The Clearing House, “A New Paradigm: Redesigning the U.S. AML/CFT Framework To
Protect National Security and Aid Law Enforcement”, (TCH AML/CFT Report) (February 2017),
available at https:/ /www.theclearinghouse.org/ | media/TCH | Documents/ TCH%20WEEKLY /
2017/20170216 TCH Report AML CFT Framework Redesign.pdf. See also TCH press
release “The Clearing House Publishes New Anti-Money Laundering Report”, (February 16,
2017), available at https: | |www.theclearinghouse.org [ press-room [ in-the-news /
29170216%20tch%20aml%20cft%20report.
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intelligence community. 14 We believe that measurable outcomes or goals should be
clearly and specifically defined for each component of our Nation’s AML/CFT regime
(including the anti-money laundering programs in financial institutions), and then
agreed upon ways to measure the achievement of those outcomes or goals should
be set and reported. From these outcomes or goals, priorities should be set regularly
for the AML/CFT regime and promptly revisited when new risks emerge. We believe
this is the best way to build a regime that is ultimately effective in achieving the
desired outcome of a robust and dynamic national AML/CFT regime that can effi-
ciently and quickly adapt to address new and emerging risks. For financial institu-
tions, we believe that such an exercise would change the focus from technical com-
pliance with regulations or guidance, to building anti—-money laundering programs
that achieve the clearly articulated desired and measurable outcomes or goals of the
regime. And we believe that setting measurable outcomes or goals, and then track-
ing progress to the achievement of these goals, is the best way to build anti—-money
lz;‘}lndering programs and a national AML/CFT regime that are both effective and
efficient.

Reform must also recognize that of the roughly one million SARs filed annually
by depository institutions (banks and credit unions), approximately half are filed by
only four banks. Whereas a small to mid-sized bank might file a handful of SARs
per year, the largest banks file roughly one SAR per minute. These are the same
banks that are internationally active, and therefore present almost all of the most
difficult policy questions with respect to derisking. Certainly, reform is warranted
for smaller firms, where the cost of filing that handful of SARs is wildly dispropor-
tionate to its benefit. But if the goal is to catch dangerous criminals, 1dentify ter-
rorist activity, and reduce collateral damage to U.S. interests abroad, FinCEN need
focus its examination energy on only a very few firms. This creates an extraordinary
opportunity.

We estimate that an examination team of only 25-30 people at FinCEN could rep-
licate the existing work of the Federal banking agencies and the IRS (for the largest
MSBs) at the largest, most internationally active institutions. More importantly, a
dedicated FinCEN exam team for this small subset of large institutions could re-
ceive appropriate security clearances, meet regularly with end users and other af-
fected parties, receive training in big data and work with other experts in Govern-
ment. They in turn would be supervised by Treasury officials with law enforcement,
national security, and diplomatic perspectives on what is needed from an AML/CFT
program—not bank examiners with no experience in any of those disciplines. And
when FinCEN turned to writing rules in this area, it would do so informed by its
experience in the field. It would see the whole battlefield, and promote innovative
and imaginative conduct that advanced law enforcement and national security inter-
ests, rather than auditable processes and box checking.

Remarkably, this arrangement is exactly what Congress intended and authorized.
In the Bank Secrecy Act, Congress granted FinCEN, not the banking agencies, au-
thority to examine for compliance. However, over 20 years ago, FinCEN delegated
its supervisory authority to the Federal banking agencies, while retaining enforce-
ment authority. At the time the delegation was made, FinCEN’s decision was log-
ical, even inevitable. The agency had few resources, and insufficient knowledge of
the banking system. Furthermore, the Nation had over 10,000 banks, and those
banks were more alike than different.15 Restrictions on interstate banking meant
that there were no truly national banks, and U.S. banks generally were not inter-
nationally active. As a result, there was no real basis by which FinCEN could have
distinguished among banks. Given the choice between supervising 10,000 banks or
none, it logically chose none, effectively sub-contracting its statutory duties in this
area to the banking agencies. 16

Importantly, the benefits of a FinCEN examination function would extend well be-
yond the handful of banks it examined. Priorities set and knowledge learned could
be transferred to regulators for the remaining financial institutions. And innovation
started at the largest firms, with encouragement from FinCEN, would inevitably

14See Intelligence Community Directive Number 204—“Roles and Responsibility for the Na-
tional Intelligence Priorities Framework”, (September 13, 2007); available at https://
www.dni.gov /files | documents /ICD /[ ICD  204.pdf.

15 See “Commercial Banks in the U.S., Economic Research of the Federal Reserve Bank of St.
Louis” available at https:/ /fred.stlouisfed.org /series| USNUM.

16In addition, in 1986, Congress granted the Federal banking agencies authority to prescribe
regulations requiring banks to comply with the Bank Secrecy Act, and examine for such compli-
ance. See 31 CFR §1010.810. As the rule notes “[o]verall authority for enforcement and compli-
ance, including coordination and direction of procedures and activities of all other agencies exer-
cising delegated authority under this chapter, is delegated to the Director, FinCEN.” Id.
§1010.810(a). See also 12 U.S.C. §1818(s).
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benefit smaller firms. The result of FinCEN assuming some supervisory authority
would be a massive cultural change, as the focus shifted to the real-world effective-
ness of each institution’s AML/CFT program, rather than the number of SARs filed
or number of policies written. That change would start with those banks under sole
FinCEN supervision, but would eventually spread to all institutions.

(In that regard, I testified last year alongside a community banker who reported
that his three-branch bank has four lending officers—and six AML compliance offi-
cers. 17 While my testimony has focused on challenges faced by the largest banks,
the AML/CFT regime is no more rational when imposed on the smallest.)

Relatedly, TCH recommends that Treasury undertake a review of the BSA/AML
reporting regime to ensure information of a high degree of utility is reported to law
enforcement as well as encourage the exchange of AML/CFT information between
the Government and the private sector as well as between and among financial in-
stitutions. We applaud FinCEN’s recently announced “Exchange” program which
aims to strengthen public—private sector AML/CFT information sharing by con-
vening regular briefings between FinCEN, law enforcement and institutions. Such
sharing not only makes financial institutions’ programs more effective and efficient,
it assists in focusing their resources on important matters.

Finally, one important change to the current system that requires new legislation
is ending the use of shell companies with anonymous ownership. Here, the United
States trails the rest of the world, and has been criticized by the Financial Action
Task Force for being a shelter for criminals or kleptocrats seeking to launder money
by adopting the corporate form and cloaking their ownership. 18 There may be valid
reasons why corporate owners would want to keep their ownership secret from the
broader public; however, it is difficult to imagine a valid reason why corporate own-
ers would want to keep their ownership secret from the State incorporating them,
law enforcement, and a financial institution that is legally obligated to determine
that ownership in the exercise of its BSA/AML obligations. The Clearing House
strongly urges Congress to adopt such legislation promptly, and is pleased to see
bicameral, bipartisan support for it.

In conclusion, I thank you for inviting me today and focusing Congressional atten-
tion on such an important topic. I look forward to your questions.

PREPARED STATEMENT OF DENNIS M. LORMEL

PRESIDENT AND CHIEF EXECUTIVE OFFICER, DML ASSOCIATES, LLC, AND FORMER
CHIEF, FBI FINANCIAL CRIMES PROGRAM

JANUARY 9, 2018

Good morning Chairman Crapo, Ranking Member Brown, and distinguished
Members of the Committee. Thank you for the opportunity to testify before you
today. My name is Dennis M. Lormel. I have been engaged in the fight against
money laundering, financial crimes, terrorist financing and other forms of illicit fi-
nance for 45 years. I served in the U.S. Government for 31 years, 28 of which I
served as a Special Agent in the Federal Bureau of Investigation (FBI). I amassed
extensive investigative experience in complex and labor intensive financial inves-
tigations as a street agent, first line supervisor, middle manager, and senior execu-
tive. In 2000, I was promoted to Chief of the Financial Crimes Section, in the FBI's
Criminal Division. Following the terrorist attacks of September 11, 2001, I formu-
lated, established and led the Terrorist Financing Operations Section (TFOS) within
the FBI’s Counterterrorism Division. During my FBI career, I was the direct bene-
ficiary of Bank Secrecy Act (BSA) data to include currency transaction reports
(CTRs) and suspicious activity reports (SARs). I experienced firsthand the value
BSA data brought to investigations. This was especially true after 9/11. One of our
important initiatives was a datamining project which included SAR reporting. For
the past 14 years, I have been a consultant, primarily working in the financial serv-
ices industry, in the anti—-money laundering (AML), terrorist financing and financial
crimes prevention community. In this capacity, I have worked with private sector
clients to improve the effectiveness and efficiency of BSA reporting.

My Government investigative and private sector consulting experience has pro-
vided me a unique opportunity to understand and appreciate two very distinct per-

17See Testimony of Lloyd DeVaux before the House Financial Services Committee Sub-
committee on Financial Institutions and Consumer Credit, June 28, 2017, available at hétps://
financialservices.house.gov | uploadedfiles | hhrg-115-bal5-wstate-ldevaux-20170628.pdf.

18 See FATF Anti—-money laundering and counterterrorist financing measures, Mutual Evalua-
tion of the United States (December 2016) at 18 available at ht¢tp:/ /www.fatf-gafi.org | media/
fatf/documents/reports  mer4 | MER-United-States-2016.
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spectives regarding the BSA. Two of the principal stakeholders of the BSA are law
enforcement and financial institutions. Putting this in the context of the flow and
utilization of financial information, law enforcement is the back end user and bene-
ficiary of BSA data. Financial institutions serve as the front end repository and cus-
todian of financial intelligence. Financial institutions also serve the critical function
of being the monitor for identifying and reporting suspicious activity and other BSA
data to law enforcement. Simply put, law enforcement uses BSA data to predicate
or enhance investigations from a tactical standpoint. Law enforcement also uses
BSA data for strategic purposes. From a simplistic standpoint, the flow of BSA data
that is continuously filtered to law enforcement is invaluable. When you layer the
complexities of regulatory compliance requirements over the monitoring and fil-
tering process financial institutions must follow, the effectiveness and efficiency of
gSA é'eporting from the front end monitor to the back end beneficiary, becomes
awed.

My point is that the BSA system is not broken. The system is fraught with many
inefficiencies but it works. Law enforcement consistently receives valuable intel-
ligence from BSA data. The challenge is that the BSA system can and should be
much more effective and efficient. In this context, I applaud the Committee for dedi-
cating the time to assess the effectiveness and efficiency of BSA enforcement and
considering reform measures to strengthen BSA reporting requirements.

T’d like to take the opportunity to commend the Clearing House for having issued
their report in February 2017 “A New Paradigm: Redesigning the U.S. AML/CTF
Framework to Protect National Security and Aid Law Enforcement”. I believe the
report is a good point of reference to initiate discussion for reform consideration. I
laud the Clearing House for recognizing the importance of including all stakeholders
in the discussion. I was not involved in the two symposiums held to formulate the
report. One concern I have about the report is the actual extent to which law en-
forcement was included as a contributing stakeholder. In my view, law enforcement
is the most important stakeholder because the BSA was intended to assist law en-
forcement. When the report was issued, I contacted then current law enforcement
executives in positions like I held and none were included in the deliberations. I en-
courage the Committee to include a variety of active and former law enforcement
executives in your ongoing dialogue and efforts to strengthen the BSA.

The BSA was passed in 1970 with the legislative purpose of generating reports
and records that would assist law enforcement in following the money and devel-
oping prosecutable criminal cases. Since passage of the BSA, additional legislation
has periodically been enacted to enhance regulations. Most notably, passage of the
USA PATRIOT Act established a host of new measures to prevent, detect, and pros-
ecute those involved in money laundering and terrorist financing. Going forward, de-
liberations to enhance the BSA should focus on systemic vulnerabilities, evolving
technology, emerging trends and opportunities to leverage public and private part-
nerships and information sharing with an eye on continuing to enhance law enforce-
ments investigative ability.

As noted in the introduction of the BSA, “the implementing regulations under the
BSA were originally intended to aid investigations into an array of criminal activi-
ties, from income tax evasion to money laundering. In recent years, the reports and
records prescribed by the BSA have also been utilized as tools for investigating indi-
viduals suspected of engaging in illegal drug and terrorist financing activities. Law
enforcement agencies have found CTRs to be extremely valuable in tracking the
huge amounts of cash generated by individuals and entities for illicit purposes.
SARs, used by financial institutions to report identified or suspected illicit or un-
usual activities are likewise extremely valuable to law enforcement agencies”. This
statement is a true reflection of BSA reporting. However, there is a troubling back
story about perceived regulatory expectations that have resulted in systemic ineffi-
ciencies.

Regardless of the extent or effectiveness of BSA regulations, criminals and terror-
ists must use the financial system to raise, move, store and spend money in order
to sustain their illicit operations and enterprises. The reality is that no matter how
robust an anti-money laundering (AML) program is, it cannot detect all suspicious
activity. The BSA standard is that financial institutions maintain AML programs
that are reasonably designed to detect and report suspicious activity. One of the reg-
ulatory challenges confronting financial institutions today is the question: What con-
stitutes a reasonably designed AML program? Regulatory expectations, either real
or perceived, have caused financial institutions to lose sight of the purpose of BSA
reporting and have consequently led to many of the systemic inefficiencies of BSA
reporting.

In using the financial system, criminals and terrorists are confronted with distinct
contrasts. On one hand, the financial system serves as a facilitation tool enabling
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bad actors to have continuous access to funding. On the other hand, the financial
system serves as a detection mechanism. Illicit funds can be identified and inter-
dicted through monitoring and investigation. Financing is the lifeblood of criminal
and terrorist organizations. At the same time, financing is one of their major
vulnerabilities. At the basic core level of the front end and back end data process
flow, BSA reporting works and is more apt to serve as the intended detection mech-
anism. The more convoluted and distracting the regulatory process becomes, the
greater the likelihood that the financial system serves as a facilitation tool for crimi-
nals and terrorists.

There are a number of vulnerabilities or high risk areas in the financial system
that criminals and terrorists exploit. I categorize them as criminal activity and fa-
cilitation tools bad actors use to exploit their ill-gotten gains derived from their
criminal activity. The biggest crime problems we encounter include fraud and money
laundering. Most criminal activity, other than select violent crimes, includes ele-
ments of fraud and money laundering. Drug trafficking, human trafficking, corrup-
tion, and other crimes contain elements of fraud and require money laundering.
Some of the more significant facilitation tools include wire transfers, correspondent
banking, shell companies (beneficial ownership), illegal money remitters (informal
value transfer systems), non-Government organizations, credit and debit cards, and
electronic mechanisms. In my experience, one of the biggest areas of vulnerability
in the financial system is identifying illegal money remitters.

One facilitation tool that consistently garners Congressional attention is the issue
of beneficial ownership. Year after year, potential bills are introduced regarding
beneficial ownership. I strongly encourage the Committee to consider beneficial own-
ership legislation as an enhancement to the BSA. Throughout my law enforcement
career, I dealt with the challenge of shell companies and identifying true beneficial
owners. Based on my experience, I believe beneficial ownership should be required
by Secretaries of States, at the point of incorporation. On May 11, 2016, the Finan-
cial Crimes Enforcement Network (FinCEN) issued Customer Due Diligence Re-
quirements for Financial Institutions (the COD Rule). The rule strengthens existing
customer due diligence (CDD) requirements and requires banks to identify and
verify the beneficial owners of legal entity customers. Financial institutions are in
the process of implementing COD requirements. If identification of beneficial owner-
ship were required at point of incorporation, the burden on financial institutions
would be lessened.

Regarding the BSA, it is important that all stakeholders be engaged in the discus-
sion and deliberation to improve the effectiveness and efficiency of BSA reporting
and enforcement. More importantly, all stakeholders should be involved in breaking
down real or perceived regulatory impediments. In each of our areas of responsi-
bility, all BSA stakeholders should strive to exploit the financial vulnerability of
criminals and terrorists by ensuring the financial system serves as a detection
mechanism disrupting illicit funding flows. Although the BSA system works, it is
flawed and lacks the effectiveness and efficiency it was intended to achieve.

The starting point toward improving the effectiveness and efficiency of BSA re-
porting is to improve the current system through building meaningful and sustain-
able public and private sector partnerships beginning with BSA stakeholders, in-
cluding the financial services industry, regulators, policy makers, sanctioning au-
thorities, intelligence experts, law enforcement, legislatures and other stakeholders.
We need to start by improving the efficiencies of our current system by breaking
down impediments. We then need to determine what enhancements to regulations
should be considered.

Building meaningful and sustainable partnerships begins with understanding per-
spectives. Each stakeholder partner possesses a perspective based on their profes-
sional responsibilities and experience. Each of our perspectives will be somewhat
unique. Understanding and blending the perspectives of our partners will enable us
to establish a middle ground to improve or build efficiencies upon. As this process
evolves, we can leverage the capabilities and capacity of our partners. This type of
evolution sets the stage for developing innovative ideas and proactive measures.

One of the inherent disadvantages we have in our financial system and AML envi-
ronment is that we are reactive. Criminals and terrorists have the advantage of
being proactive. Our ability to add innovative ideas and proactive measures to an
otherwise reactive system can achieve impactful investigative results. In fact, there
have been recurring innovative and proactive law enforcement investigations. I
speak from firsthand experience when I talk about developing proactive techniques.
I can point to specific proactive law enforcement initiatives following 9/11 that were
the direct result of innovative public and private sector partnerships. My emphasis
here is we can be innovative within the current framework. We can also improve
the current landscape through enhancements to encourage and/or incentivize inno-
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vation. For example, financial institutions conduct baseline transaction monitoring
to alert to anomalies that can lead to identification of suspicious activity. By devel-
oping rule sets and scenarios that are targeted to specific transactions or financial
activity, we are more likely to identify specific or targeted suspicious activity regard-
ing specific crime problems such as human trafficking. Financial institutions are re-
luctant to employ targeted monitoring initiatives because of concern for the poten-
tial regulatory expectations or other perceived impediments such innovative think-
ing could incur.

Included as an attachment to my testimony is an article I wrote in 2011 for publi-
cation by the Association of Certified Anti—-Money Laundering Specialists (ACAMS)
titled “Perspectives. Partnerships and Innovation”. As an example of innovative and
proactive targeted monitoring, the article details the public and private partnership
of a special AML investigative team at JPMorgan Chase (JPMC) in 2009, with
Homeland Security Investigations (HSI), Immigration and Customs Enforcement
(ICE). I provide extensive training to the financial services industry regarding AML,
terrorist financing, fraud, investigations, suspicious activity reporting and related
topics. I frequently site the JPMC and ICE collaboration as one of the best models
for partnerships and innovation. One of the accomplishments of this collaboration
was the effective and efficient use of BSA data based on targeted monitoring against
human trafficking. The attached article also provides a sense of leveraging perspec-
tive and, the regulatory and collateral challenges financial institutions face by en-
deavoring to be innovative.

As an extension of public and private partnerships, we should consider how to im-
prove information sharing. The PATRIOT Act provided us with information sharing
vehicles such as Section 314(a) where financial institutions can share financial in-
formation with law enforcement and Section 314(b) where financial institutions can
share information with each other. Efforts should be made to enhance Section 314
information sharing in the current environment. In addition, any proposed enhance-
ments to the BSA should consider additional information sharing mechanisms. The
more we can do to enhance information sharing, the more meaningful information
will be for law enforcement and the more detrimental to criminals and terrorists.
During their plenary session in June 2017, the Financial Action Task Force (FATF)
stressed the importance of information sharing to effectively address terrorist fi-
nancing. I have always been a huge proponent of information sharing to the extent
legally allowable.

One of the most productive examples of public and private sector partnership, and
information sharing, is the Joint Money Laundering Intelligence Task Force
(JMLIT) in the United Kingdom (U.K.). JMLIT was formed by the Government Na-
tional Crimes Agency (NCA) in partnership with the financial sector to combat high
end money laundering. JMLIT was established as a business-as-usual function in
May 2016. It has been developed with partners in Government, the British Bankers
Association, law enforcement and more than 40 major U.K. and international banks.
I'm hopeful that the U.S. can assess and work through information sharing and pri-
vacy concerns in order to replicate the U.K. JMLIT model.

With respect to terrorist financing, any legislative enhancement to the BSA
should consider facilitating obtaining security clearances for select financial institu-
tion personnel. In most instances, law enforcement is precluded from sharing classi-
fied information with financial institutions. If financial institutions had select per-
sonnel with a security clearance and they could gain access to select classified infor-
mation, they would be able to either search for specific financial information or es-
tablish targeted monitoring initiatives to identify specific financial intelligence that
would be meaningful to classified or otherwise sensitive counterterrorism investiga-
tions.

Throughout my career, I have worked closely with financial institution AML and
fraud compliance professionals. I have the utmost respect for their dedication and
commitment to protecting the integrity of their financial institutions and for identi-
fying the misuse of the financial system by bad actors. Next to my former law en-
forcement colleagues, I hold my friends in AML and fraud compliance in the highest
regard. It is important to note that the BSA shortcomings we face are systemic
problems caused by multiple factors and not by groups of individuals. One of the
positive trends evolving within financial institutions, in part, founded on the dedica-
tion factor of AML professionals that I complimented, is the formation of financial
intelligence units and/or special investigations teams established to deal with ter-
rorist financing and emergency response situations such as the Panama Papers, the
FIFA scandal and human trafficking. In addition to developing proactive mecha-
nisms, like targeted monitoring, these teams have developed “urgently” reactive ca-
pabilities to respond to terrorist and emergency situations requiring immediate re-
sponse. As I mentioned earlier, AML programs are inherently reactive. One of the
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best reactive mechanisms we possess is negative news reporting. For example, when
terrorist incidents like the attacks in New York in October and December 2017 oc-
curred, as soon as the names of the perpetrators are announced, these special inves-
tigations teams immediately run the perpetrator names through their systems and
should they identify accounts or transactional activity involving those individuals,
they immediately contact law enforcement.

Like the JPMC and ICE human trafficking targeted monitoring program I men-
tioned, 'm aware of a major bank that has formed a special investigative team to
similarly search for human trafficking that could be related to a forthcoming major
sporting event. I’ m not at liberty to further identify the financial institution or cir-
cumstances. However, it is important to note that financial institutions and law en-
forcement do participate in targeted monitoring projects and when they are able to
do so, BSA data flows from the front end monitor (a financial institution) to the
back end beneficiary (law enforcement) in a timely and, effective and efficient man-
ner.

I encourage all financial institutions to establish special investigations or critical
incident response teams. I teach and view these teams analogous to law enforce-
ment Special Weapons and Tactics (SWAT) teams. SWAT officers receive regular in-
tensive training to deal with dangerous emergency response situations. Most SWAT
officers have other primary law enforcement assignments, and SWAT is a collateral
duty. Financial institution SWAT or critical incident response or special investiga-
tions teams should also receive special training for dealing with emergency response
and targeted proactive investigative situations. Regardless of the size of a financial
institution, all financial institutions should establish special investigative teams to
identify and report targeted suspicious activity. Whether the team is a unit or one
investigator, all financial institutions should develop emergency response capabili-
ties.

In my training programs regarding money laundering, fraud and terrorist financ-
ing, I stress the importance of situational awareness. Situational awareness is being
aware of and responsible for your physical surroundings regarding your personal
safety and security. If you see something, say something. The same principles apply
to money laundering, fraud and terrorist financing. You need to be situationally
aware of and understand the flow of funds for illicit purposes. Much the same, we
all need to be situationally aware of the vulnerabilities to the financial system and
ensure the BSA is as effective and efficient as it can be.

The most important BSA report is a SAR. In most instances, the biggest regu-
latory compliance breakdown resulting in some sort of enforcement or regulatory ac-
tion is the failure to file SARs or to adequately file SARs. I cannot underscore
enough that law enforcement is the direct beneficiary of SARs. Regardless of sys-
temic inefficiencies, law enforcement consistently benefits from SAR filings.

SARs are used tactically to predicate and/or enhance criminal investigations.
SARs are also used strategically for analytical purposes. When attempting to meas-
ure effectiveness and efficiency of SAR filing, we cannot solely rely on the percent-
age of SARs filed versus the number of SARs used to predicate or enhance an inves-
tigation. We must also factor in how SARs are used strategically for trend analysis
and analytical purposes. Finding accurate metrics to determine the effectiveness
and efficiency of SAR filing is extremely difficult.

When I was in law enforcement, I used SARs for both strategic and tactical pur-
poses. When I was Chief of TFOS at the FBI, we established a financial intelligence
unit. I wanted to know on a recurring basis what were the emerging threat trends,
as well as emerging crime problems. SARs were one of the data sets we used for
such trend analysis. We also used SARs for tactical purposes in furtherance of in-
vestigations. We used financial intelligence, some of which was derived from BSA
data, to include SARs and CTRs, for tactical proactive investigations and for tactical
reactive or more traditional “books and records” “follow the money” investigations.
We used datamining technology for both strategic and tactical initiatives. I believe
that the FBI continues to use BSA data for strategic and tactical investigative pur-
poses.

I developed a flow chart I use for training purposes describing the “lifecycle” of
a SAR. It tracks a SAR from the point of origin when it’s filed with FinCEN through
both regulatory and law enforcement review and investigative tracks. During their
lifecycle, some SARs go directly to support investigations and some remain in the
SAR database. A number of SARs that go into the SAR database will be used to
support investigations at later times. Regardless of whether SARs are used to sup-
port investigations, they will be used in datamining initiatives to develop trend
analysis or other strategic analyses.

Following my retirement from the FBI and as I have gained more of a financial
institution perspective, based on my experience as a consultant, I have become more
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sensitive to the perceived lack of feedback to financial institutions from FinCEN and
law enforcement regarding the value of SARs and how SARs should be written to
get law enforcements attention. FinCEN has done a good job of discussing the value
of SARs in their SAR Activity Review publications. In recent years, FinCEN has rec-
ognized financial institution personnel as the front end provider and law enforce-
ment agents as the back end consumer for outstanding investigations involving BSA
data.

When I was Chief of Financial Crimes, and subsequently TFOS, I had frequent
meetings with Jim Sloan. During that time period, Mr. Sloan was Director of
FinCEN. We often discussed developing a SAR feedback mechanism from law en-
forcement through FinCEN to financial institutions. There were many impediments
that existed at the time, much as they continue to exist today, that precluded us
from developing a consistent feedback mechanism. Some impediments include the
ongoing nature and secrecy of Federal grand jury investigations, the time lapse from
when a SAR was filed and an investigation completed, resource constraints and
other factors. Feedback regarding SARs warrants further consideration. This is an
area where the Committee should consider dialogue with FinCEN and senior law
enforcement executives.

The law enforcement utilization of SARs, as I have described how I used SARs
as an FBI executive, was more at a program level than at the grass roots investiga-
tions level. At the program level there is a greater use of datamining and advanced
analytics. At the grass roots field level, SARs are dealt with more in the form of
individual manual reviews where each SAR is physically reviewed. For example,
every U.S. Attorney’s Office has a SAR review team. Even though the SAR review
teams use excel spreadsheets and other analytics, they review SARs by hand. The
reason this is important for the Committee is at the program level, I was more in-
clined to want to see more SARs filed. For our datamining purpose, more was bet-
ter. At the grass roots level, SAR review teams would prefer to see less numbers
of SARs filed. In this context, less is better. As a field agent and middle manager,
I reviewed SARs manually, and I understand the grass roots perspective as well as
the program perspective. Therefore, it is incumbent that as the Committee proceeds,
you speak to a variety of law enforcement stakeholders to gain the best context
available.

One final issue where law enforcement should be the primary stakeholder to po-
tential legislation is the issue of CTR and SAR reporting thresholds. Since SARs
were first implemented, the reporting thresholds have been the same. Periodically,
banking associations and financial institutions have recommended that reporting
thresholds be adjusted to account for inflation. I strongly believe that CTR and SAR
reporting thresholds should remain as they are. Law enforcement would lose valu-
able financial intelligence if thresholds are raised. This is especially true for ter-
rorist financing, where our primary threat is from homegrown violent extremists.
My sense is that when we identify homegrown violent extremists and financial insti-
tutions run their names, a high percentage of them will have transactional activity
involving CTRs.

As T've stated, at the core level, the flow of BSA data from the front end provider
(financial institutions) to the back end consumer (law enforcement) is good. When
financial institutions can be proactive and more targeted in their monitoring and
reporting, the BSA data they provide is more effective and efficient. When the data
flow becomes convoluted and more constrained, the system becomes more flawed
and ineffective and inefficient.

Thank you again for affording me the opportunity to testify today. I look forward
to responding to any questions you have.
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Perspectives, Partnerships and Innovation

By Dennis M. Lormel 1/18/2011

| have been blessed throughout my 38-year professional career to be associated with truly outstanding
professionals. | spent 31 years in government service, 28 with the Federal Bureau of Investigation. The
integrity and dedication | encountered among my law enforcement peers was noteworthy. | was
extremely proud of my friendships and associations. Over the last seven years as a consultant working
with compliance and fraud specialists, | have had the privilege of observing the same levels of integrity
and dedication. | have likewise been proud of the friendships and associations I've developed in the
private sector.

The primary difference between my law enforcement and private sector colleagues is perspective. Not
many people recognize this important fact. Both my law enforcement and private sector
contemporaries understand the importance of partnering with each other. Unfortunately, successful
partnerships have been on a one-off basis and not systemic and sustainable. One reason for this is the
difference in perspectives.

Many of the individuals | have had the honor to associate with in law enforcement and the private
sector are innovative thinkers. However, in most instances, they have been unable to affect institutional
innovation. Law enforcement and private sector institutions tend to operate in their safety zones, and
frequently, innovation falls outside the institutional safety zone. Asa result, there is little incentive to
develop innovative techniques to fight fraud and money laundering.

This brings me to the point of this article: perspectives, partnerships and innovation.
Introduction

When it comes to fraud and money laundering, the bad guys are not constrained by boundaries. This
affords them the opportunity to be proactive and imaginative in furtherance of their illicit activities. In
fact, the more proactive and innovative the bad guys become, the more incentive they derive.
Conversely, law enforcement and the financial services sector are frequently constrained by red tape
and reluctance to implement change.  Regulations, privacy considerations, policies, procedures,
budgetary constraints and a myriad of other factors often serve as impediments to proactive measures
and forward thinking. Regulations are such that reactive transaction monitoring and fraud detection in
the financial services sector is the accepted norm. There is little incentive for innovation. Cansequently,
the bad guys have a considerable advantage.
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As we've witnessed in the last few years, corporate frauds, investment frauds and mortgage frauds have
devastated our economy. Add to that the continuous stream of check fraud, loan fraud and credit card
fraud, not to mention health care fraud, and other crimes, and our economic problems are significantly
compounded. The one constant in the various fraud schemes we have experienced is the ongoing need
to launder these criminal proceeds. The intersection of fraud and money laundering should be the focal
point for prevention and deterrence.

The time has come to take the advantage away from the bad guys in a sustainable and meaningful way.
To achieve this, law enforcement and the financial services sector must first truly understand, embrace
and act upon three words: perspectives, partnerships and innovation.

Perspectives

In many of the training presentations | have given since | retired from the FBI, | have commented that
when | retired and became a consultant, | thought | knew everything | needed to know about bank anti-
money laundering (AML) and fraud compliance and investigations. What | came to realize in a heartbeat
was how little | actually understood about the AML compliance and investigative function. It was nota
matter of not knowing, it was a matter of not understanding the financial institution compliance and
fraud perspective. That was a humbling and educational experience. Over the last seven years, | have
worked hard to understand and appreciate the financial institution perspective. For the benefit of my
law enforcement friends, if | knew then (when | was in law enforcement) what | know now, | would have
been dangerous. | encourage my law enforcement colleagues to learn from my experience and look
beyond your perspectives when dealing with the private sector.

The reality is that many law enforcement officers do not understand the perspective of the bank
compliance or fraud specialist. Likewise, many bank compliance and fraud specialists do not understand
the perspective of the law enforcement officer. The first step in progressing to sustainable and
meaningful partnerships is for the two sides to understand and respect the differences in perspectives.

The fundamental difference in perspectives is that law enforcement is driven by criminal investigations.
They must focus on developing evidence to support criminal prosecutions. Bank investigators focus on
identifying and reporting suspicious activity. These two focuses would appear compatible; however, in
between law enforcement and the banks sit the regulators, Without assessing blame to anyone, the
regulatory system is such that the banks have to satisfy the regulators before supparting law
enforcement. This is where the greatest strain on understanding perspective exists. Law enforcement is
focused on their criminal case. They generally do not understand the banks’ dilemma in having to
satisfy regulators when there are bad guys to putin jail. In the meantime, banks are not necessarily
concerned about whether the bad guys go to jail. They are concerned about getting the bad guys out of
their banks and how the regulators will respond. Exacerbating the problem is the fact that although
regulations and laws are written in black and white, their implementation and interpretation are gray
and subjective.

Law enforcement and financial institutions need to address the conflict in their respective perspectives
and understand that each possesses information that would greatly benefit the other. Law enforcement
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has investigative and intelligence information regarding schemes and trends. | frequently hear
complaints and frustrations expressed by bank compliance and investigative specialists that law
enforcement does not share such information. Conversely, banks contain an incredible repository of
financial information and intelligence that would greatly enhance criminal investigations if law
enforcement was aware of its existence or where to obtain it.

Law enforcement and financial institutions must come to terms with perspectives. Once that is
achieved, the foundation will be set for more productive partnerships. Such partnerships will be better
positioned to be sustainable and meaningful,

Partnerships

There have been a number of public and private partnerships that have achieved success. Most of these
have been at the local or grass roots level. We need to develop more robust partnerships at both the
grass roots and, more specifically, at the national level. The starting point should be with the realization
that both law enforcement and financial institutions share the mutual responsibility to safeguard our
financial system and their customers from fraud and money laundering.

One way to accomplish this is to develop crime problem specific partnerships. In doing so, law
enforcement should develop case typologies specific to the crime problem and how the finances of the
criminal activity flow through financial institutions. By sharing these case typologies and trend analysis
information with the private sector, law enforcement will enable the private sector to more effectively
and efficiently identify and report suspicious activity. By doing so, both sides benefit. Law enforcement
develops evidence to support criminal prosecutions and/or, asset forfeiture and recovery. Financial
institutions in turn will reduce institutional risk.

There is a great example of a public-private partnership that is crime problem specific and typologies
driven. It was initiated by JPMorgan Chase (IPMC) under the leadership of William Langford. In 2009,
IPMC Corporate AML founded a team dedicated to identifying and assessing immediate and strategic
risks to JPMC. This outstanding team enthusiastically developed an issue-based approach by which they
identified specific crime problems that presented them with significant risk. In 2010, JPMC identified
human trafficking as a significant crime problem and a vehicle for institutional risk. Overall, the project
developed typology-based surveillance models and investigator training to better enable the
identification of potential human trafficking. JPMC's team of dedicated compliance and investigative
professionals meticulously developed typologies which enabled them to identify transactional activity
associated with human trafficking.

The next step was to develop active channels for coordination with relevant law enforcement agencies,
especially those specifically focused on human trafficking. William and his team formed an outstanding
working partnership with Immigration and Customs Enforcement (ICE), which has a dedicated group of
agents assigned to investigate human trafficking. Through two way information sharing, JPMC was able
to identify additional typologies while ICE was able to develop evidence to sustain criminal prosecutions.
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Human trafficking is a heinous crime problem. The meaningful partnership formed by JPMC and ICE has
begun to grow. In September 2010, during the annual ACAMS Conference, ACAMS executive vice
president John Byrne hosted an informal, off the record, meeting between law enforcement and
members of the ACAMS Advisory Board to discuss how ACAMS could facilitate partnerships between
law enforcement and the financial services sector. Among some promising takeaways from that
meeting came a subsequent meeting in Washington, D.C., between Byme, advisory board chairman Rick
Small, board member William Langford and senior executives at ICE. One of the topics was human
trafficking.

Because of the devastating impact of this crime problem on its victims, ACAMS has formed a Human
Trafficking Task Force, which Langford will chair. This initiative will provide a platform for the public-
private partnership started by JPMC with ICE to grow and become more sustainable. In furtherance of
this effort, on January 13, 2011, ACAMS hosted a free webinar training session on human trafficking.
Byrne served as moderator along with ICE agent Angie Salazar, who provided a compelling training
session. Education and training promote awareness, which frequently leads to action.

In establishing the issues based approach, JPMC did not settle for a traditional or reactive transaction
monitoring framework. Langford and his team took an innovative and proactive approach to dealing
with challenging crime problems. It should be noted that JPMC is not alone in developing innovative
approaches to identifying and reporting suspicious activity. JPMC represents but one example of how
certain financial institutions are gravitating toward the use of more proactive mechanisms.

Innovation

Langford’s team conducted extensive research to develop typologies. They relied on data mining and
proactive targeted model development. By being proactive and focused, IPMC more effectively and
efficiently identified suspicious activity consistent with human trafficking. The methodology developed
by JPMC should serve as a model for future transaction monitoring models.

The industry needs to be less predictable in transactional monitoring and more targeted and proactive.
There needs to be a balance between traditional reactive transaction monitoring and crime problem
specific proactive targeted monitoring. A balanced approach between reactive and proactive
monitoring would keep the bad guys off balance in their efforts to exploit areas of vulnerability.

A challenge going forward with this approach is incentive. The incentive for JPMC was doing the right
thing. In terms of tangible incentives for financial institutions to implement similar typologies and
methodologies, there is little. This is where the regulators could be a factor. If there was a regulatory
incentive to develop crime problem specific monitoring typologies and proactive techniques, more
financial institutions would be inclined to develop programs similar to JPMC's. This would significantly
increase the generation of more consequential suspicious activity reports.

JPMC has applied the issues based approach to other significant crime problems. Hopefully, as they
reach out to the relevant law enforcement agencies to form partnerships, those agencies will respond as
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well as ICE did regarding human trafficking. Building meaningful and sustainable public-private
partnerships is the best way to take the advantage away from the bad guys,

Conclusion

Since the bad guys are not constrained by boundaries when it comes to fraud and money laundering, it
is incumbent that law enforcement and the financial services sector share the responsibility to contain
and disrupt criminal activity. The more proactive and coordinated law enforcement and industry are the
more likely they are to deter the bad guys. The combination of perspectives, partnerships and
innovation will provide the framework needed to stem the tide of fraud and money laundering.
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Thank you for the opportunity to testify before you today on the subject of Com-
bating Money Laundering and Other Forms of Illicit Finance and the Opportunities
to Reform and Strengthen BSA Enforcement. I hope that my contributions to today’s
hearing will help you take measured and informed decisions that are in the public’s
interest with respect to the U.S.’s anti-money laundering (AML) regime as set forth
in the Bank Secrecy Act (BSA).

Money laundering is a vast subject and there are many different facets that it
would be worthwhile for this Committee to examine. I will discuss some of those
areas in my testimony today but, as I am sure you will discover as we delve deeper
into the topic, there may be a great deal more that you wish to explore moving for-
ward. I am happy to assist to the extent that I can.

In my testimony, I will provide information and opinions regarding the following:
Trends in compliance, Suspicious Activity Reports (SARs), Know Your Customer
(KYC)/Customer Due Diligence (CDD), and the balance of activity and obligations
between the Financial Crimes Enforcement Network (FinCEN) and the private sec-
tor. Some of my remarks will directly address recent proposals by The Clearing
House in their publication “A New Paradigm: Redesigning the U.S. AML/CFT
Framework to Protect National Security and Aid Law Enforcement”, as I am sure
that you are giving consideration to those proposals. (CFT refers to countering the
financing of terrorism.)

Some of the key points that I will be making in my testimony are:

1. Money laundering and the technology that can help us combat it are both
evolving and, in light of this, it is appropriate to consider whether changes to
our regulatory structure should be made. Equally, however, it is critical that
Congress consider and carefully weigh the potential benefits against potential
negative ramifications before making decisions in this area.

2. Enforcement against money laundering is primarily through identification of
regulatory infractions as opposed to through criminal charges of actual money
laundering. This may be because it is much easier to find evidence of regu-
latory infractions, the burden of proof is lower, and it is far less costly for the
Government than pursuing a criminal money laundering charge, and there is
a clear dissuasive effect. Despite this, when we look at the cases where enforce-
ment was merely through identification of deficiencies of AML systems and fil-
ing requirements, the hallmarks of serious criminal money laundering are
there in the cases. As a result, decreasing the ability to enforce using the regu-
latory approach may have serious, negative repercussions on compliance and,
ultimately, criminal access to the U.S. banking system.

3. It is critical that information about the natural person(s) who own or control
companies (the beneficial owners) is finally collected by either the State or Fed-
eral Government and is made available to law enforcement and to financial in-
stitutions. Companies with unknown or hidden ownership are the number one
problem in the AML world and the U.S. cannot continue to allow our failure
to act to put the U.S. and global financial system at risk.

4. T would strongly caution against transferring responsibility for setting AML
priorities for individual banks from those banks to FinCEN. Banks are best
placed to understand their business and their systems and the money laun-
dering risks inherent therein, and create the systems that work best in their
business models to combat money laundering. FinCEN and/or other regulators
should review those assessments but cannot be responsible for carrying them
out.

5. The Clearing House recommends greater information sharing among banks
and with the Government in a number of ways. While we generally support
greater sharing of information in the AML area, it must be done with appro-
priate privacy safeguards. Where it may result in a person being denied bank-
ing services at all, there must be a system for redress for people to be able
to restore that access if they can demonstrate that they are involved in legiti-
mate activity.

6. Transferring raw banking data from banks to FinCEN to analyze (with appro-
priate privacy safeguards) is not a bad idea. However, it is essential that we
do not absolve banks of the responsibility to carry out their own analysis as
well, which they have the ability to review within the context of the additional
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client information that they have, because they are the gatekeepers to the fi-
nancial system. The Federal Government cannot do this alone.

7. AML compliance and reporting is undertaken by a wide range of entities and
persons, going far beyond the banking sector. Any proposed changes should
consider the implications for all of these types of entities and persons.

8. Some types of entities and persons should be required to have AML programs
in place that currently do not, such as those involved in real estate closings,
lawyers, and others. The banking sector cannot and should not carry this re-
sponsibility alone, especially where these persons act as a proxy to open the
door to the financial system for criminals and their money.

9. Suspicious Activity Reports are meant to be just that, reports of “suspicious”
activity. Requiring bank employees to determine if activity is in fact illegal be-
fore filing a SAR would be counterproductive for a number of reasons, includ-
ing increasing the burden on bankers who would consequently have to make
a new, legal determination.

10. Congress should request from the various regulators data regarding formal
and informal enforcement actions pertaining to AML/BSA violations and defi-
ciencies so that they are able to independently asses the appropriateness of
the enforcement regime currently in place.

11. Both small banks and large banks have been the subject of major money laun-
dering cases.

12. Money laundering and sanctions violation cases over the past few years relate
to willful, knowing, and egregious violations of U.S. laws and regulations that
have resulted in U.S. and foreign banks granting access to hundreds of mil-
lions of dollars in funds supporting genocide and funds supporting major, vio-
lent South American drug cartels into our system, to name a few examples.
The fines that have resulted from these cases have been seen by the banking
industry as heavy and so banks have begun to take AML regulations that
have been in place for many years more seriously as the possibility and reper-
cussions of enforcement have increased. I would therefore remind Members of
Congress that the regulatory “burden” has not actually been increasing, the
threat of being found out is what has actually increased.

Preface: Who Has AML Compliance Responsibilities?

One thing to keep in mind for the purposes of AML is that the term “financial
institution” (FI) is defined very broadly and encompasses a much wider range of
types of entities than most people realize. Being classified as a financial institution
means that an entity must generally have some sort of AML compliance in place,
with the main types of FIs! being required to have an AML compliance program,
conduct customer due diligence and know your customer checks, monitor accounts,
and file suspicious activity reports and currency transaction reports. I have included
the definition of “financial institutions” at the end of this testimony for information.
Today you have before you representatives from three banking associations, but it
is important to consider that any changes to the AML/CFT regime will affect a
much wider range of entities and persons, such as currency exchanges, casinos,
dealers in precious metals, stones or jewels, pawn brokers, and insurance compa-
nies, which you should also factor into your decision making.

There are also a few persons that ought to have U.S. AML obligations but cur-
rently do not. Although banks serve as an immediate gateway into the U.S. finan-
cial system and must therefore bear significant responsibility for preventing crimi-
nals and other wrongdoers from finding safe haven here, they shouldn’t bear that
responsibility alone. Other actors that handle large sums of money, such as persons
involved in real estate transactions, escrow agents, investment advisors, lawyers,
corporate service providers, and accountants must also take responsibility for know-
ing with whom they are doing business and guard against their services being used
to launder dirty money. Excluding these nonbank sectors renders the U.S. financial
system vulnerable to serious, ongoing money laundering threats as shown by mul-
tiple media reports about how, for example, anonymous ownership of high-value real

1This includes insured banks, commercial banks, agencies or branches of a foreign bank in
the U.S., credit unions, savings associations, corporations acting under section 25A of the Fed-
eral Reserve Act 12 U.S.C. 611, trust companies, securities broker-dealers, futures commission
merchants (FCMs), introducing brokers in commodities (IBs), and mutual funds. FATF Mutual
Evaluation Report of the United States, December 2016, available at http:/ /www.fatf-gafi.org/
media / fatf/ documents | reports | mer4 | MER-United-States-2016.pdyf.
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estate facilitates money laundering,2 a 60 Minutes segment showing how lawyers
facilitate money laundering by corrupt foreign Government officials, 3 and of course
the Panama Papers which disclosed how corporate formation agents and lawyers
help wrongdoers hide and launder criminal proceeds.

Technically, persons involved in real estate closings are already classified as Fls
per the definition established by the USA PATRIOT Act in 2001, but they were
given a “temporary exemption” (which had no sunset clause) from AML compliance
requirements in 2002. Despite Treasury conducting a comment period with respect
to AML compliance in the real estate sector in 2003, they have not removed that
temporary exemption. Congress should consider doing so.

Addressing the money laundering risks posed by these nonbank sectors and actors
would finally bring us in line with international anti—-money laundering standards—
agreed to by the U.S., as a leading member of the Financial Action Task Force
(FATF), the international anti-money laundering standard-setting body. In FATF
parlance, most of these persons are referred to as “Designated Non-Financial Busi-
nesses and Professions”. Members of FATF, including the U.S., are supposed to re-
quire most of these persons to have AML compliance programs, and many of its
member countries have already done so.

I. Trends in Compliance

A. Understanding Regulatory Enforcement Data

As you know, the money laundering realm is governed by statutes which both
criminalize the act of laundering money# and impose civil and criminal penalties
for the failure of a financial institution to have an effective AML program.5 Under
Federal law, the type, nature, and scope of a financial institution’s AML systems
and controls depend upon the institution’s risk profile, which differs significantly for
banks that, for example, serve a local, rural community versus a global institution
that operates in high-risk foreign environments. A financial institution’s risk profile
depends upon its assessment of the types of risks it faces, which are a function of
where it operates, what products and services it offers, and what clients it takes
on, among other variables.

Developing accurate risk assessments and AML compliance regimes is therefore
an art and not a science, and requires a great deal of judgment. It is the job of the
regulators to determine if a financial institution has gotten it right—whether the
FI's risk assessment is comprehensive and reasonable, whether its AML systems
and controls are appropriately responsive to those risks, and whether those systems
and controls are effective. The examination reports that result from regulators’ re-
views are highly confidential and exempt from public records requests,® although
this Committee has the authority to review those examination reports should it
want to review their content and reasonableness. 7

My organization was hired by a third party in 2015 to undertake a confidential
study of AML enforcement in the U.S. and the U.K. between 2001 and 2015. That
study was carried out by myself and our Policy Counsel Elizabeth Confalone. I have
permission to share some of our observations from that report with you today, but
unfortunately I am unable to share the entire report.

One of our primary observations was that, apart from the rather small number
of publicly available deferred prosecution agreements (DPAs) and nonprosecution
agreements (NPAs) that financial institutions have entered into with respect to
AML-related activity, it is extremely difficult to determine the number and nature
of the formal and informal enforcement actions taken by regulators in response to
BSA/AML deficiencies because (i) very little information about informal actions is
available to Congress or the public, (ii) information about formal actions is not in
a machine-readable format—meaning that one must open and read every file to
know what the infraction(s) was, and (iii) “actions” taken by regulators do not al-
ways indicate misconduct—an “action” for the FDIC terminating deposit insurance
for a banking unit whose deposits were transferred to another bank within the

2See, e.g., The New York Times series “Towers of Secrecy” available at https://
www.nytimes.com [ news-event | shell-company-towers-of-secrecy-real-estate.

3 Can be accessed at http:/ /www.cbsnews.com [ news [ anonymous-inc-60-minutes-steve-kroft-in-
vestigation /.

418 U.S.C. §81956-1957.

5The Currency and Foreign Transactions Reporting Act of 1970, 31 U.S.C. 85311 et seq. (reg-
ulations at 31 CFR Ch. X).

6 Exemption of examination reports from public availability. See 12 CFR §261.14 (Federal Re-
serve Board); 12 CFR §309.5(g)(8) (FDIC); 12 CFR 8§4.12(b)(8) (OCC).

7Prohibition on banks disclosing information from their examination reports. See 12 CFR
(§(2)%1C%O(g), 12 CFR 8§261.2(c)(1) (Federal Reserve Board); 12 CFR §350.9 (FDIC); 12 CFR §18.9
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group is lumped together with an “action” for the systemic violation of U.S. sanc-
tions laws.

A second observation was that, based upon a review of the enforcement actions
that could be identified as related to AML deficiencies, the Federal Government
rarely charged a financial institution with the criminal offense of money laundering,
favoring instead a finding that the institution had violated Federal requirements to
have an effective AML program and report suspicious activity to law enforcement.
This was the approach even when the hallmarks of criminal money laundering
seemed clearly present in the cases. This may be because it is easier to prove defi-
ciencies in AML compliance than it is to meet the criminal standard of proof for
money laundering. In light of this, it is important to carefully consider how, for ex-
ample, shifting responsibility for AML risk analysis for FIs and aggregate data anal-
ysis from the private sector to FinCEN (as has been proposed in different ways by
The Clearing House) could hamper the Government’s use of civil enforcement ac-
tions to combat money laundering, which uses far less time and fewer Government
resources than criminal prosecution would entail, with important dissuasive results.

B. What Does an Overview of Selected Enforcement Tell Us?

The best source of data on AML/BSA-specific enforcement actions providing suffi-
cient detail for adequate analysis are (i) nonprosecution agreements (NPAs) and de-
ferred-prosecution agreements (DPAs), and (i1) FinCEN data. My organization, Glob-
al Financial Integrity, reviewed those data sets in order to conduct a more detailed
analysis of AML/BSA-specific violations and trends in enforcement. I will discuss
each of these in turn.

FinCEN Enforcement Actions

Unlike bank regulatory agencies that tend to be more concerned with ensuring
the general health and stability of our financial system, FinCEN’s specific mission
is to “safeguard the financial system from illicit use and combat money laundering
and promote national security.”® As a result, FinCEN’s enforcement actions relate
solely to issues involving money laundering and illicit finance.

Given the available data, we analyzed 61 separate actions?® against 52 different
banks. 10 There were 26 American banks subject to FinCEN actions, and 26 foreign
banks and U.S. branches and offices of foreign banks that were subject to FinCEN
actions. Each case involved multiple failings over a period of years, making cat-
egorization of the violations challenging.

Within the FinCEN actions, the most common thread was a failure to file sus-
picious activity reports, however the violations were usually accompanied by a large
range of other AML system violations such as a failure to carry out customer due
diligence, failure to verify the source and use of funds, failure to identify red flag
activity, failure to have an adequate AML program, failure to have enough compli-
ance staff, and failure to train staff, among other deficiencies.

Among the full body of 61 cases, 13 of the actions included problems relating to
money service businesses (MSBs) (mainly foreign) and the processing of the cash
and monetary instruments by those MSBs, including issues with the identification
and risk-rating of MSB clients. Ten of the actions involved problems with the man-
agement of foreign correspondent accounts and the processing of the cash and mone-
tary instruments for correspondent accounts, including the identification and risk-
rating of the clients. Several banks had violations relating to their failure to file re-
quired currency transaction reports, and there were a hodge-podge of other specific
violations as well, such as fraud and problematic trade finance activity. Five of the
actions involved banks that had foreign Politically Exposed Person (PEP) clients,
some coupled with failures to carry out adequate customer due diligence on those
PEPs,lto verify the source and use of funds, or monitor the client accounts appro-
priately.

The FinCEN actions contained damning details illustrating the banks’ failures,
but were always drafted to focus on the civil law violations as opposed to the activ-
ity that might, in fact, be criminal. For example, The Foster Bank, based in Chi-
cago, was sanctioned by FinCEN for violations relating to having an ineffective
money laundering program in place. Illustrating the types of activity that Foster’s
AML deficiencies permitted to occur, the FinCEN action states:

8Financial Crimes Enforcement Network, Mission Statement, available at http://
www.fincen.gov /about _fincen /wwd [ mission.html.

9Technically, the DPAs and NPAs are “cases” and the FinCEN notices are “actions,” however
for ease of reference we will use the term “actions” here.

10Tn a few instances there was both a FinCEN action, as well as a DPA or NPA relating to
the same bank activity, and we have counted those as one case each because they cover the
same bank activity.
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For example, from April 1999 through August 2002, one customer who op-
erated a sportswear business purchased approximately $674,390 in cash-
ier’s checks, all individually purchased below the $3,000 Bank Secrecy Act
record-keeping threshold for monetary instrument transactions. Concur-
rently, from April 1999 through August 2002, the same customer engaged
in a pattern of structured transactions involving over $6,199,616 in cash de-
posits in amounts under $10,000 per deposit. Ultimately, in December 2002,
the Bank discovered that this customer had conducted nearly $10 million
in cash transactions between April 1999 and November 2002.

Another Foster customer routinely made cash deposits in the amounts of
$9,900 up to four times daily. The Bank retained no documentation in its
file to support a legitimate business reason for these deposits.

Other customers engaged in large aggregate cash transactions, totaling an
average of $300,000 to $600,000 per month, at least some of which ap-
peared to be designed to avoid currency transaction reporting. Foster did
not have documentation supporting the legitimacy of the customers’ bank-
ing activities and failed to file timely suspicious activity reports for these
customers. 11

This description indicates that that these customers were engaging in activities
that were likely illegal, given the lengths that they went to in order to the avoid
money laundering reporting requirement that deposits of $10,000 or more be re-
ported to FinCEN on a Currency Transaction Report (CTR). The FinCEN action is
concerned with Foster’s failure to identify these avoidance techniques, but we can
find no corresponding case in Illinois where the bank is actually charged with the
criminal act of laundering money for its clients. At the time we conducted this re-
search, we did not find any records relating to prosecution of persons in Illinois who
used the accounts at Foster Bank, although a case against an individual might not
mention the bank’s name. Therefore, while this case has multiple hallmarks of
money laundering activity, there was no prosecution for the laundering that we
could find. Further, we were unable to find evidence that these clients’ activities
were even investigated by Illinois State or Federal authorities.

Having reviewed the FinCEN actions, we are under the impression that the vast
majority of the sanctioned banks knew or should have known (as is the standard)
that their services were being used to launder proceeds of some sort of illegal activ-
ity (although they may not have known precisely what kind of illegal activity), and
that some of the banks may have either been established for that specific purpose,
or the banks’ business was somehow taken over by those clients. This misconduct
is most evident in the cases relating to small banks, where in several cases the cli-
ents that were engaging in activity that should have raised red flags and caused
the banks to file SARs were a large percentage of the small bank’s business.

For example, North Dade Community Development Federal Credit Union was a
nonprofit community development bank based in North Dade County, Florida, with
$4.1 million in assets. As a community development bank, its clients were supposed
to be limited to people who live, work or worship in the North Dade County area.
North Dade had only one branch and only five employees. Despite its small, local
focus, North Dade was servicing multiple money service businesses that were lo-
cated outside of its geographic field of membership and that were engaging in high-
risk activities. For example, records showed “(1) deposits in excess of $14 million
in U.S. cash that was physically imported into the United States on behalf of nearly
40 Mexican currency exchangers, and (2) hundreds of millions of dollars in wire
transfers to foreign bank accounts of MSBs located in Mexico and Israel.”12 It is
difficult to believe that the bank’s five staff members were unaware of the likelihood
that the bank was being used to launder money via their MSB clients, and it is
wholly possible that the bank was either established to carry out illegal activity or
was overtaken by criminal clientele.

DPAs and NPAs

We also reviewed deferred prosecution agreement and nonprosecution agreements
(DPAs and NPAs) related to BSA/AML violations, which we drew from the Univer-
sity of Virginia School of Law’s Federal Organizational Prosecution Agreements col-

11FinCEN, “Assessment of Civil Money Penalty Against the Foster Bank”, Case No. 2006-
8, at 5, hitp:/ /www.fincen.gov /news room/ea/files/foster.pdf.

12FinCEN, “In the Matter of North Dade Community Development Federal Credit Union”,
Number 2014-07, at 7, 8, 9, Nov. 25, 2014 (hereinafter, “FinCEN North Dade Enforcement Ac-
tion”), http:/ | www.fincen.gov /news room/ea/files/NorthDade Assessment.pdf.
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lection. 13 As you know, NPAs and DPAs represent a step beyond agency enforce-
ment actions. They represent settlements of criminal and civil cases brought by the
Government against corporations where the corporation generally admits to certain
facts, agrees to take certain remedial measures, and often pays a fine in exchange
for the Government deferring or discharging the prosecution. In the case of NPAs,
the matter is settled once the Government has signed the agreement. In the case
of DPAs, the Government has the option of renewing the prosecution if the company
does not implement the required remedial measures or continues to otherwise act
unlawfully.

The DPAs and NPAs we reviewed settled actual cases against banks brought by
the U.S. Department of Justice. We reviewed 36 DPAs and NPAs involving banks.
Eleven of those did not involve AML/BSA-related infractions. Eight of the agree-
ments related to sanctions-busting violations, where the banks were stripping wires
of key information, re-routing the wires, or taking other actions to evade U.S. sanc-
tions laws. Fourteen cases involved money laundering violations, ten of which were
also the subject of FinCEN actions, and therefore included in the analysis above.
Only four banks were the subject of money laundering-related DPAs/NPAs that did
not have a corresponding FinCEN action. Five of the cases were against large, inter-
national banks for aiding and abetting large-scale tax evasion by Americans. Several
cases were included in the count of both the sanction violations and money-laun-
dering categories because their conduct and the terms of their agreements included
both types of violations.

Several of the money laundering cases involved funds being moved from devel-
oping or middle income countries into the U.S. via money service businesses or cor-
respondent banking activities. The majority of the countries involved were South or
Central American (mainly focusing on the Black Market Peso Exchange) or Middle
Eastern. One case involved a bank in Nigeria and one case involved Russian banks.
The countries that arise in these cases are not surprising in light of the American
political priorities of fighting drug crime and terrorist financing.

Some Useful Perspective

Lastly in this section, I'd like to remind Members of the Committee that although
the headline-grabbing figures relating to BSA/AML enforcement for FIs’ may seem
large, they pale in comparison to some of the egregious, willful violations taking
place. Two examples:

HSBC USA was fined a mere $1.9 billion in 2012 for:

e Failing to have required money laundering controls applied to over $200 trillion
in wire transfers it received over a 3-year period (that’s about 3x global GDP),

e Of which $670 billion came from Mexico, which it had classified as a low risk
country for money laundering although the U.S. Department of State and
many, many others classify it as high risk, and

e Of which $881 million was determined to be proceeds of drug trafficking by
the Mexican Sinaloa Cartel and the Columbian Norte de Valle Cartel.

e Bear in mind that we have no idea what other percentage of that $200 trillion
was dirty money flowing through HSBC USA because the AML controls were
turned off.

e Failing to have the required money laundering controls in place with respect
to the purchase of $9.4 billion in cash from its Mexican subsidiary.

e Processing wire transfers with inadequate information that were the result of
other HSBC subsidiaries’ efforts to ensure that U.S. dollar transactions from
sanctioned countries like Iran and Libya were cleared in the U.S.

BNP Paribas, France’s largest bank, was fined $8.9 billion in 2014 for:

e Processing over $190 billion in transactions through its New York office for cli-
ents in the sanctioned countries of Sudan, Iran, and Cuba,

e at one point providing over half of the banking services in use by the Sudanese
Government, enabling this Government, sanctioned by the U.S. for perpe-
trating genocide, to process its oil money (denominated in dollars) and con-
tinue to purchase the weapons it needed and pay its soldiers to continue to
engage in mass-murder, and

e knowingly providing banking services in U.S. dollars for people subject to indi-
vidual and specific sanctions.

13Brandon L. Garrett and Jon Ashley, “Federal Organizational Prosecution Agreements”,
University of Virginia School of Law, at htip://lib.law.virginia.edu/Garrett/prosecu-
tion agreements/.
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C. Conclusion of Analysis and Recommendation

Our analysis of the AML enforcement data showed that small banks, even local
banks, can be and are used to move illicit funds in the same way that large, inter-
national banks are used. In addition, our analysis of the DPAs, NPAs, and FinCEN
actions establishes that banks of all sizes knowingly and intentionally facilitate the
movement of illicit funds. In none of the cases reviewed does it appear that the bank
was unwittingly involved in the movement of illicit money, many of which appeared
to have been the subject of previous regulatory warnings. SAR filing violations were
a factor in almost every single one of these cases, but they were far from the most
serious violations.

Due to the limitations on access to data, our analysis is incomplete. Additional
analysis should be undertaken prior to making major alterations to the existing U.S.
AML regime. We therefore recommend that the Members of the Committee under-
take a more in-depth review of the AML enforcement data prior to making any pol-
icy changes. This review could include requesting each regulator to identify which
of their formal and informal enforcement actions over the last 10 years relate to
AML/BSA or sanctions violations and to include information in the searchable/sort-
able data fields indicating the type of infraction involved and the laws or regulations
that were violated. In addition, we recommend that the Committee obtain the docu-
ments related to a sample of the formal and informal enforcement actions taken by
each agency to get a better sense of the misconduct involved and the quality of en-
forcement actions taken. Finally, it would be ideal if all the regulators adopted the
same fields and display format on their website. This will allow for more effective
and efficient Congressional oversight moving forward, and make it easier for FIs to
search the data to identify evolving criminal methods and trends.

II. Suspicious Activity Reports (SARs)

The Nature of SARs. Suspicious Activity Reports (SARs) are an important part of
the BSA/AML framework, but the nature of SAR filing has changed over time and
could be reviewed. It is important for the Committee to understand that SARs were
intended to be just that, reports of suspicion of criminal activity. They are not called
illegal activity reports, because FI employees are not required to determine if the
activity they are seeing is actually illegal. Instead, FI employees are supposed to
file reports where they see something out of the ordinary and simply have a sus-
picion that there is a problem. Requiring bank employees to go further and make
a determination that an activity is actually illegal would be an unrealistic and un-
warranted expectation. There is no “bright line” test for when a SAR should be filed
because that is contrary to the intended nature of a SAR.

The Clearing House has nevertheless proposed that further guidance be provided
by FinCEN to “relieve financial institutions of the need to file SARs on activity that
is merely suspicious without an indication that such activity is illicit.” That rec-
ommendation would fundamentally change the nature of SAR reports and would ac-
tually make bank employees’ tasks much more difficult and risky. After all, it clear-
ly requires a greater amount of effort and legal analysis to determine whether an
activity is, in fact, illicit rather than merely suspicious.

One source of tension in this area appears to be that law enforcement wants SARs
to include as much information as possible, in as standard a format as possible, and
that their demands for greater detail and specificity have grown over time. FI em-
ployees may not have the desired level of detail that law enforcement would like,
but that is simply a reality of money laundering cases which often involve hidden
conduct and individuals. The SAR instructions properly allow FI employees to indi-
cate on the form that the information is “unknown”; that option should be honored
by law enforcement rather than trying to require FI employees to become detectives
uncovering illegal conduct.

The Sharing of SARs. The Clearing House has proposed that new regulations
allow FIs to share SAR information among foreign affiliates and branches. GFI sup-
ports this recommendation; its importance was made clear in the HSBC case. A re-
lated issue, however, is what actions FI's affiliates and branches are required or
permitted to take in response to receiving this information. I understand that there
have been cases where a person’s accounts have been closed by a bank because it
received information that another bank identified the person as suspicious, making
it difficult for that person to establish banking relationships elsewhere. If FIs are
permitted to close accounts based upon suspicions communicated to them by other
banks, Congress should ensure that there is some mechanism for appeal or redress
for individuals wishing to establish their bona fides. Such closure of accounts may
also serve to “tip off” the account holder that they are the subject of a SAR, contrary
to the SAR confidentiality requirements.
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Integrating New Technology. I am in favor of exploring the ways in which today’s
(and tomorrow’s) technology can be used to innovate in the AML compliance sphere
and believe that the Government should be supporting such innovation (usually re-
ferred to as “FinTech”). Northern Europe seems to be leading in this space, and it
would be helpful to create a better environment for such innovation in the U.S. I
therefore support the creation of a technological “sandbox”, as has been proposed by
The Clearing House and has been implemented in the U.K. The U.K. structure ap-
pears to have some specific safeguards to protect consumers, however, which they
consider to be an integral part of their system. I have not had an in-depth look at
the U.K. program, however regulators presented it at a recent FATF industry con-
sultation meeting I attended. They stressed the importance of ensuring that con-
sumers were protected at all times as innovative approaches were being tested, and
the U.S. should do the same. It is important to note that, in the House of Represent-
atives, Members are discussing legislative language that does not require any of the
safeguards present in the U.K. system, potentially giving FIs an unlimited safe har-
bor for the use of any new technology with no Government oversight. This is a sig-
nificant danger because if an FI spends the money to integrate new technology that,
it turns out, isn’t as effective as alternative methods, they would have no incentive
to change their approach. They would incur some unwelcome cost for doing so and
they’d have the security of an unlimited safe harbor, so there would be no incentive
to act.

II1. Know Your Customer (KYC)/Customer Due Diligence (CDD)

As part of their customer due diligence, or CDD, procedures, FIs are supposed to
know their customers by engaging in Know Your Customer, or KYC, procedures. In
banking terms, knowing your customer is more than just knowing who the owners
or controllers of the company are (known as “beneficial ownership” information), it
is also understanding how that legal or natural person will be using the account
so that the account can be appropriately monitored for possible money laundering
activity. Establishing the expected normal use of the account is imperative if the
FI is to effectively monitor for suspicious activity going forward. Moreover, charac-
teristics of the beneficial owner of the account (such as nationality/residence, wheth-
er a politically exposed person (PEP), etc.), the type of business using the account,
whether that business is cash intensive, and many other factors all contribute to
an account’s risk profile, and that risk profile determines what type and level of
monitoring the account will be subject to.

Beneficial Ownership Information. Knowledge of the beneficial owner(s) of a com-
pany holding an account is a critical question in KYC, however. Therefore, one
Clearing House proposal that GFI wholeheartedly supports is its proposal that infor-
mation about the beneficial owners of U.S. companies—the actual individuals who
own or control those companies—should be collected at the time that companies are
incorporated in the U.S. and that this information should be made available to law
enforcement and financial institutions. This is an issue that has been gaining visi-
bility and urgency on a global level. This is because anonymous companies, or com-
panies with hidden owners, are the most frequently used vehicle for money laun-
dering. That’s why identifying who owns or controls a company is a fundamental
step necessary to combat the problem.

In response to the global movement towards greater corporate ownership trans-
parency, in May 2016, the U.S. Treasury Department adopted a regulation which
more explicitly requires banks to obtain beneficial ownership information beginning
in May 2018. Unfortunately, that regulation includes some significant loopholes and
so has not been deemed compliant with international AML standards in the most
recent evaluation of the U.S. AML system by the IMF. Hopefully, Treasury will be
making improving that regulation a priority in order to bring the U.S. into compli-
ance with international AML standards and ensure that true beneficial ownership
information is being collected.

But whether or not the U.S. improves its regulation, U.S. banks that operate in
other countries are already subject to strong corporate transparency standards that
are only getting stronger. As a result, the multinational banks that belong to The
Clearing House want beneficial ownership information for U.S.-formed entities to be
collected by either those who incorporate the companies or by an appropriate Gov-
ernment entity so that they can use the information as a key data point in their
customer due diligence process. While we do not support banks being allowed to rely
exclusively on this information in their customer due diligence procedures, the infor-
mation could and should be an extremely helpful starting point in the “know your
customer” process and as a tool to verify information supplied by the client. Accord-
ingly, we strongly support The Clearing House beneficial ownership proposal, which
is soon to be the subject of bipartisan legislation in the House and Senate.
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I wanted to note that in discussions of relevant legislative text in the House of
Representatives, some Members have been pushing the idea that law enforcement
should only have access to information about the beneficial owners of companies if
they can produce a summons or subpoena, while at the same time not discussing
any limitations on availability of the information to the banks. As a fundamental
principle, U.S. law enforcement should have free access to beneficial ownership in-
formation because it is critical information they have been requesting for years, as
evidenced by their many letters of support for beneficial ownership bills introduced
over the past 10 years. We should not, under any circumstances, have a situation
in which the banks have easy access to this information and our law enforcement
does not. I would also note that last month, the European Union adopted legislation
which requires all 28 EU Member States to create registers of beneficial ownership
information and for that information to be made available to the public, including
law enforcement and financial institutions. The U.K. already has such a public reg-
istry in place, and countries such at Ghana, the Ukraine, Afghanistan, Kenya, and
Nigeria are all actively working on putting the same in place. At this point, free
access by law enforcement and banks must be seen as a minimum standard.

IV. The Balance of Activity and Obligations Between FinCEN and the Pri-
vate Sector

The Clearing House has proposed that (i) for the large multinational FIs, all en-
forcement power should be consolidated within FinCEN, (ii) data collection and
analysis should be shifted from the private sector to FinCEN, and (iii) for the large
multinational FIs, FinCEN/Treasury should establish priorities for each FI on an
annual basis, review progress with each FI every 3 months, and oversee any exam-
ination of an FI. I'll address each in turn.

Consolidation of AML Enforcement Power. While the proposal to consolidate AML
enforcement power in FinCEN has surface appeal, it would also be at odds with a
major principle in Federal law regulating FIs. Federal law now authorizes different
functional regulators to regulate different FI activities in order to make use of their
specialized expertise. For example, the SEC is given primacy over securities activi-
ties at FIs because it understands the securities markets and their inherent risks.
Similarly, the Commodity Futures Exchange Commission oversees AML issues af-
fecting commodity trading, and State insurance regulators examine AML issues af-
fecting FI insurance activities, again because each regulator is expert in their own
field. If AML enforcement power were instead consolidated in FinCEN, the sector-
specific AML experts now working at the individual regulators would have to be
transferred to FinCEN, swelling its ranks and reach. There are strengths and weak-
nesses to continuing the current disaggregated AML oversight system versus con-
centrating AML oversight at FinCEN, and the issues and tradeoffs would need to
be carefully thought through.

Data Collection and Analysis Transferral to FinCEN. The suggestion that FinCEN
be given access to bulk data transfers from FIs to enable it to analyze AML trends
and patterns across institutions is another potentially useful idea. But questions
about the effectiveness and cost of this proposal include whether FinCEN currently
has the technological capability and personnel needed to perform that type of data
analysis or whether it would need to be built, which could be a significant expense.
In addition, charging FinCEN with industrywide data collection and analysis should
not be seen as a way for banks to absolve themselves of their AML obligations. The
banks would retain their position as the primary gateway into the U.S. financial
system, so the first level of responsibility to safeguard the system against money
laundering abuses must remain with the individual banks who open their accounts
to individuals and entities around the world.

Requiring FinCEN To Establish AML Priorities. The third proposal, to essentially
charge FinCEN with establishing annual AML priorities for every large multi-
national bank and monitoring every bank’s progress every 3 months, is extremely
ill-advised. The FI understands its own business and products better than anyone
else. It is therefore best-placed to determine what its AML risks are and how best
to address those risks within the systems that it has created. We support the idea
of an FI working with FinCEN/Treasury to discuss those risks in the context of na-
tional and global trends observed by FinCEN, and whether adjustments might be
made as a result, however. In addition, reviewing each FI's progress in AML every
3 months seems like far too short a time frame to observe how an FI is progressing
in this respect, however, and entirely impractical from a Government resource allo-
cation perspective.

Creates Bigger Government. Overall, it is critical that the Committee understand
that changes of the magnitude suggested by The Clearing House would require a
significant appropriation from the Federal budget to pay for, among other things,
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a very large staff increase and procedural and technological improvements at
FinCEN. In addition, many new regulations would have to be drafted to give effect
to these changes. The result would be a much bigger Government agency and a big-
ger FinCEN impact on AML activities. Careful analysis is needed to determine
whether the benefits of each of these changes would outweigh the costs.

V. Conclusion

In conclusion, positive changes can be made to the AML regulatory structure, but
they must be made carefully, with good data, and only after thinking through as
many of the potential ramifications as possible.

Unfortunately for the banking community, many of the high profile, incredibly
egregious cases that involve the biggest banks in the world have eroded public trust
that banks will indeed act in a manner that is law-abiding and actively try to turn
away proceeds of crime. Even many bankers lack faith in their institutions. The
Members of this Committee may find a 2015 study by the University of Notre Dame
and the law firm of Labaton Sucharow, entitled “The Street, the Bull, and the Cri-
sis”, to be of interest. The researchers surveyed more than 1,200 U.S. and U.K.-
based financial services professionals to examine views on workplace ethics, the
nexus between principles and profits, the state of industry leadership and con-
fidence in financial regulators. As the report states, “The answers are not pretty.
Despite the headline-making consequences of corporate misconduct, our survey re-
veals that attitudes toward corruption within the industry have not changed for the
better.” 14

Some of the banks that have been the subject of these high-profile, egregious
cases are members of The Clearing House, whose proposals for regulatory change
are before this Committee. That does not necessarily mean that the proposed
changes are unwarranted, but it is the responsibility of Congress to make informed
decisions about the extent to which each of these proposals is also in the public in-
terest. Deregulation for the sake of deregulation in the AML area is most certainly
not in the public’s interest. Making it easier for banks, knowingly or unknowingly,
to take in greater inflows of drug money, the proceeds of human trafficking, the ill-
gotten gains of foreign dictators, and terror financiers is not in the best interest of
anyone.

Thank you for the opportunity to share my views on such an important topic.

14“The  Street, the Bull, and the Crisis” is available at  https://
www.secwhistlebloweradvocate.com [ pdf/ Labaton-2015-Survey-report 12.pdf.
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Definition of Financial Institution (31 U.5.C. §5312(a)(2))
(2) “financial institution” means—

(A} an insured bank (as defined in section 3(h) of the Federal Deposit Insurance Act (12 U.S.C. 1813(h)));
(B) a commercial bank or trust company;

(C) a private banker;

(D) an agency or branch of a foreign bank in the United States;

(E) anvy credit union;

|F) a thrift institution;

|G) a broker or dealer registered with the Securities and Exchange Commission under the Securities
Bxchange Act of 1934 (15 U.5.C. 78a et seq.);

(H) a broker or dealer in securities or commodities;

(1) an investment banker or investment company;

{1} a currency exchange;

(K) an issuer, redeemer, or cashier of travelers’ checks, checks, money orders, or similar instruments;
(L} an operator of a credit card system;

(M} an insurance company;

(N) a dealer in precious metals, stones, or jewels;

|0) a pawnbroker;

|P) a loan or finance company;

() a travel agency;

|R) a licensed sender of money or any other person who engages as a business in the transmission of
funds, including any person who engages as a business in an informal money transfer system or any
network of people who engage as a business in facilitating the transfer of money domestically or
internationally outside of the conventional financial institutions system;

(S) a telegraph company;

(T) a business engaged in vehicle sales, including automobile, airplane, and boat sales;

(U) persons involved in real estate closings and settlements;

(V) the United States Postal Service;

(W) an agency of the United States Government or of a State or local government carrying out a duty or
power of a business described in this paragraph;

{X) a casino, gambling casino, or gaming establishment with an annual gaming revenue of more than
$1,000,000 which—

(i) is licensed as a casino, gambling casino, or gaming establishment under the laws of any State or any
political subdivision of any State; or

(i) is an Indian gaming operation conducted under or pursuant to the Indian Gaming Regulatory Act other
than an operation which is limited to class | gaming (as defined in section 4(6) of such Act);

(Y} any business or agency which engages in any activity which the Secretary of the Treasury determines,
by regulation, to be an activity which is similar to, related to, or a substitute for any activity in which any
business described in this paragraph is authorized to engage; or
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|Z) any other business designated by the Secretary whose cash transactions have a high degree of
usefulness in criminal, tax, or regulatory matters.

Exempted anti-money laundering programs for certain financial institutions. 31 C.F.R 1010.205(b)(1)
(bjJTemporary exemption for certain financial institutions. [no sunset clause]

|1) Subject to the provisions of paragraphs () and (d) of this section, the following financial institutions
(as defined in 31 U.5.C. 5312(a)(2) or {c){1)) are exempt from the requirement in 31 U.S.C. 5318(h)(1)
concerning the establishment of anti-money laundering programs:

(i) Pawnbroker;

(if) Travel agency;

(iii) Telegraph company;

(iv) Seller of vehicles, including automobiles, airplanes, and boats;

(v) Person involved in real estate closings and settlements;

(vi) Private banker;

|vii) Commaodity pool operator;

(vili) Commodity trading advisor; or

(i) Investment company.
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RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM GREG BAER

Q.1. Shifting BSA Oversight Back to FinCEN—One Clearing House
recommendation is to have FinCEN’s BSA oversight authority over
large banks—originally delegated to Federal banking agencies over
20 years ago—returned to FinCEN. But it seems clear FinCEN
does not have the bandwidth to make such a radical change.

Can you describe your organization’s effort to assess what this
change would require, in terms of additional Federal funding and
personnel, or new assessments on big banks? Why should we redo
wholesale a system that has been working reasonably well, and put
in place the kind of centralized examination teams you suggest,
when examiners have expertise and experience with these large en-
tities, and have been doing this job successfully for many years?

A.1. While it would be a significant undertaking for FinCEN to ex-
amine all financial institutions subject to the BSA, we instead rec-
ommend that FinCEN retake exam authority for large inter-
national financial institutions that present complex cross-border
issues and file a majority of SARs. We estimate that an examina-
tion team of only 25-30 people at FinCEN could replicate the exist-
ing work of the Federal banking agencies and the IRS (for the larg-
est MSBs) at these institutions. More importantly, a dedicated
FinCEN exam team for this small subset of large institutions could
receive appropriate security clearances, meet regularly with law
enforcement and other end users, receive training in big data ana-
Iytics and work with other experts in Government. They, in turn,
would be supervised by Treasury officials with law enforcement,
national security, and diplomatic perspectives on what is needed
from an AML/CFT program—not bank examiners who frequently
bring no experience in any of those disciplines. Furthermore, when
FinCEN turned to writing rules in this area, it would do so in-
formed by its experience in the field. It would see the whole field,
and promote innovative and imaginative conduct that advanced
law enforcement and national security interests, rather than
auditable processes and box checking. Funding such an exam team
could be accomplished many ways, including: (i) assessing financial
institutions for examinations costs;! or (ii) establishing a central-
ized team funded pro rata by each of the affected agencies but re-
porting directly and solely to the FinCEN Director.

This recommendation aims to address one of the fundamental
drivers of the inefficiency in the U.S. AML/CFT regime—the fact
that the end users of the information generated by banks (e.g., law
enforcement and national security officials) have no say in how
banks allocate their resources and provide financial intelligence to
them. Therefore, examiners do not have insight into the utility of
the material provided by banks, law enforcement AML/CFT prior-
ities, or the degree to which banks can innovate their compliance

1Existing statutory authority appears to allow for such an assessment and affected institu-
tions should see a corresponding reduction in the assessment they currently pay to prudential
regulators for supervision of this function. The Independent Offices Appropriation Act provides
general authority for a Government agency to assess user fees or charges by administrative reg-
ulation, based on the value of the service to the recipient. See 31 U.S.C. §89701. OMB Circular
No A-25 provides further guidance regarding “user fees” (“A user charge . . . will be assessed
against each identifiable recipient for special benefits derived from Federal activities beyond
those received by the general public.”). See OMB Circular No. A-25 Revised.
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programs in order to provide better leads to law enforcement. In-
stead they focus on auditable policies, procedures, and metrics.

From a political and personal risk perspective, examiners are in
a no-win situation. On the one hand, they are excluded when the
bank they examine is pursuing real cases with law enforcement,
national security or intelligence community officials, and therefore
receive no credit when those cases are successful. But if something
goes wrong—if a corrupt official or organization turns out to be a
client of the bank they examine—the examiner faces blame. Thus,
from an examiner and banking agency perspective, the only pos-
sible safe harbor is to demand more policies and procedures, ensure
that a lot of alerts are generated and SARs filed, and encourage
the bank to investigate exhaustively any client deemed high risk.
Given that banks have been complying with AML/CFT require-
ments for decades, examiners are also fairly comfortable with the
current technological and programmatic aspects of the regime, so
rather than encourage institutions to make innovative pro-
grammatic changes to detect high-risk financial crimes, the exam-
iner focuses on auditing processes like the number of computer
alerts generated, SARs filed and compliance employees hired. As a
result, banks of all sizes generate a lot of SARs that are of little
to no use to law enforcement.

Importantly, the benefits of a FinCEN examination function
would extend well beyond the handful of banks it examined. Prior-
ities set and knowledge learned could be transferred to regulators
for the remaining financial institutions. And innovation started at
the largest firms, with encouragement from FinCEN, would inevi-
tably benefit smaller firms. The result of FinCEN assuming some
supervisory authority would be a massive cultural change, as the
focus of exams shifted to the real-world effectiveness of each insti-
tution’s AML/CFT program, rather than the number of SARs filed
or number of policies written. That change would start with those
banks under sole FinCEN supervision, but would eventually spread
to all institutions.

Q.2. Protecting Information Shared Among Banks—With any in-

crease in information sharing between financial institutions beyond

that allowed under current law would come an increased responsi-

gility for those institutions to protect consumer and commercial
ata.

What additional steps are needed to ensure that expanding infor-
mation sharing among banks doesn’t put customers at greater risk
of data theft, or of unjustified exclusion from the financial system
because of inaccurate information being shared? Should we con-
sider a more formal redress mechanism for persons debanked as a
result of increased information sharing? Has the Clearing House
surveyed its members to assess, over the last 5 years or so, how
many 314b inquiries were made, and how many responded to, by
member banks? If not, could you do such an informal survey and
provide to the Committee that data?

A.2. Financial institutions work very hard to ensure that their cus-
tomers can conduct their financial transactions in a safe and secure
manner, while protecting their privacy. U.S. banks are subject to
a host of regulatory and other requirements and devote substantial
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time and investment to safeguarding customer data—and have
every incentive to do so. We believe that greater information shar-
ing is fully consistent with the important privacy risks of bank cus-
tomers. If a customer has an account at multiple banks, each of
those banks is already monitoring those accounts for suspicious ac-
tivity. Allowing a bank that believes that it has detected suspicious
activity to consult the other relevant banks would allow it to de-
velop a more complete picture of the customer’s financial activity,
and in many cases would result in a SAR not being filed. (For ex-
ample, one bank might see suspicious wire transfers to another
country, while a second bank might explain that it banks a com-
pany owned by that customer in that country, so the transfers are
entirely appropriate.) Of course, in some cases, a more complete
picture might confirm initial suspicions, and lead to a higher qual-
ity SAR filing.

We do not believe there should be concerns about information
sharing on SARs leading to customers becoming unbanked. Sharing
would only occur if there was already cause for suspicion, and
would occur only among those banks that currently share the cus-
tomer. Even in the event that all those banks, as a result of the
sharing, decide to close the customer’s accounts, this fact will not
be disclosed to other banks or to the public. Thus, this case is not
akin to credit reporting, where a customer’s experience with one
bank affects his or her credit score, and thereby the ability to ob-
tain credit from any bank.

In order to be covered by the 314(b) safe harbor, financial institu-
tions or an association of financial institutions must comply with
a number of requirements, including: (i) annually registering with
FinCEN and providing a point of contact for requests; (ii) taking
reasonable steps to verify that the recipient institution is also reg-
istered with FinCEN; and (iii) ensuring that the information
shared is adequately protected, secure and confidential.2 In par-
ticular, FinCEN’s 314(b) regulation states that institutions who
share under this program are to “maintain adequate procedures to
protect the security and confidentiality of such information . . .
[which] shall be deemed satisfied to the extent that a financial in-
stitution applies to such information procedures that the institu-
tion has established to satisfy the requirements of section 501 of
the Gramm-Leach—Bliley Act (15 U.S.C. 6801), and applicable reg-
ulations issued thereunder, with regard to the protection of its cus-
tomers’ nonpublic personal information.”3 As a general matter,
FinCEN notes that sharing under 314(b) must only be done to
“lildentify[] and, where appropriate, report[] on activities that may
involve terrorist financing or money laundering; [d]etermine[]
whether to establish or maintain an account, or to engage in a
transaction; or [a]ssist[] in compliance with anti-money laundering
requirements.” 4

While it would be difficult to provide you with data on the fre-
quency of requests and responses as requests carry varying degrees
of urgency and significance—some are critical and merit an institu-

2See FinCEN “Section 314(b) Fact Sheet”, (314(b) Fact Sheet) November 2016, available at
wwuw.fincen.gov [ sites | default / files | shared | 314bfactsheet.pdf.

3See 31 CFR 1010.540(b)(4)(ii).

4See 314(b) Fact Sheet, supra n. 2.
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tion’s immediate attention while others are more routine and can
function as alerts—we note that FinCEN guidance suggests that fi-
nancial institutions reference 314(b) in SAR narratives when it has
assisted institutions in determining whether information is sus-
picious, so the agency may be able to provide you with a com-
prehensive assessment of the relative effectiveness of the program.
Relatedly, our members have been told anecdotally by law enforce-
ment that their investigative work, using 314(b) and other tools,
has resulted in the production of highly useful information. 5

Finally, when dealing with financial inclusion concerns, we note
that the present regulatory framework lends itself to overly con-
servative evaluations of risk. This is why TCH recommends that
Treasury lead the regime as it is uniquely positioned to balance the
sometimes conflicting interests relating to national security, the
transparency and efficacy of the global financial system, the provi-
sion of highly valuable information to regulatory, tax and law en-
forcement authorities, financial privacy, financial inclusion, and
international development.

Q.3. SAR Filings—You noted in your testimony that currently the
largest number of SARs being filed against banks are for insider
threats and abuses such as deceptive and fraudulent sales prac-
tices, and seemed to suggest that was inappropriately high. But I
note that in cases like Wells Fargo, which has recently been forced
to pay out hundreds of millions in fines, penalties, and a class ac-
tion settlement, the filing of SARs is often a useful tool to identify
such patterns of misconduct among employees, and throughout a
bank and its branches.

Are there specific types of insider threats, deceptive or fraudu-
lent practices, or other types of illicit conduct that you think should
NOT be subject to SAR filings?

A.3. We are aware of no case, including Wells Fargo, where SAR
filings served as a “useful tool to identify . . . patterns of mis-
conduct among employees, and throughout a bank and its
branches.” Rather, our strong presumption is that SAR filings with
respect to minor offenses in small dollar amounts are rarely if ever
investigated by law enforcement. We do not know but strongly sus-
pect that any post hoc SAR filings made by Wells Fargo have not
resulted in any prosecution of employees subject to those filings,
and that law enforcement, if it were interested in prosecuting or
interviewing those employees, did not require a SAR filing to iden-
tify them. Again, this is only speculation, so we would strongly
urge the Committee to ask FinCEN for data on the yield on SARs
filed on insider abuse, and for examples of where such filings initi-
ated or advanced a prosecution.

None of this is to minimize the importance of enforcing the law
against banks and their employees. We do question strongly wheth-
er resources deployed to filing SARs on insider abuse could be bet-
ter deployed to innovative approaches to detecting more serious
crimes. As a general matter, the current BSA/AML reporting re-

5See Testimony of William J. Fox before the U.S. House Financial Services Subcommittees
on Financial Institutions and Consumer Credit and Terrorism and Illicit Finance, November 29,
2017, available at financialservices.house.gov /uploadedfiles | hhrg-115-bal5-wstate-wfox-
20171129.pdf.
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gime should be reviewed and the investigation and reporting of ac-
tivity of limited law enforcement or national security consequence
should be deprioritized, while increasing law enforcement feedback,
to allow financial institutions to re-allocate resources to higher
value AML/CFT efforts. This effort corresponds with the statutory
purpose of the BSA, which is to provide the Government with
AML/CFT information that is of a “high degree of usefulness.” ¢

TCH believes that the SAR regime should be modernized through
the tailoring of various requirements and facilitation of the submis-
sion of raw data from financial institutions to law enforcement.
This could be done in part by (i) providing guidance further clari-
fying that a SAR is not required simply because a transaction ap-
pears to have no economic, business, or lawful purpose; (ii) elimi-
nating requirements to file SARs when there are single instances
of structuring activity and under the 90-day continuing activity re-
view requirements; (iii) reducing the number of fields deemed “crit-
ical” and “optional” to SAR and CTR filings, as each one imposes
associated regulatory expectations and burdens with varying bene-
fits; and (iv) reviewing, revising or retracting as necessary all exist-
ing SAR guidance to ensure it aligns with the priorities of law en-
forcement and the regime more broadly and clearly communicates
expectations to institutions. CTR expectations should also be
streamlined as, when coupled with the SAR regime, many may be
of low law enforcement or national security value. ”

To get a sense of the potential for improvement, note that one
bank has publicly reported that it receives follow-up requests from
law enforcement on approximately 7 percent of the SARs it files,
which is consistent with other reports we have received. More im-
portantly, for some categories of SARs—structuring, insider
abuse—that number is far lower, approaching 0 percent. However,
no one can afford to stop filing SARs in any category because exam-
iners focus on the SAR that was not filed, not the quality or impor-
tance of the SAR that was filed. A core problem with the current
regime is that there is an absence of leadership making choices like
these—therefore we also recommend that Treasury set priorities
for the AML/CFT regime and allow financial institutions to deploy
their resources in support of those priorities.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SASSE
FROM GREG BAER

Q.1. Our current money laundering regulatory regime evaluates fi-
nancial institutions based on how they meet process-based metrics
such as the filing of suspicious activity reports. As this hearing dis-
cussed, the drawback to this is that financial institutions end up
focusing on meeting these metrics instead of developing innova-
tions that will better catch the bad guys. One proposed way to en-

6See 31 U.S.C. 85311, which states that “[i]t is the purpose of this subchapter [the BSA] to
require certain reports or records where they have a high degree of usefulness in criminal, tax,
or regulatory investigations or proceedings, or in the conduct of intelligence or counterintel-
ligence activities, including analysis, to protect against international terrorism.” Note that the
last clause was added by the USA PATRIOT Act in 2001.

7See The Clearing House, “Re: Request for Comments Regarding Suspicious Activity Report
and Currency Transaction Report Requirements”, (April 10, 2018), available at
wwuw.theclearinghouse.org [ - | media [ tch | documents | tch-weekly /2018 /
20180410 tch comment letter to fincen on sar and ctr requirements.pdf.
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courage innovation that focuses on results is to find ways to allow
financial institutions to experiment with new anti-money laun-
dering technologies without facing regulatory liability. For exam-
ple, some have proposed a no-action letter system which would
allow financial institutions to gain guidance from FinCEN and
other regulators about the legality of proposed actions. How would
such a system function and how could it encourage innovation?
Would FinCEN need legislative authorization to implement a no-
action letter process, either to issue no-action letters themselves or
to have the authority to exempt financial institutions from any par-
ticular reporting requirements?

A.1. TCH supports efforts to institute a no-action letter like process
that resembles the Securities and Exchange Commission’s. 1 While
rulemaking and the issuance of guidance are cumbersome proc-
esses that do not always promote innovation or dialogue with the
industry, a no-action letter system could be more effective. It would
allow individual financial institutions to ask particular questions
about actions they plan to take, thereby spurring innovation; pro-
vide quick answers, thereby nurturing innovation; and increase the
flow of information from industry to FinCEN. As with other areas
of reform, Congressional efforts to encourage the establishment of
a no-action letter process for Bank Secrecy Act-related issues would
be helpful.2 We note that the Bank Secrecy Act grants Treasury
broad interpretive authority including to “prescribe an appropriate
exemption from a requirement under this subchapter and regula-
tions prescribed under this subchapter.”3

More broadly, a cultural change is necessary in how banks are
examined for compliance, and assessed for potential enforcement
action. The current focus of examination is reviewing a sample of
alerts and attempting to demonstrate that a SAR should have been
filed in some of those cases. There is little to no focus on the value
of the SARs the bank filed. There is little to no contact between
examiners and the law enforcement and national security officials
who use those SARs. We believe that any assessment of a firm’s
AML/CFT program should include all that information, and that
any examination criticisms (in the form of Matters Requiring At-
tention) or formal enforcement action should come only after a ho-
listic review of the program, and not perceived compliance lapses
in a particular area, particularly where there was no attempt to ac-
tually assist (as opposed to failure to detect) money laundering. We
have proposed achieving that result for the largest, internationally
active banks—which file the majority of SARs and present global
derisking issues—by having FinCEN reclaim the examination au-

1See The Clearing House, “A New Paradigm: Redesigning the U.S. AML/CFT Framework To
Protect National Security and Aid Law Enforcement”, (TCH AML/CFT Report), February 2017,
available at www.theclearinghouse.org//media/TCH /Documents/ TCH%20WEEKLY /2017 /
20170216 TCH Report AML CFT Framework Redesign.pdf.

2While legislative authorization would be helpful, we note that the Securities and Exchange
Commission’s no-action letter regime appears to be established under broad authorities. See
Nagy, Donna M., “Judicial Reliance on Regulatory Interpretations in SEC No-Action Letters:
Current Problems and a Proposed Framework”, Cornell Law Review, Vol. 83: 921, p. 931 which
says “[iln addition to rulemaking and adjudicatory powers of statutory origin, the SEC possesses
inherent power to issue interpretations of the Federal securities laws and the SEC rules it has
promulgated thereunder. This authority to make interpretive statements derives from
Congress’s charge to the SEC to administer and enforce the Federal securities laws.” Available
at www.lawschool.cornell.edu | research [ cornell-law-review | upload /| Nagy.pdf.

3See 31 U.S.C. 85318(a)(7).
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thority that Congress assigned it, rather than continuing to dele-
gate it. For other banks, we believe FinCEN needs to set priorities
and assist in reviewing the value of a firm’s program.

Q.2. What should our risk tolerance be for the fact that the U.S.
financial system facilitates crimes like human trafficking? Should
we strive to have zero incidence of money laundering in our finan-
cial system?
A.2. Financial institutions around the globe are proactively work-
ing among themselves and with the public sector to disrupt human
trafficking networks. In a 2016 Financial Times op-ed, Standard
Chartered’s Group General Counsel discussed the need for en-
hanced public—private sector sharing, noting that presentations
from NGOs and Government agencies “have improved banks’ abil-
ity to detect potentially [human trafficking] related financial trans-
actions. In turn, they have helped law enforcement disrupt traf-
ficking networks.”4 Such movements are also underway in the
United States. >

However, a core problem with the current regime is that it does
not prioritize the allocation of financial institution resources to gen-
erate leads that are of a “high degree of usefulness” as required by
the BSA.é Therefore, TCH recommends that Treasury set AML/
CFT priorities for the regime to assist financial institutions as they
work to fulfill their statutorily mandated reporting obligations—in-
cluding for potential human trafficking.? Furthermore, we encour-
age the development and improvement of public—private sector
AML/CFT information sharing partnerships. The authorized and
appropriate sharing of information between the Government and
the private sector as well as the sharing of information between
and among financial institutions is critical to efforts to address il-
licit finance. We note that the USA Patriot Act’s Section 314(b) pri-
vate sector information sharing provisions have reportedly been
useful in addressing human trafficking and other crimes. 8

Q.3. I'd like to understand better how technological innovation is
transforming the fight against money laundering and how Govern-
ment policy can help or hurt these efforts.

4See Financial Times op-ed by David Fein, “How To Beat the Money Launderers: Banks Must
Work With Governments To Combat This Scourge”, November 22, 2016, available at
www.ft.com [content | 569c2e26-adb9-11e6-ba7d-76378edfef24.

5See TCH Banking Perspectives article by Juan C. Zarate and Chip Poncy, “Designing a New
AML System”, Q3 2016, available at www.theclearinghouse.org/research | banking-perspectives/
2016/2016-q3-banking-perspectives | a-new-aml-system.

6See 31 U.S.C. 85311, which states that “[ilt is the purpose of this subchapter [the BSA] to
require certain reports or records where they have a high degree of usefulness in criminal, tax,
or regulatory investigations or proceedings, or in the conduct of intelligence or counterintel.
ligence activities, including analysis, to protect against international terrorism.” Note that the
last clause was added by the USA PATRIOT Act in 2001.

7We note that the U.K.’s Joint Money Laundering Intelligence Taskforce (JMLIT) has estab-
lished the following operational priorities for its public—private sector information sharing part-
nership: (i) understanding and disrupting the funding flows linked to bribery and corruption;
(i) understanding and disrupting trade based money laundering; (iii) understanding and dis-
rupting the funding flows linked to organized immigration crime, human trafficking and modern
slavery; (iv) understanding and disrupting money laundering through capital markets; and (v)
understanding key terrorist financing methodologies. See JMLIT website  at
www.nationalcrimeagency.gov.uk | about-us | what-we-do | economic-crime [ joint-money-laundering-
intelligence-taskforce-jmlit.

8See Testimony of William J. Fox before the U.S. House Financial Services Subcommittees
on Financial Institutions and Consumer Credit and Terrorism and Illicit Finance, November 29,
2017, available at financialservices.house.gov /uploadedfiles/hhrg-1 15-ba15-wstate-wfox-
20171129.pdf.
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In the health care context, I hear about how researchers have
used machine learning and artificial intelligence to identify dis-
eases and predict when they will occur, using data points that hu-
mans would have never put together. How have financial institu-
tions or law enforcement officials been able to use of similar tech-
niques to identify money laundering and how much more progress
can be made in this front?

Outside of Al and machine learning, how can recent FinTech in-
novations such as blockchain fight money laundering?

What regulatory requirement or requirements—if any—most
hinders the adoption of technological innovations?

A.3. Financial institutions are in the early stages of exploring var-
ious ways to apply technological innovations to AML/CFT efforts.
In particular, artificial intelligence has the potential to improve the
way that banks identify suspicious activity. Al does not search for
typologies but rather mines data to detect anomalies. It gets pro-
gressively smarter; it won’t be easily evaded; and different banks
with different profiles would end up producing different outcomes.

Our banks report that they are working to pilot Al solutions in
this area, yet the experts that they need to work on these initia-
tives are instead required to validate their current programmatic
processes to examiners.? Financial institutions need to be able to
innovate their AML programs and coordinate that innovation with
their peers. Yet, the most consequential impediment to innovation
is the current regulatory structure as examiners focus on auditing
banks’ policies, processes, and metrics versus encouraging financial
institutions to shift their resources to developing innovative meth-
ods of detecting financial crime.

Furthermore, some firms have expressed concerns that if they
adopt new and more effective methods, and actually identify more
illicit activity, they will be sanctioned by the banking agencies for
failing to detect that conduct earlier. It is a reflection of the current
dysfunction that this is an actual concern.

This is why TCH believes that Treasury should take a more
prominent role in coordinating AML/CFT policy and examinations
across the Government and conduct a robust and inclusive annual
or biennial process to establish AML/CFT priorities and provide an
overarching purpose for the regime. Furthermore, we believe that
FinCEN should retake exam authority for multinational, complex
financial institutions. A dedicated FinCEN exam team for this
small subset of large institutions could receive appropriate security
clearances, meet regularly with law enforcement and other end
users, receive training in big data analytics and work with other
experts in Government. They, in turn, would be supervised by
Treasury officials with law enforcement, national security, and dip-
lomatic perspectives on what is needed from an AML/CFT program.
This change would promote innovative and imaginative conduct
that advanced law enforcement and national security interests,
rather than auditable processes and box checking. Importantly, the
benefits of a FinCEN examination function would extend well be-
yond the handful of banks it examined. Priorities set and knowl-
edge learned could be transferred to regulators for the remaining

21d.
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financial institutions. And innovation started at the largest firms,
with encouragement from FinCEN, would inevitably benefit small-
er firms. The result of FinCEN assuming some supervisory author-
ity would be a massive cultural change, as the focus of exams shift-
ed to the real-world effectiveness of each institution’s AML/CFT
program, rather than the number of SARs filed or number of poli-
cies written. That change would start with those banks under sole
FinCEN supervision, but would eventually spread to all institu-
tions.

Q.4. How much does bitcoin, blockchain, and other cryptocurrencies
facilitate money laundering? How—if at all—should this impact our
approach to combating money laundering in traditional banks?
How can law enforcement officials best stop this newer form of
money laundering?

A.4. As a general matter, customers are using various tools to con-
duct transactions around the globe with bank and nonbank finan-
cial institutions. In 2013, FinCEN issued guidance indicating that
a cryptocurrency “administrator or exchanger is an MSB under
FinCEN’s regulations, specifically, a money transmitter, unless a
limitation to or exemption from the definition applies to the per-
son.” 10 We also note that in the past few years, FinCEN has levied
enforcement actions against cryptocurrency exchangers. While TCH
is not privy to data on the extent of money laundering within vir-
tual currencies, we note that others are beginning to look into this
issue. 11

Any review of the BSA/AML regime and its effectiveness should
investigate the changing ways in which customers interact with fi-
nancial institutions and ensure that statutory authorities are ade-
quately tailored to address the evolving nature of illicit finance
threats.

Q.5. I'd like to discuss Suspicious Activity Reports (SARs). Today,
around 2 million SARs are filed each year. While every SAR used
to be read by law enforcement officials, that is no longer the case
today. Financial institutions often complain that they rarely, if
ever, receive feedback from law enforcement officials on the utility
of any particular suspicious activity report that they file. This lack
of feedback loops increases the burdens on financial institutions,
who continue to file SARs that are of little utility to law enforce-
ment officials. It also prevents financial institutions from devel-
oping better analytical tools to more precisely discern between the
signal and the noise.

What percentage of SARs are actually read by someone in law
enforcement?

How often do financial institutions receive feedback from law en-
forcement officials as to the utility of their SAR filing?

While some have proposed reducing the number of SARs and
CRT filings because they are often superfluous and are never read,

10See FIN-2013-G001 “Application of FinCEN’s Regulations to Persons Administering, Ex-
changing, or Using Virtual Currencies”, March 18, 2013, available at www.fincen.gov/sites/de-
fault/files/shared | FIN-2013-G001.pdf.

11For example, in January 2018, Yaya J. Fanusie and Tom Robinson published a memo-
randum on “Bitcoin Laundering: An Analysis of Illicit Flows Into Digital Currency Services”.
Available at: www.defend democracy.org [ content [ uploads | documents /
MEMO _Bitcoin__Laundering.pdf.
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others argue that this poses risks, because investigating minor in-
fractions may still lead to significant law enforcement successes.
How should policymakers resolve this conflict?

A.5. TCH members report that they receive follow-up requests for
additional information from law enforcement on their SAR filings
in less than 10 percent of cases. For certain categories of SARs, the
number of requests is close to 0 percent. It should be noted that
a follow-up request does not mean that the SAR led to an arrest
or conviction; it means only that someone in law enforcement want-
ed to learn more about the case. Our understanding is that
FinCEN does not routinely research how SARs are used and what
their yield is. Obviously, a more modern system would be more
data-driven.

While law enforcement is best placed to provide data on how
many reports are read, we note that they are generally used by
FinCEN and law enforcement for data searches and mining. While
one BSA report may be the “last piece of the puzzle,” it’s important
to consider the resources deployed for the production of that report
and whether they would be better spent if redirected to produce the
first piece in a more important puzzle. As an analogy, if law en-
forcement rigorously enforced jaywalking rules, it would occasion-
ally capture a wanted fugitive, but no one would consider that a
good use of finite law enforcement resources. Again, a core problem
with the current regime is that there is an absence of leadership
making choices like these.

This is why TCH recommends that Treasury lead the regime by
coordinating AML/CFT policy and examinations across the Govern-
ment and conduct a robust and inclusive annual or biennial process
to establish AML/CFT priorities that would form the basis for the
deployment of financial institution resources. Relatedly, Treasury
should undertake a review of BSA/AML reporting requirements to
ensure information of a high degree of utility is reported to law en-
forcement, which conforms with financial institutions’ obligations
under the BSA. 12

Q.6. How could regulators (1) set up better feedback loops between
financial institutions and law enforcement officials that could help
financial institutions better identify money laundering; and (2) em-
power financial institutions to act upon their improved ability to
distinguish between useful and superfluous reports, including by
filing fewer unnecessary SARs, without fearing regulatory con-
sequences for doing so?

Would a better feedback loop system exist if financial institutions
employed more people with security clearances? If so, what, if any-
thing, can the Federal Government do to facilitate this?

A.6. There are substantial benefits to developing additional path-
ways, both formally and informally, for AML/CFT information
sharing between various stakeholders in the public and private sec-
tor. Granting law enforcement and national security authorities op-
portunities to provide general feedback on the reports filed, and in-

12See 31 U.S.C. 85311, which states that “[ilt is the purpose of this subchapter [the BSA]
to require certain reports or records where they have a high degree of usefulness in criminal,
tax, or regulatory investigations or proceedings, or in the conduct of intelligence or counterintel-
ligence activities, including analysis, to protect against international terrorism.” Note that the
last clause was added by the USA PATRIOT Act in 2001.
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corporating this feedback into supervisory evaluations of firms’
compliance, could assist financial institutions in targeting their re-
sources to efforts that provide information that is of the greatest
use in preventing illicit financing. We note that under the current
regime, many large financial institutions operate financial intel-
ligence units (FIUs) that employ former law enforcement or na-
tional security officials, yet still receive little to no useful feedback.

It would also be helpful if a pathway for sharing information was
established to allow financial institutions to efficiently share raw
data with law enforcement, under a safe harbor, and with reforms
made to current reporting requirements. The current regime is
built on individual, bilateral reporting mechanisms grounded in the
analog technology of the 1980s, rather than the more inter-
connected and technologically advanced world of the 21st cen-
tury. 13 Therefore, providing such data in bulk would modernize the
current regime and allow institutions to provide law enforcement
with information in a timelier manner. Furthermore, it would allow
law enforcement, using big data analytics, to effectively have access
to and sift through large quantities of data more efficiently.

Further coordination and information sharing between and
among public sector authorities is critical to establishing AML/CFT
priorities and providing an overarching purpose for the regime. In
order to empower institutions to deploy resources to high-value ac-
tivities, TCH recommends that Treasury take a more prominent
role in coordinating AML/CFT policy and examinations across the
Government and conduct a robust and inclusive annual or biennial
process to establish AML/CFT priorities, which could form the
basis of financial institution examinations. This is particularly im-
portant in the U.S. where law enforcement, national security, and
financial institution oversight responsibilities are dispersed among
multiple agencies. This stands in contrast to other approaches (e.g.,
the U.K'’s Joint Money Laundering and Intelligence Task Force
(JMLIT)) that better address barriers to information sharing by
bringing together relevant actors to share information as well as
allowing financial institutions to follow-up on SAR activity, thereby
potentially improving the effectiveness of financial institution re-
porting mechanisms. However, as alluded to above, with any pub-
lic—private sector dialogue, and more generally, we believe that na-
tional authorities should speak with one voice when providing feed-
back as well as disseminating red flags, threats, and typologies to
the private sector as disparate voices create confusion.

Q.7. Often, financial institutions will derisk by refusing to serve
customers that could be involved in illegal activity. As financial in-
stitutions start to share more information with each other, this
practice could become more prominent and potential criminals
could more frequently lose access to the United States’ financial
system altogether.

Are there instances in which derisking is actually unhelpful for
law enforcement purposes, because it drives these criminals under-
ground and makes it more difficult to track them?

13See The Clearing House, “A New Paradigm: Redesigning the U.S. AML/CFT Framework To
Protect National Security and Aid Law Enforcement”, (TCH AML/CFT Report), February 2017,
available at wwuw.theclearinghouse.org//media/TCH | Documents|/ TCH%20WEEKLY /2017 /
20170216 TCH Report AML CFT Framework Redesign.pdf.
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At the moment, do the regulators that evaluate and enforce fi-
nancial institutions compliance with our Federal money laundering
take this into account?

Are there promising ways to increase cooperation between finan-
cial institutions, regulators, and law enforcement officials, so that
financial institutions can make a more informed decision about
when and how to derisk?

Would financial institutions need to hire more employees with a
top security clearance and/or a law enforcement background for
this coordination to be effective?

A.7. The current derisking trend is in part a reaction to Govern-
ment and supervisory characterizations of correspondent banking
as a high risk business and the evolving standards within the do-
mestic and international community. 14 The causes are clear—the
systems, processes, and people required to manage examiner expec-
tations for clients deemed to be of “higher risk”, are extremely cost-
ly. For example, a bank may prepare a lengthy report on a cus-
tomer only to be criticized for not further documenting the grounds
on which it decided to retain the customer. For certain regions or
businesses it is often times too expensive to build out this infra-
structure to support higher risk accounts. And this does not even
include the risk of massive fines and reputational damage in the
event a customer designated high-risk actually commits a criminal
act.

As discussed previously, TCH believes that Treasury should take
a more prominent role in coordinating AML/CFT policy and exami-
nations for the regime. That includes convening on a regular basis
the end users of BSA data—law enforcement, national security,
and others affected by the AML/CFT regime including the State
Department—and setting goals and priorities for the system.
Treasury is uniquely positioned to balance the sometimes con-
flicting interests relating to national security, the transparency and
efficacy of the global financial system, the provision of highly valu-
able information to regulatory, tax and law enforcement authori-
ties, financial privacy, financial inclusion, and international devel-
opment.

In addition, and as discussed above, TCH believes that greater
information sharing will assist in further clarifying whether a cus-
tomers’ activity is, in fact, suspicious. Presently the USA PATRIOT
Act grants various statutory authorities, under Sections 314(a) and
314(b) to allow for public—private and private—private sector shar-
ing. While security clearances and additional staff may be helpful,
we note that large financial institutions employ hundreds of staff
members, some of whom are former law enforcement officials, to
assist with compliance efforts yet it’s the “check-the-box” nature of

14See “The Great Unbanking: Swingeing Fines Have Made Banks Too Risk-Averse”, The
Economist, July 6, 2017, available at www.economist.com/news/leaders/21724813-it-time-
rethink-anti-money-laundering-rules-swingeing-fines-have-made-banks-too-risk-averse. See also
“A Crackdown on Financial Crime Means Global Banks Are Derisking”, The Economist, July 8,
2017, available at www.economist.com/news/international/21724803-charities-and-poor-mi-
grants-are-among-hardest-hit-crackdown-financial-crime-means.
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the compliance regime that prevents them from utilizing these re-
sources for more proactive AML/CFT efforts. 15

RESPONSES TO WRITTEN QUESTIONS OF SENATOR TILLIS
FROM GREG BAER

Q.1. How can we leverage technology to make the process simulta-
neously less onerous on banks while enhancing the outcomes of
catching illegal behavior? Are there regulatory and legislative bar-
riers to getting that down?

A.1. Allowing financial institutions to innovate their AML pro-
grams is key to enhancing their ability to identify suspicious activ-
ity. The biggest barrier to innovation is the current exam para-
digm. As one bank recently testified, from 2010-11 they were able
to innovate the way in which they used technology to identify po-
tentially suspicious activity. However, since then, they have found
innovation difficult as regulatory guidance has been inappropri-
ately applied to their programs and examiners have in turn rigor-
ously enforced this guidance, thereby delaying the implementation
of programmatic changes that used to take weeks to 9 months or
a year.! Under the current AML/CFT regime, examiners focus on
auditing banks’ policies, processes, and metrics versus encouraging
financial institutions to shift their resources to developing innova-
tive and effective methods of detecting financial crime.

This is why TCH believes that Treasury should take a more
prominent role in coordinating AML/CFT policy and examinations
across the Government and conduct a robust and inclusive annual
or biennial process to establish AML/CFT priorities and provide an
overarching purpose for the regime. Furthermore, we believe that
FinCEN should retake exam authority for multinational, complex
financial institutions. A dedicated FinCEN exam team for this
small subset of large institutions could receive appropriate security
clearances, meet regularly with law enforcement and other end
users, receive training in big data analytics and work with other
experts in Government. They, in turn, would be supervised by
Treasury officials with law enforcement, national security, and dip-
lomatic perspectives on what is needed from an AML/CFT program.
This change would promote innovative and imaginative conduct
that advanced law enforcement and national security interests,
rather than auditable processes and box checking. Importantly, the
benefits of a FinCEN examination function would extend well be-
yond the handful of banks it examined. Priorities set and knowl-
edge learned could be transferred to regulators for the remaining
financial institutions. And innovation started at the largest firms,
with encouragement from FinCEN, would inevitably benefit small-
er firms. The result of FinCEN assuming some supervisory author-
ity would be a massive cultural change, as the focus of exams shift-

15See Testimony of William J. Fox before the U.S. House Financial Services Subcommittees
on Financial Institutions and Consumer Credit and Terrorism and Illicit Finance, November 29,
2017, available at financialservices.house.gov /uploadedfiles/hhrg-115-bal5-wstate-wfox-
20171129 pdf.

1See Testimony of William J. Fox before the U.S. House Financial Services Subcommittees
on Financial Institutions and Consumer Credit and Terrorism and Illicit Finance, November 29,
2017, available at financialservices.house.gov /uploadedfiles | hhrg-115-bal5-wstate-wfox-
20171129.pdf.
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ed to the real-world effectiveness of each institution’s AML/CFT
program, rather than the number of SARs filed or number of poli-
cies written. That change would start with those banks under sole
FinCEN supervision, but would eventually spread to all institu-
tions.

Q.2. Financial institutions often complain that FinCEN, law en-
forcement officials, and prudential regulators do not tell them
whether their BSA filings serve a useful purpose, or how the re-
ports they submit are being used—and that the filings go into a
black hole. Can you shed some light on the filings that you make
or have used and what could be done to improve this process?

A.2. TCH members report that they receive follow-up requests for
additional information from law enforcement on their SAR filings
in less than 10 percent of cases. For certain categories of SARs, the
number of requests is close to 0 percent. It should be noted that
a follow-up request does not mean that the SAR led to an arrest
or conviction; it means only that someone in law enforcement want-
ed to learn more about the case. Our understanding is that
FinCEN does not routinely research how SARs are used and what
their yield is. Obviously, a more modern system would be more
data-driven.

TCH believes that the SAR regime and BSA filing requirements
generally, should be modernized through the tailoring of various re-
quirements and facilitation of the submission of raw data from fi-
nancial institutions to law enforcement. The current regime is built
on individual, bilateral reporting mechanisms grounded in the ana-
log technology of the 1980s, rather than the more interconnected
and technologically advanced world of the 21st century. 2 Therefore,
providing such data in bulk would modernize the current regime
and allow institutions to provide law enforcement with information
in a timelier manner. Furthermore, it would allow law enforce-
ment, using big data analytics, to effectively have access to and sift
through large quantities of data more efficiently.

Furthermore, additional pathways for AML/CFT information
sharing between various stakeholders in the public and private sec-
tor should be developed. Granting law enforcement and national se-
curity authorities opportunities to provide general feedback on the
reports filed, and incorporating this feedback into supervisory eval-
uations of firms’ compliance, could assist financial institutions in
targeting their resources to efforts that provide information that is
of the greatest use in preventing illicit financing.

Further coordination and information sharing between and
among public sector authorities is critical to establishing AML/CFT
priorities and providing an overarching purpose for the regime. In
order to empower institutions to deploy resources to high-value ac-
tivities, TCH recommends that Treasury take a more prominent
role in coordinating AML/CFT policy and examinations across the
Government and conduct a robust and inclusive annual or biennial
process to establish AML/CFT priorities, which could form the

2See The Clearing House, “A New Paradigm: Redesigning the U.S. AML/CFT Framework To
Protect National Security and Aid Law Enforcement”, (TCH AML/CFT Report), February 2017,
available at wwuw.theclearinghouse.org//media/TCH | Documents|/ TCH%20WEEKLY /2017 /
20170216 TCH Report AML CFT Framework Redesign.pdf.
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basis of financial institution examinations. This is particularly im-
portant in the U.S. where law enforcement, national security, and
financial institution oversight responsibilities are dispersed among
multiple agencies. This stands in contrast to other approaches (e.g.,
the U.K'’s Joint Money Laundering and Intelligence Task Force
(JMLIT)) that better address barriers to information sharing by
bringing together relevant actors to share information as well as
allowing financial institutions to follow-up on SAR activity, thereby
potentially improving the effectiveness of financial institution re-
porting mechanisms. However, with any public—private sector dia-
logue, and more generally, we believe that national authorities
should speak with one voice when providing feedback as well as
disseminating red flags, threats, and typologies to the private sec-
tor as disparate voices create confusion.

Q.3. Another compliance challenge often cited by banks is that they
feel pressured by bank examiners and law enforcement authorities
to exit certain business lines or cease offering certain services to
customers viewed as presenting particular money-laundering
vulnerabilities, i.e., severing corresponding banking relationships
with foreign institutions in certain geographic areas, and also end-
ing money services businesses (MSBs, i.e., check cashing, money
transmitters, currency exchange outlets, etc.)

As banks reevaluate their business relationships with MSBs in
light of what they may view as a hostile regulatory landscape,
what can we do to change this type of behavior/is this a prevalent
problem in the industry?

It is my understanding that there are times when law enforce-
ment and the bank regulators work at cross purposes. That is, law
enforcement might want a bank to continue banking an individual
or company that they are following and building a case against but
the bank regulators, whose incentives are to not be embarrassed by
their regulated entities, force the banks to “derisk” or close those
accounts. Is that actually the case?

A.3. We do not have hard data on this question. With respect to
specific customers, we have heard of cases where law enforcement
asked a bank to keep an account open, and the bank agreed; we
have also heard of cases where banks felt that the regulatory risk
was too high, and declined. At a broader level, with respect to cer-
tain lines of business or regions, we do not believe there are cases
where banks have agreed to remain engaged at law enforcement or
other governmental request. For example, it has been reported that
the State Department expressed considerable concern at the deci-
sion by banks to derisk foreign embassies in the United States, but
the banks involved could not get sufficient assurance that the
banking agencies would not sanction them if something went
wrong, so closed or refused to open those accounts.

Q.4. In terms of AML, we know that the success of AML is centric
around whether or not the predicate crime of money laundering
has been reduced, but we only really know how pervasive money
laundering is on a reactive basis, i.e., when someone/some entity is
caught. To that end, do you believe the advent/popularity of
cryptocurrencies could affect the capture of money laundering/could
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it affect AML? Do enforcement authorities have the technological
capabilities to work with private industry to capture mal-actors?

A.4. As a general matter, customers are using various tools to con-
duct transactions around the globe with bank and nonbank finan-
cial institutions. In 2013, FinCEN issued guidance indicating that
a cryptocurrency “administrator or exchanger is an MSB under
FinCEN’s regulations, specifically, a money transmitter, unless a
limitation to or exemption from the definition applies to the per-
son.” 3 We also note that in the past few years, FinCEN has levied
enforcement actions against cryptocurrency exchangers. While TCH
is not privy to data on the extent of money laundering within vir-
tual currencies, others are beginning to look into this issue.4 In ad-
dition, in a recent speech, Treasury Under Secretary for Terrorism
and Financial Intelligence Sigal Mandelker provided an example of
cryptocurrencies being used for money laundering and terrorist fi-
nancing stating that “law enforcement authorities recently arrested
a woman in New York who used Bitcoin to launder fraud proceeds
before wiring the money to ISIS.”5

Any review of the BSA/AML regime and its effectiveness should
investigate the changing ways in which customers interact with fi-
nancial institutions and ensure that statutory authorities are ade-
quately tailored to address the evolving nature of illicit finance
threats.

Q.5. In your opinion, do you think that the overall AML regime has
been effective? Additionally, what do you see as the best way to en-
sure future effectiveness?

Is it to have Treasury be the lead to:

1. Define with other stakeholders specific and clear national pri-
orities of the regime; and

2. Determine, working with other stakeholders, clear and meas-
urable objectives of the regime in light of those priorities. Should
Treasury or someone else have to report those measurements
against the objectives back to Congress?

A.5. The U.S. AML/CFT regime is broken. It is extraordinarily inef-
ficient, outdated, and driven by perverse incentives. A core problem
is that today’s regime is geared towards compliance expectations
that bear little relationship to the actual goal of preventing or de-
tecting financial crime, and fail to consider collateral consequences
for national security, global development, and financial inclusion.
Fundamental change is required to make this system an effective
law enforcement and national security tool, and reduce its collat-
eral damage.

The Department of the Treasury should reclaim responsibility for
the system. That includes convening on a regular basis the end

3See FIN-2013-G001 “Application of FinCEN’s Regulations to Persons Administering, Ex-
changing, or Using Virtual Currencies”, March 18, 2013, available at wwuw.fincen.gov/sites/de-
fault/files |/ shared | FIN-2013-G001.pdf.

4For example, in January 2018, Yaya J. Fanusie and Tom Robinson published a memo-
randum on “Bitcoin Laundering: An Analysis of Illicit Flows Into Digital Currency Services”.
Available at: www.defend democracy.org [ content | uploads | documents /
MEMO Bitcoin Laundering.pdf.

5See U.S. Department of the Treasury Under Secretary Sigal Mandelker Speech before the
Securities Industry and Financial Markets Association Anti—-Money Laundering and Financial
Crimes Conference, (Treasury Under Secretary Mandelker’s 2018 SIFMA Speech), February 13,
2018, available at home.treasury.gov / news/press-release | sm0286.
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users of SAR data—law enforcement, national security, and others
affected by the AML/CFT regime including the State Department—
and publicly setting goals and priorities for the system. Treasury
is uniquely positioned to balance the sometimes conflicting inter-
ests relating to national security, the transparency and efficacy of
the global financial system, the provision of highly valuable infor-
mation to regulatory, tax, and law enforcement authorities, finan-
cial privacy, financial inclusion, and international development.

In addition, FinCEN should retake exam authority for multi-
national, complex financial institutions. Relatedly, Treasury should
review the BSA/AML reporting regime to ensure information of a
high degree of utility is reported to law enforcement as well as en-
courage the exchange of AML/CFT information between the Gov-
ernment and the private sector as well as between and among fi-
nancial institutions. Finally, one important change to the current
system is the passage of legislation ending the use of shell compa-
nies with anonymous ownership.

Q.6. Mr. Baer, does the current process of having FinCEN delegate
authority to the bank regulators work? What are the challenges
and deficiencies of the current system and how best do we improve
outcomes?

Does the current system take full advantage of technological ad-
vancements?

How does BSA affect financial institutions of different size, with
different staff and tech resources?

A.6. Congress in the Bank Secrecy Act explicitly vested sole regu-
latory, examination, and enforcement authority in the Treasury De-
partment, an agency with considerable financial but also law en-
forcement and national security knowledge—not the banking agen-
cies. Congress rightly saw that this was an altogether different
mission, requiring different expertise. However, decades ago, an
understaffed and underfunded FinCEN delegated all examination
authority to the banking agencies, and then abdicated any over-
sight role in how they conducted it.

The result is a system where the end users of suspicious activity
reports, or SARs—law enforcement and national security—have lit-
tle or nothing to say when a bank’s compliance is evaluated. Exam-
iners are generally not permitted to know which SARs are valued
by the end users, and so focus on what they do know: policies and
procedures.

For example, banks know that examiners test compliance by re-
viewing alerts and trying to identify cases where a SAR was not
filed but arguably should have been. Therefore, they reportedly
spend more time documenting decisions not to file SARs than they
do following up on SARs they do file. In other words, they focus on
the noise, not the signal. And they continue to use antiquated, con-
sultant-devised, rules-based systems—rules known to the bad guys,
by the way—rather than innovative artificial intelligence ap-
proaches, largely because the former are conducted under policies
and procedures that have passed muster with regulators.

Furthermore, under this regime no one sets priorities—unlike
any law enforcement or national security agency in the world. Ac-
cording to bank analysis—there is little to no governmental anal-
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ysis—the great majority of SAR filings receive no uptake from law
enforcement. For certain categories of SARs—structuring, insider
abuse—the yield is close to 0 percent. And those categories now
represent a majority of the SARs filed.

BSA/AML reform would benefit institutions of all sizes. In 2017,
TCH testified before the House with a community banker who re-
ported that his three-branch bank has four lending officers and six
AML compliance officers. While TCH represents 25 large commer-
cial banks, the regime is no more rational for smaller banks. ¢

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARNER
FROM GREG BAER

Q.1. What are the costs and benefits of having bank examiners as-
sess bank compliance with the Bank Secrecy Act’s (BSA) require-
ments instead of having anti-money laundering (AML) and com-
bating the financing of terrorism (CFT) experts at the Financial
Crimes Enforcement Network (FinCEN) examine bank compliance
programs?

A.1. As you know, Congress assigned examination authority to the
Treasury Department given its considerable financial, law enforce-
ment, and national security knowledge. The benefit of delegation is
clear: there are thousands of banks in the country, and bank regu-
lators already have examiners assigned to them. Thus, they can ef-
ficiently add AML/CFT compliance to the list of items for which
they examine. It would be inefficient for FinCEN to examine the
vast majority of these banks, who present few issues.

On the other hand, for the largest, multinational banks, we be-
lieve that the equation is quite different. We estimate that an ex-
amination team of only 25-30 people at FinCEN could replicate the
existing work of the Federal banking agencies and the IRS (for the
largest MSBs) at these institutions. More importantly, a dedicated
FinCEN exam team for this small subset of large institutions could
receive appropriate security clearances, meet regularly with law
enforcement and other end users, receive training in big data ana-
Iytics, and work with other experts in Government. They, in turn,
would be supervised by Treasury officials with law enforcement,
national security, and diplomatic perspectives on what is needed
from an AML/CFT program—not bank examiners with no experi-
ence in any of those disciplines. And when FinCEN turned to writ-
ing rules in this area, it would do so informed by its experience in
the field. It would see the whole battlefield, and promote innovative
and imaginative conduct that advanced law enforcement and na-
tional security interests, rather than auditable processes and box
checking.

Importantly, the benefits of a FinCEN examination function
would extend well beyond the handful of institutions it examined.
Priorities set and knowledge learned could be transferred to regu-
lators for the remaining financial institutions. And innovation
started at the largest firms, with encouragement from FinCEN,
would inevitably benefit smaller firms. The result of FinCEN as-

6See Testimony of Lloyd DeVaux before the House Financial Services Committee Sub-
committee on Financial Institutions and Consumer Credit, June 28, 2017, available at
financialservices.house.gov [ uploadedfiles | hhrg-115-bal5-wstate-ldevaux-20170628.pdf.
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suming some supervisory authority would be a massive cultural
change, as the focus of exams shifted to the real-world effectiveness
of each institution’s AML/CFT program, rather than the number of
SARs filed or number of policies written. That change would start
with those banks under sole FinCEN supervision, but would even-
tually spread to all institutions.

Funding such an exam team could be accomplished many ways,
including (i) assessing financial institutions for examinations
costs; ! or (ii) establishing a centralized team funded pro rata by
each of the affected agencies but reporting directly and solely to the
FinCEN Director.

Q.2. Is there a way to maintain a top-shelf effective AML/CFT pol-
icy while maintaining a commitment to increase access to financial
products for the underbanked and immigrants who rely on remit-
tance services?

A.2, With respect to remittances, the current derisking trend is in
part a reaction to Government and supervisory characterizations of
correspondent banking as a high risk business and the evolving
standards within the domestic and international community.2 The
causes are clear—the systems, processes, and people required to
manage examiner expectations for clients deemed to be of “higher
risk”, are extremely costly. While those who care about poverty or
international development might conclude that the benefits of al-
lowing remittances exceed the costs, in the form of potential money
laundering, banking agencies in our experience have not under-
taken such a cost-benefit analysis. Thus, they impose documenta-
tion requirements and expectations that make certain lines of busi-
ness uneconomical.

We believe more research is warranted on how AML/CFT re-
quirements affect the unbanked. Our understanding is that AML
customer due diligence requirements are a substantial, perhaps
majority, cost of opening an account. For low-dollar deposit ac-
counts for lower income people, that can make the account difficult
to offer and price.

Q.3. I'm interested in the ways in which technology can aid AML
compliance efforts. What are some of the innovative technologies
that you've seen that hold some promise for either the Government
or the private sector?

What are the barriers to either the Government or the private
sector adopting these technologies?

What can we be doing as legislators to ensure that we promote
technological innovation in this sector?

1Existing statutory authority appears to allow for such an assessment and affected institu-
tions should see a corresponding reduction in the assessment they currently pay to prudential
regulators for supervision of this function. The Independent Offices Appropriation Act provides
general authority for a Government agency to assess user fees or charges by administrative reg-
ulation, based on the value of the service to the recipient. See 31 U.S.C. §89701. OMB Circular
No. A-25 provides further guidance regarding “user fees” (“A user charge . . . will be assessed
against each identifiable recipient for special benefits derived from Federal activities beyond
those received by the general public.”). See OMB Circular No. A-25 Revised.

2See “The Great Unbanking: Swingeing Fines Have Made Banks Too Risk-Averse”, The Econ-
omist, July 6, 2017, available at www.economist.com /[news/leaders/21724813-it-time-rethink-
anti-money-laundering-rules-swingeing-fines-have-made-banks-too-risk-averse. See also “A Crack-
down on Financial Crime Means Global Banks Are Derisking”, The Economist, July 8, 2017,
available at www.economist.com /news/international /| 21724803-charities-and-poor-migrants-are-
among-hardest-hit-crackdown-financial-crime-means.
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A.3. Financial institutions are in the early stages of exploring var-
ious ways to apply technological innovations to AML/CFT efforts.
In particular, artificial intelligence has the potential to improve the
way that banks identify suspicious activity. Al does not search for
typologies but rather mines data to detect anomalies. It gets pro-
gressively smarter; it won’t be easily evaded; and different banks
with different profiles would end up producing different outcomes.

Our banks report that they are working to pilot Al solutions in
this area, yet the experts that they need to work on these initia-
tives are instead required to validate their current programmatic
processes to examiners. 3 Furthermore, they lack feedback from the
public sector on the BSA reports that they file—such feedback
would assist institutions in tuning their systems to provide more
targeted leads to law enforcement. Financial institutions need to be
able to innovate their AML programs and coordinate that innova-
tion with their peers. Yet, the most consequential impediment to
innovation is the current regulatory structure as examiners focus
on auditing banks’ policies, processes, and metrics versus encour-
aging financial institutions to shift their resources to developing in-
novative methods of detecting financial crime. Banks will be reluc-
tant to invest in systems unless someone in the Government can
tell them that such systems will meet the banking examiners’ ex-
pectations, and can replace old, outdated methods—in other words,
that they will be rewarded, not punished, for innovation.

While there are instances where legislation is needed, in many
cases agencies already have existing authority to address some of
the concerns outlined during the hearing. For example, TCH be-
lieves that Treasury should take a more prominent role in coordi-
nating AML/CFT policy and examinations across the Government,
a step currently within their existing authority, to conduct a robust
and inclusive annual or biennial process to establish AML/CFT pri-
orities, which would form the basis for financial institution exams.
Furthermore, we believe that FinCEN should retake exam author-
ity for multinational, complex financial institutions, which is also
within their current authorities. A dedicated FinCEN exam team
for this small subset of large institutions could receive appropriate
security clearances, meet regularly with law enforcement and other
end users, receive training in big data analytics and work with
other experts in Government. They, in turn, would be supervised
by Treasury officials with law enforcement, national security, and
diplomatic perspectives on what is needed from an AML/CFT pro-
gram. This change would promote innovative and imaginative con-
duct that advanced law enforcement and national security inter-
ests, rather than auditable processes and box checking. Impor-
tantly, the benefits of a FinCEN examination function would ex-
tend well beyond the handful of institutions it examined. Innova-
tion started at the largest firms, with encouragement from
FinCEN, would inevitably benefit smaller firms. The result of
FinCEN assuming some supervisory authority would be a massive
cultural change, as the focus of exams shifted to the real-world ef-
fectiveness of each institution’s AML/CFT program, rather than the
number of SARs filed or number of policies written. That change

31d.
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would start with those banks under sole FinCEN supervision, but
would eventually spread to all institutions.

Q.4. The regulatory definition of “financial institution” has been ex-
panded several times over the years, both by FinCEN rulemaking
and by legislation by Congress.

Should the definition of financial institutions be expanded to in-
clude other sectors? If so, which sectors?

Could these changes be made via FinCEN rulemaking or should
legislation be passed?

A4. As a general matter, the BSA/AML regime should be reviewed
and its effectiveness investigated to account for the changing ways
in which customers interact with bank and nonbanks and ensure
that statutory authorities are adequately tailored to address the
evolving nature of illicit finance threats.

Such a review could be undertaken by Treasury without Congres-
sional action, with recommendations on further administrative, leg-
islative, or regulatory changes that need to be made to improve the
efficiency and effectiveness of the AML/CFT regime.

Q.5. In August 2017, FinCEN issued an advisory encouraging real
estate brokers to share information with them that could be helpful
in AML efforts, while noting they are not required to do so under
current law.

How do we increase information sharing between real estate bro-
kers and FinCEN?

Geographic Targeting Orders (GTOs), which impose additional
record keeping and reporting requirements on domestic financial
institutions or nonfinancial trades or businesses in a specific geo-
graphic area for transactions involving certain amounts of United
States currency or monetary instruments, have been deployed since
2016 to target high-end real estate sectors in major metropolitan
areas by requiring U.S. title insurance companies to identify the
natural persons behind shell companies used to pay “all cash” for
high-end residential real estate.

Are GTOs an effective tool or would regulation be a preferable
way to cover the real estate sector?

A.5. As previously mentioned the AML/CFT regime should be re-
viewed and adequately tailored to address the evolving nature of
illicit finance threats, including those in the real estate sector.
There are substantial benefits to developing additional pathways,
both formally and informally, for AML/CFT information sharing be-
tween various stakeholders in the public and private sector.

While we are not privy to any data on the effectiveness of
FinCEN’s GTO program, when discussing money laundering in the
real estate sector we would urge Congress to pass legislation that
prohibits the forming of companies with anonymous ownership.
Such companies can be used by criminals to “mask their identities,
involvement in transactions, and origins of their wealth, hindering
law Snforcement efforts to identify individuals behind illicit activ-
ity.”

4See FIN-2017-A003, “Advisory to Financial Institutions and Real Estate Firms and Profes-
sionals”, August 22, 2017, available at www.fincen.gov / sites | default/ files | advisory /| 2017-08-22
Risk%20in%20Real%20 Estate%20Advisory FINAL%20508%20Tuesday%20%28002%29.pdf.
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Q.6. Cryptocurrency exchanges are money services businesses su-
pervised by State regulators and subject to Federal AML and CFT
laws.

Should FinCEN play an enhanced role in assessing the compli-
ance of cryptocurrency exchanges, or are State regulators suffi-
ciently equipped to handle compliance monitoring?

What additional tools could we give regulators and law enforce-
ment?

How prevalent is money laundering in cryptocurrency markets?

A.6. As a general matter, we believe that Treasury should take the
lead in coordinating AML/CFT priorities and exams for all financial
institutions, including cryptocurrency exchanges. Customers are
using various tools to conduct transactions around the globe with
bank and nonbank financial institutions and having one agency
leading the regime would help coordinate disparate regulatory and
law enforcement perspectives.

In 2013, FinCEN issued guidance indicating that a
cryptocurrency “administrator or exchanger is an MSB under
FinCEN’s regulations, specifically, a money transmitter, unless a
limitation to or exemption from the definition applies to the per-
son.”® We also note that in the past few years, FinCEN has levied
enforcement actions against cryptocurrency exchangers. While TCH
is not privy to data on the extent of money laundering within vir-
tual currencies, we note that others are beginning to look into this
issue. ¢ Finally, in a recent speech, Treasury Under Secretary for
Terrorism and Financial Intelligence Sigal Mandelker provided an
example of cryptocurrencies being used for money laundering and
terrorist financing stating that “law enforcement authorities re-
cently arrested a woman in New York who used Bitcoin to launder
fraud proceeds before wiring the money to ISIS.”7 As cir-
cumstances change AML/CFT authorities and requirements should
be flexible and tailored enough to adapt to evolving threats.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR CORTEZ MASTO FROM GREG BAER

Q.1. Gaming and tourism are some of Nevada’s top industries. In
the State of Nevada, our gaming operators employ thousands of
hard working Nevadans, and the industry as a whole domestically
supports 1.7 million jobs across 40 States. Qualified casinos, like fi-
nancial institutions, are also subject to Banking Secrecy Act re-
quirements. Organizations within Nevada have suggested that
gaming operators would welcome a review of BSA requirements,
which they find to be burdensome. They look forward to this Com-
mittee’s thoughtful, bipartisan, review of BSA requirements that

5See FIN-2013-G001 “Application of FinCEN’s Regulations to Persons Administering, Ex-
changing, or Using Virtual Currencies”, March 18, 2013, available at wwuw.fincen.gov/sites/de-
fault/files/shared | FIN-2013-G001.pdf.

6For example, in January 2018, Yaya J. Fanusie and Tom Robinson published a memo-
randum on “Bitcoin Laundering: An Analysis of Illicit Flows Into Digital Currency Services”.
Available at: www.defenddemocracy.org [ content [ uploads | documents /
MEMO Bitcoin Laundering.pdf.

7See U.S. Department of the Treasury Under Secretary Sigal Mandelker Speech before the
Securities Industry and Financial Markets Association Anti—-Money Laundering and Financial
Crimes Conference, (Treasury Under Secretary Mandelker’s 2018 SIFMA Speech), February 13,
2018, available at home.treasury.gov / news/press-release | sm0286.
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takes into account the security imperative for robust anti—-money
laundering efforts, as well as the impact those requirements have
on all industries. For example, the Suspicious Activity Report
(SAR) ($5,000) and the Currency Transaction Report (CTR)
($10,000) levels were set years ago. Some have recommended in-
creasing these to correspond with inflation. Others believe that
would be too high but do support a higher amount than currently.
One of the top priorities of the gaming industry is to remove the
requirement for a detailed factual narrative for structuring in the
suspicious activity forms. What do you think of this recommenda-
tion?
A.1. We strongly support that recommendation. We note that when
the SAR regime was implemented in the mid-1990s it was based
on the concept of providing law enforcement a narrative analytical
lead, but SARs are instead used today as a source for word
searches and datamining by FinCEN and law enforcement. This is
particularly true with respect to structuring. Our understanding is
that the yield on structuring SARs is close to zero, as most cash
transactions are entirely legitimate. Thus, resources invested in
constructing a narrative is wasted. To the extent that datamining
identifies a structuring transaction as truly suspicious, then law
enforcement can contact the bank and obtain whatever detail is
necessary.

Q.2. Do you have specific recommendations regarding how the
gaming industry can benefit from greater communication with Gov-
ernment agencies and law enforcement? Is there something the
Federal Government can do to share information with casinos and
others filing SARs about broad benefits that may occur because of
some of the 58,000 SAR forms filed by gaming firms.

Would the creation of a Qualitative Feedback Mechanism help
reduce money laundering and terrorist financing? Should the Sec-
retary of the Treasury establish a mechanism to communicate
anti-money laundering (AML) and countering terrorism financing
(CTF) priorities to financial institutions, gaming establishments
and Federal financial regulators? Could such a mechanism provide
qualitative feedback on information shared by financial institutions
with the Department of Treasury, including CTRs and SARs?
Please describe the pros and cons of such a system.

A.2. There are substantial benefits to developing additional path-
ways, whether through a qualitative feedback mechanism or some
other structure, for improved AML/CFT information sharing be-
tween various stakeholders in the public and private sector. As the
Financial Action Task Force recently noted “[l]ack of guidance and
feedback by public sector authorities on information shared by the
private sector may hinder private sector’s ability to effectively mon-
itor transactions and provide well-developed reports to FIUs . . .
[and] may also impede or discourage information sharing between
different private sector entities, or between private and public sec-
tors, and vice versa, e.g., because regulatory expectations are un-
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clelsir or because there is insufficient information available about
risks.”

For example, the absence of public sector feedback on SARs in
the current regime is hindering financial institutions’ ability to
tune their systems to provide more targeted leads to law enforce-
ment. Granting law enforcement and national security authorities
opportunities to provide general feedback on the reports filed, and
incorporating this feedback into supervisory evaluations of firms’
compliance, could assist financial institutions in targeting their re-
sources to efforts that provide information that is of the greatest
use in preventing illicit financing.

It would also be helpful if a pathway for sharing information
were established to allow financial institutions to efficiently share
raw data with law enforcement along with reforms to SAR and
other BSA reporting requirements. As discussed in the TCH AML/
CFT report, the current regime is built on individual, bilateral re-
porting mechanisms grounded in the analog technology of the
1980s, rather than the more interconnected and technologically ad-
vanced world of the 21st century.2 Therefore, providing such data
in bulk would modernize the current regime and allow institutions
to provide law enforcement with information in a timelier manner.
Furthermore, it would allow law enforcement, using big data ana-
Iytics, to effectively have access to and sift through large quantities
of data more efficiently.

Further coordination and information sharing between and
among public sector authorities is also critical to establishing AML/
CFT priorities and providing an overarching purpose for the re-
gime. Therefore, TCH recommends that Treasury take a more
prominent role in coordinating AML/CFT policy and examinations
across the Government and conduct a robust and inclusive annual
or biennial process to establish AML/CFT priorities and provide an
overarching purpose for the regime. This is particularly important
in the U.S. where law enforcement, national security, and financial
institution oversight responsibilities are dispersed among multiple
agencies. This stands in contrast to other approaches (e.g., the
U.K’s Joint Money Laundering and Intelligence Task Force
(JMLIT)) that better address barriers to information sharing by
bringing together relevant actors to share information as well as
allowing financial institutions to follow-up on SAR activity, thereby
potentially improving the effectiveness of financial institution re-
porting mechanisms.

Q.3. The Office of the Comptroller of the Currency mentioned in its
2018 Banking Operating Plan that financial institutions should not
inadvertently impair financial inclusion. But, as of September
2017, the OCC has not identified any specific issues they plan to
address. We know that derisking has become an epidemic across
many communities and industries, such as communities along the
Southwest border, humanitarian organizations aiding Nations

1See “FATF Guidance: Private Sector Information Sharing”, November 2017, p.26, available
at wg};ﬂ fatf-gafi.org | media / fatf/documents | recommendations | Private-Sector-Information-Shar-
ing.pdf.

2See The Clearing House, “A New Paradigm: Redesigning the U.S. AML/CFT Framework To
Protect National Security and Aid Law Enforcement”, (TCH AML/CFT Report), February 2017,
available at www.theclearinghouse.org//media/ TCH /Documents | TCH%20WEEKLY |/ 201 7/
20170216 TCH Report AML CFT Framework Redesign.pdf.
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wracked with violence, and remittances providers that serve fragile
Nations like Somalia.

What type of guidance could the OCC, FinCEN, FDIC, and the
Federal Reserve provide to help banks meet the banking needs of
legitimate consumers and businesses that are at risk of losing ac-
cess—or have already lost access?

A.3. The current derisking trend is in part a reaction to Govern-
ment and supervisory characterizations of correspondent banking
as a high risk business and the evolving standards within the do-
mestic and international community.3 The causes are clear—the
systems, processes, and people required to manage examiner expec-
tations for clients deemed to be “higher risk” are extremely costly.
For example, a bank may prepare a lengthy report on a customer
only to be criticized for not further documenting the grounds on
which it decided to retain the customer. Institutions are therefore
required to make difficult decisions, because it is often times too
expensive to build out this infrastructure to support higher risk ac-
counts. And this does not even include the risk of massive fines
and reputational damage in the event a customer designated high-
risk actually commits a criminal act.

Similarly, domestically, banks of all sizes report that customer
due diligence (CDD) requirements have dramatically increased the
cost of opening new accounts, and now represent a majority of
those costs. Of course, disproportionate and heightened account
opening requirements make low-dollar accounts for low- to mod-
erate-income people much more difficult to offer and price. While
the connection is not immediately apparent, AML/CFT expense
now is clearly an obstacle to banking the unbanked, and a reason
that check cashers and other forms of high-cost, unregulated fi-
nance continue to prosper. The problem, of course, is that bank ex-
aminers do not internalize those costs. And those in the Govern-
ment who do internalize those costs play no role in examining the
performance of financial institutions.

As noted in my testimony, TCH believes that Treasury should
take a more prominent role in coordinating AML/CFT policy and
examinations for the regime. That includes convening on a regular
basis the end users of BSA data—law enforcement, national secu-
rity, and others affected by the AML/CFT regime including the
State Department—and setting goals and priorities for the system.
Treasury is uniquely positioned to balance the sometimes con-
flicting interests relating to national security, the transparency and
efficacy of the global financial system, the provision of highly valu-
able information to regulatory, tax and law enforcement authori-
ties, financial privacy, financial inclusion, and international devel-
opment.

In addition, while the AML/CFT regime is supposed to be risk-
based, particularly in the context of correspondent banking rela-
tionships, it is instead perceived as being “zero miss or tolerance.”

3 See “The Great Unbanking: Swingeing Fines Have Made Banks Too Risk-Averse”, The Econ-
omist, July 6, 2017, available at www.economist.com /[news/leaders/21724813-it-time-rethink-
anti-money-laundering-rules-swingeing-fines-have-made-banks-too-risk-averse. See also “A Crack-
down on Financial Crime Means Global Banks Are Derisking”, The Economist, July 8, 2017,
available at www.economist.com /news/international /| 21724803-charities-and-poor-migrants-are-
among-hardest-hit-crackdown-financial-crime-means.
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Supervisors must reaffirm the risk-based nature of the regime and
make clear that isolated failures to identify potentially suspicious
activity should not call into question a bank’s entire BSA/AML/
OFAC compliance framework. Furthermore regulators should con-
tinue to clarify correspondent banking and other regulatory expec-
tations and should provide banks with greater certainty that the
banks’ good-faith application of clear regulatory guidance and ex-
pectations will ensure that banks are found by their regulators and
auditors to be in compliance with those requirements.

Q.4. Last year, the Countering Iran’s Destabilizing Activities Act of
2017 (P.L. 115-44) was enacted. In Section 271, it required the
Treasury Department to publish a study by May 1, 2018, on two
issues:

Somali Remittances: The law required the U.S. Department of
Treasury to study if banking regulators should establish a pilot
program to provide technical assistance to depository institutions
and credit unions that wish to provide account services to money
services businesses serving individuals in Somalia. Such a pilot
program could be a model for improving the ability of U.S. resi-
dents to make legitimate funds transfers through easily monitored
channels while preserving strict compliance with BSA.

Sharing State Banking Exams: The law also required Treasury
to report on the efficacy of money services businesses being allowed
to share certain State exam information with depository institu-
tions and credit unions to increase their access to the banking sys-
tem.

Have you or your organization been involved with these Treasury
studies?

A.4. TCH has not received a request to participate in this study.

Q.5. What advice did you give—or would you give—on the pilot
studies?

A.5. We encourage the Treasury Department to solicit input from
the industry on each of these studies to ensure that any rec-
ommendations incorporate private sector perspectives.

Q.6. In 2016, William and Margaret Frederick were moving from
Ohio to Las Vegas. Unfortunately, it is alleged that the title com-
pany they used in Columbus, Ohio, fell for an email scam and
wired the $216,000 profit from their home sale to a hacker, not to
the Fredericks. William is 83 and Margaret is 75 and as of October,
they were still trying to get their money back. While the Fred-
ericks’ tale is now a court case to determine who was responsible
for the fraudulent information, we know that the Fredericks’ expe-
rience is “very typical” of scams that divert an estimated $400 mil-
lion a year from title companies into bogus accounts.

Please describe the responsibilities of financial firms to avoid
these frauds?

What penalties should be assessed and by which agencies when
financial firms enable theft?

What is the role for the Consumer Financial Protection Bureau
to ensure financial firms protect their customers’ money and infor-
mation?
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A.6. Wire transfers are a “push” payment in which a bank cus-
tomer instructs its bank to pay another party. Under the law that
applies to wire transfers, Uniform Commercial Code Article 4A, a
bank is liable for losses resulting from unauthorized wire transfer
instructions unless the bank and its customer have entered into a
commercially reasonable security procedure agreement and the
bank follows those procedures when it receives instructions. Gen-
erally banks enter into these agreements with their customers and
have security procedures in place to verify that instructions are in
fact the instructions of their customer.

In the unfortunate case described above, the instruction from the
title company was authorized. However, the title company had
been deceived, through means outside of the bank’s control, into
paying the wrong party. Legally it is not the bank’s responsibility
to determine if its customer has been deceived into paying a fraud-
ulent actor. However, banks do not want their customers to be vic-
tims of fraud. In response to the increase in fraud attacks on their
corporate and institutional customers banks have conducted exten-
sive educational campaigns using in-person sessions, webinars, and
conference calls to alert customers to fraud schemes and the steps
customers can take to avoid fraud losses. These measures that cus-
tomers are encouraged to take include verifying the authenticity of
email, telephone, or other communications before relying on those
communications to instruct wire transfers. Failure to take these
precautions can result in a customer’s authorized wire transfer in-
struction to its bank that is based upon information received from
a criminal.

Q.7. In 2014, FinCEN issued an advisory with human trafficking
red flags, to aid financial institutions in detecting and reporting
suspicious activity that may be facilitating human trafficking or
human smuggling.

To what extent do you assess that financial institutions are cur-
rently utilizing these red flags, in order to better assess whether
their banks are being used for to finance human trafficking? If in-
stitutions are not widely utilizing the red flags, what actions is
FinCEN taking to encourage them to do so?

A.7. As previously discussed, TCH recommends that Treasury set
AML/CFT priorities for the regime to assist financial institutions
as they work to provide leads to law enforcement—including on
human trafficking. 4

Financial institutions around the globe are proactively working
among themselves and with the public sector to disrupt human
trafficking networks. In a 2016 Financial Times op-ed, Standard
Chartered’s Group General Counsel discussed the need for en-
hanced public—private sector sharing, noting that presentations
from NGOs and Government agencies “have improved banks’ abil-
ity to detect potentially [human trafficking] related financial trans-
actions. In turn, they have helped law enforcement disrupt traf-

4We note that the U.K.’s Joint Money Laundering Intelligence Taskforce (JMLIT) has estab-
lished operational priorities for its public—private sector information sharing partnership
www.nationalcrimeagency.gov.uk | about-us | what-we-do | economic-crime [ joint-money-laundering-
intelligence-taskforce-jmlit.
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ficking networks.”® Such movements are also underway in the
United States. ¢

Furthermore, the U.K.s Royal United Services Institute pub-
lished a report in 2017 on the role financial institutions play in dis-
rupting human trafficking. It studied efforts in both the U.K. and
U.S. and notes the following: (i) the 2016 Dow Jones and ACAMS
Global Anti—-Money Laundering Survey found that “nearly 70 per-
cent of respondents report their organizations have modified AML
training and/or transaction monitoring to incorporate human traf-
ficking and smuggling red flags and typologies,” with heavy U.S.
participation in that survey; (i1) financial institution approaches to
disrupting human trafficking networks are mixed as some adapt
alerts and guidance; others create bespoke algorithms; and others
utilize other sources of information such as law enforcement inquir-
ies or negative media alerts; and (iii) many financial institutions
are proactively investigating historic transaction records rather
than relying on real-time monitoring as it may not be as effective
in detecting potential trafficking. 7

The report also notes that barriers to financial institutions’ ef-
forts to combat human trafficking include: (i) difficulties with auto-
mating triggers as most human trafficking-specific signals are simi-
lar to normal commercial activity;® (ii) concerns from financial in-
stitutions that they receive no regulatory credit for their efforts
and instead will be penalized or censured; (iii) the diverse number
of financial institutions and payment methods, in multiple jurisdic-
tions, over which such high volume and small denomination activ-
ity can occur which makes it difficult to detect without law enforce-
ment leads and greater information sharing; and (iv) the lack of
formal law enforcement feedback as well as coordinated law en-
forcement-endorsed efforts to address human trafficking.

As a general matter, the USA PATRIOT Act’s Section 314(b) pri-
vate sector information sharing provisions have reportedly been
useful in addressing human trafficking and other crimes.

Q.8. What are the pros and cons of reducing or eliminating the
standards requiring SARs filing for insider abuse (i.e., employee
misconduct)?

The common expectation is that any financial institution sub-
jected to a cyberattack would be in touch with law enforcement
about whether or not it’s required to file an SAR. What are the

5See Financial Times op-ed by David Fein, “How To Beat the Money Launderers: Banks Must
Work With Governments To Combat This Scourge”, November 22, 2016, available at
www.ft.com [content | 569c2e26-adb9-11e6-ba7d-76378e4fef24.

6See TCH Banking Perspectives article by Juan C. Zarate and Chip Poncy, “Designing a New
AML System”, Q3 2016, available at www.theclearinghouse.org/research | banking-perspectives |/
2016/2016-q3-banking-perspectives | a-new-aml-system.

7See Tom Keating and Anne-Marie Barry, “Disrupting Human Trafficking: The Role of Fi-
nancial Institutions”, Whitehall Report 1-17, Royal United Services Institute for Defence and
Security Studies, March 2017, available at rusi.org / sites / default/files
201703 rusi disrupting human__trafficking.pdf.

8 FinCEN implicitly acknowledges this in their 2014 human trafficking advisory when it says
“financial institutions may consider incorporating [FinCEN’s red flags] into their monitoring
programs. In applying these red flags, financial institutions are advised that no single trans-
actional red flag is a clear indicator of human smuggling or trafficking-related activity.” See
www.fincen.gov [ resources [ advisories / fincen-advisory-fin-2014-a008.

9See Testimony of William J. Fox before the U.S. House Financial Services Subcommittees
on Financial Institutions and Consumer Credit and Terrorism and Illicit Finance, November 29,
2017, available at financialservices.house.gov /uploadedfiles | hhrg-115-bal5-wstate-wfox-
20171129.pdf.
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pros and cons of eliminating SAR filing requirement for
cyberattacks against financial institutions?

A.8. While we do not support eliminating SAR filings in all insider
abuse cases, we do believe that those filing requirements should be
further tailored, perhaps by making them subject to the same dol-
lar thresholds as other submissions. We believe that this would
allow firms to shift resources away from investigating activity that,
even if it proved criminal, would almost certainly never be pros-
ecuted, and towards innovative efforts to detect more serious of-
fenses. We cannot think of a “con” for this change.

Similarly, with respect to cyber, we presume that cyber SAR fil-
ings are of little to no utility, for the reasons you state. However,
we would strongly urge the Committee to confirm this impression
with law enforcement or FinCEN—that is, by asking them whether
there are investigations where a SAR filing, as opposed to direct
engagement with the firm, helped make a case.

Q.9. Most of the cost of regulatory compliance for financial institu-
tions has been in the BSA/AML area. Yet, when we talk of simpli-
fying regulations for community banks, we have not addressed this
issue even though our banks and credit unions tell us this is the
most costly and complex.

Can you give a percent of staff resources invested in AML/BSA
comgliance for financial institutions of less than $50 billion in as-
sets?

A.9. BSA/AML reform would benefit institutions of all sizes. In
2017, TCH testified before the House with a community banker
who reported that his three-branch bank has four lending officers
and six AML compliance officers. While TCH represents 25 large
commercial banks, the regime is no more rational for smaller
banks. 10

RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM DENNIS M. LORMEL

Q.1. Strengthening Financial Intelligence Tools—You have studied
the financial underpinnings of recent terrorist attacks, like the
2017 attack in Manchester, England, where a suicide bomber killed
22 people and injured more than 100. Investigations in the after-
math of that event led to the arrest of a network of at least 15
more suspects. At the time, you wrote it was unlikely our current
AML and terror finance regimes could have alerted U.K. or U.S.
authorities to this type of attack.

What specific financial intelligence tools should we strengthen to
detect and disrupt the planning and finance of such attacks? Is our
current response capability sufficiently joined up, both within the
United States and with key allies, so that key financial evidence
is swiftly identified and shared with relevant law enforcement au-
thorities?

A.1. In attacks like Manchester, it is extremely unlikely that finan-
cial institutions would generate alerts through transaction moni-

10See Testimony of Lloyd DeVaux before the House Financial Services Committee Sub-
committee on Financial Institutions and Consumer Credit, June 28, 2017, available at
financialservices.house.gov [ uploadedfiles | hhrg-115-bal5-wstate-ldevaux-20170628.pdf.
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toring because the banking activity of most of the individuals in-
volved would usually not raise any suspicion to cause an alert. The
funding flowing through the account, particularly for homegrown
violent extremists would be generated by their employment com-
pensation, entitlement funds, or other sources that would usually
not raise suspicion. If they were engaged in criminal activity, there
would be more likelihood this type of funding might generate an
alert as being potentially suspicious but that would be contingent
on the funding flow. These types of individuals, for the most part,
want to avoid detection. It’s usually not until after the event oc-
curs, when names are reported in the media that financial institu-
tions would identify transactional activity or account relationships
through name identification of the negative news.

I've written a number of articles with different ideas about iden-
tifying terrorist financing. It’s extremely difficult. I'm happy to for-
ward a sampling of the articles to provide more context. The prob-
lem is most people, including individuals working in financial insti-
tutions do not adequately understand the funding flows nor are
they familiar with terrorist financing typologies. We tend to look at
terrorist financing more generically and do not visualize sources of
funds, methods of moving funds or how terrorists access funds. I
believe there are three funding streams with numerous variations
of the three primary funding streams.

I believe U.S. law enforcement and their international law en-
forcement do a good job of sharing and exchanging information.
Law enforcement does not do as good a job sharing information
with financial institutions. Part of the problem is a lack of capacity.
Part of the problem is a good deal of information cannot be shared
do to considerations to include grand jury secrecy and classified in-
formation. I have been a proponent for providing security clear-
ances to select personnel in financial institutions dating back to
when I formed and ran the Terrorist Financing Operations Section
(TFOS) at the FBI. In fact, I recommended that the 9/11 Commis-
sion recommend that security clearances should be granted to
bankers. They did not concur with this. I am still a firm believer
that security clearances would lead to better information sharing.

Financial institution AML personnel are very dedicated to identi-
fying money laundering and terrorist financing.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SASSE
FROM DENNIS M. LORMEL

Q.1. I'd like to understand better the law enforcement context for
the U.S.’s efforts to fight money laundering.

Does the U.S. financial system substantially—even if inadvert-
ently—facilitate human trafficking?

A.1. The U.S. financial system does facilitate human trafficking.
The financial system also serves as a detection mechanism. I con-
duct a lot of AML training, speak frequently at AML and terrorist
financing conferences and write articles published mostly by the
Association of Certified Anti-Money Laundering Specialists
(ACAMS). I make the point that financial institutions are either fa-
cilitation tools or detection mechanisms. I stress that we need to
do more to enhance detection and limit facilitation.
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I believe that AML compliance professionals are dedicated to
identifying money laundering and especially for heinous crimes
such as human trafficking. In my response to Senator Cortez
Masto’s questions, I spoke about proactive initiatives certain finan-
cial institutions have taken in partnership with law enforcement.
Below is the answer I provided which puts context around my com-
ment above about public—private partnerships.

The Association of Certified Anti-Money Laundering Specialists
(ACAMS) has made human smuggling a long time priority. They
started a working group in 2010 with a group of major banks and
Homeland Security Investigations. Bank analysts and Homeland
Security Investigations analysts developed patterns of activity or
typologies consistent with human smuggling. JPMorgan Chase had
a team of special investigators who conducted targeted transaction
monitoring and identified potential suspicious activity. ACAMS
gave JPMorgan Chase and Homeland Security a special award in
recognition of their outstanding collaboration. Another outstanding
example of public—private sector partnerships occurred in January
2018, in the run up to the Super Bowl. The ACAMS Minneapolis
Chapter held a half-day long learning event focused entirely on
human slavery/trafficking. I was proud to be the first speaker. U.S.
Bank, Homeland Security Investigations, and the U.S. Attorney’s
Office in Minneapolis collaborated to develop typologies to identify
human sex trafficking specifically related to travel for the Super
Bowl. These types of initiatives have a great impact on crime prob-
lems like human trafficking. I must give a cautionary comment,
that this type of initiative is not as easy as it sounds. It can be
costly; there are regulatory concerns and other impediments that
must be overcome. The September issue of ACAMS Today maga-
zine had a detailed article about the Minneapolis learning event.
I would be happy to provide a copy of ACAMS Today if you'd like
one.

Q.2. What about terrorism?

A.2. Like money laundering for human trafficking, financial insti-
tutions serve as either facilitation tools or detection mechanisms
for terrorist financing. It is easier to develop typologies and red
flags for human trafficking and other crimes than it is for terrorist
financing. That is one reason I spend a considerable amount of my
time teaching and writing about terrorist financing. Terrorist fi-
nancing is very complex and multifaceted. I believe there are three
basic funding streams and many variations of the three funding
streams. What also needs to be considered is who you are dealing
with, organizations or individuals. I have a great deal of content
in terms of power point presentations and articles providing great-
er detail that I'm happy to share.

AML professionals are vigilant and would like to identify poten-
tial terrorist financing but generally, they do not understand ter-
rorism or the funding flows to be concerned about and how it im-
pacts their institutions. This is not for a lack of trying. It’s an ex-
tremely complex issue. I encourage financial institutions to form
specialized investigations teams, analogous to law enforcement
SWAT teams to address issues like terrorist financing, human traf-
ficking and transnational criminal organizations, as you inquire
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about below. One of the problems we have in AML compliance is
that we are inherently reactive. The more we can be “urgently” re-
active and to the extent we can be proactive, the more detective
and disruptive we can be.

Q.3. What about drug cartels and violent gangs such as MS-13?

A.3. I would characterize drug cartels, violent gangs, and organized
crime organizations as either transnational criminal organizations
or domestic criminal organizations. Either way, they would operate
locally, regionally, and/or globally. Again, financial institutions
serve as facilitation tools or detection mechanisms. Here, one of my
principal concerns is the nexus between transnational criminal or-
ganizations and terrorist groups. I refer to this as the problem of
convergence and diversification. Criminal and terrorist groups con-
verge to act together in criminal activity or to share the same sup-
ply chains and channels for shipping illicit goods and for human
smuggling and trafficking. As these hybrid operations mature, they
diversify into more seemingly legitimate activity. This is where
fpulblic—private partnerships become more important and meaning-
ul.

Q4. Can you walk me through a typical case, either as an agent
or as a field manager, where you used financial intelligence, such
as suspicious activity reports, to catch these sort of criminals?

A.4. Senator, thank you for this question because it goes to the
heart of my January 9th written and oral testimony. Every day,
law enforcement uses BSA data, either in the form of SARs, CTRs,
8300s, or other BSA data, to predicate or enhance criminal inves-
tigations. I just attended the West Coast AML Forum annual con-
ference in San Francisco (May 2—4, 2018). Three separate law en-
forcement case studies were presented that were built on SARs,
CTRs, 8300s, and other BSA data. One case revolved around Ponzi
schemes, one around Asian Organized Crime, and one around dark
web internet sites selling illicit goods, including synthetic opioids.
They were very compelling presentations demonstrating the impor-
tance of building evidence around BSA data. In addition to those
presentations, I gave a presentation on terrorist financing and stat-
ed that the FBI relies extensively on SARs and CTRs for terrorist
financing investigations.

To more directly answer your question, as a hypothetical, as a
law enforcement agent I receive a SAR about an investment fraud.
I would run the subject name(s) and collateral identifying data
through the SAR database and through my agency’s investigative
indices. I may or may not get additional hits. However, if it’s an
investment fraud, it most likely will have multiple victims, perhaps
through multiple financial institutions. I would contact the finan-
cial institution(s) filing the SAR(s) and request the SAR decision
documentation. I would attempt to establish predicating informa-
tion to open a case to present to a prosecutor. I would get grand
jury subpoenas for bank account records and begin my investiga-
tion to “follow the money.” As I proceed, it is likely I'll identify
CTRs and additional SARs. Through bank account analysis, I'll
likely identify other bank and credit card accounts and continue to
build my links to co-conspirators. I'd continue to build financial evi-
dence along with other evidence to include audio and video record-
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ings, surveillance, interviews and other investigative steps to build
my case. Often times an investigation as I'm describing could lead
to an opportunity to establish an undercover operation where the
undercovers provide money laundering services to the bad guys. I
would continue to build my case to obtain an indictment and sus-
tain a prosecution. At every step in the process, financial record
and BSA data will be essential elements of the case.

I used SAR and CTR information in terrorist financing following
9/11 for purposes of developing strategic intelligence about current
and emerging trends. We established a datamining initiative where
we used SAR and CTR information with other buckets of informa-
tion to develop said strategic intelligence. I believe that capability
is more robust today than in the 2001-2003 timeframe.

In training presentations I give regarding SARs, I have a flow
chart about the lifecycle of a SAR. I would be happy to provide it
to you and to provide a demonstration or explanation.

Q.5. At the FBI, what percentage of the time would you estimate
that unique leads are generated from AML tools, such as sus-
picious activity reports and currency transaction reports?

A.5. I cannot give you a definitive answer of the current status of
how SAR and CTR data is used at the FBI today. When I was
Chief of the Terrorist Financing Operations Section (TFOS), fol-
lowing its formation and through 2003, we checked for and/or used
SAR and CTR data extensively. One of the processes we estab-
lished was that all terrorism cases had a financial sub-file and that
SAR and CTR checks were made. Between December 2000 and 9/
11, while I was Chief of the Financial Crimes Section, we had an
analyst checking the SAR database on a daily basis to find SARs
we could take actionable steps with. We also had a pilot program
regarding money laundering and running through the SAR data-
base for SARs we could predicate investigations with and refer out
to field offices. I participate in bank working group outreach meet-
ing that TFOS has with financial institutions a few times a year.
TFOS leaders discuss how SARs are used for their investigative
targeting in terrorism cases. Although I cannot provide information
about how other divisions within the FBI use SARs and CTRs, my
sense is they are widely used. The FBI has a cadre of forensic ac-
countants that work throughout the criminal and counterterrorism
programs. My expectation is they regularly rely on BSA data in
their financial investigations.

Q.6. What should our risk tolerance be for the fact that the U.S.
financial system facilitates crimes like human trafficking? Should
we strive to have zero incidence of money laundering in our finan-
cial system?

A.6. The Bank Secrecy Act specifically states that financial institu-
tions have AML programs that are “reasonably designed” to iden-
tify and report suspicious activity. With the volume of transactions
that take place on a daily basis it is impossible to identify all sus-
picious activity. Having a reasonably designed program is the ap-
propriate standard. In a perfect world, we could consider a zero tol-
erance for money laundering standard. However, in the real world,
that is an impossible standard. We should always strive to improve
transaction monitoring and rely more on innovation to improve the
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detection versus facilitation capabilities. In my view, ensuring that
financial institutions develop and maintain “reasonably designed”
AML standards is appropriate.

Q.7. I'd like to understand better how technological innovation is
transforming the fight against money laundering and how Govern-
ment policy can help or hurt these efforts.

In the health care context, I hear about how researchers have
used machine learning and artificial intelligence to identify dis-
eases and predict when they will occur, using data points that hu-
mans would have never put together. How have financial institu-
tions or law enforcement officials been able to use of similar tech-
niques to identify money laundering and how much more progress
can be made in this front?

A.7. 1 believe we need to embrace technology and use technological
advances to better monitor for suspicious activity and to support
criminal investigations. In the last few years, technology has been
greatly enhances. We should be exploiting technology as much as
we can to enhance monitoring and investigative capabilities. We
need to ensure the legal and regulatory framework is in place to
support technology. We must also ensure that individual privacy
rights are not abused. I'm not a technology expert. I would encour-
age the Committee to hold hearings and briefings with technology
experts and privacy rights advocates to determine what tech-
nologies can be exploited in a legal framework.

I would also note, that no matter how advanced machine learn-
ing and artificial intelligence become, we will always need humans
to conduct investigations and to make the decisions on filing SARs
and other BSA decisions.

Q.8. Outside of Al and machine learning, how can recent FinTech
innovations such as blockchain fight money laundering?

A.8. As I noted above, I am not an IT expert. However, FinTech
needs to be included in the discussion about improving the effec-
tiveness and efficiency of AML reporting requirements. I believe
blockchain is only going to gain momentum and become more
mainstream. We need to take a step back and better understand
blockchain and accountability regarding blockchain and other
emerging technology. I honestly believe, in listening to experts fa-
miliar with blockchain, that blockchain can be a tool to fight money
laundering.

Q.9. What regulatory requirement or requirements—if any—most
hinders the adoption of technological innovations?

A.9. As I noted above, I am not an IT expert. I'm not sure if it’s
a regulatory problem as much as a cost consideration. Regardless
of cost considerations, the problem is not regulations. Rather it is
the regulators and the lack of clarity and leadership by regulators
concerning regulatory expectations. My sense is financial institu-
tions are concerned about potential regulatory consequences they
may face for enhancing technology. There is concern that if new in-
novations will result in criticism that the older technology will be
criticized for not having picked up the same level of alerts causing
them to have to look back for potential suspicious activity perceived
to be missed. At the ACAMS AML Conference held in Hollywood,
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Florida, from April 9-11, 2018, during a regulator panel, one regu-
lator advised that if financial institutions upgraded their trans-
action monitoring system, they should run the two systems in par-
allel for a period of time to ensure that if one system generates
more alerts, the other is assessed to see if it missed alerts. That’s
a cause for concern for two reasons, cost and perceived regulatory
action against the financial institution. This is a deterrent and not
an incentive to enhance technology.

Q.10. How much does bitcoin, blockchain, and other
cryptocurrencies facilitate money laundering? How—if at all—
should this impact our approach to combating money laundering in
traditional banks? How can law enforcement officials best stop this
newer form of money laundering?

A.10. As bitcoin, blockchain, and other cryptocurrency continue to
emerge and gain popularity and usage, it will grow as a money
laundering challenge. The initial reaction to bitcoin, blockchain,
and other cryptocurrency, and its attractiveness to money
launderers and criminals was its perceived anonymity. Experts
have demonstrated that is not true and that they can identify peo-
ple engaging in bitcoin and other cryptocurrency transactions. This
is a money laundering deterrent. However, the more bitcoin and
other cryptocurrencies are used, and the more they can be used in
cash like manners, the more prevalent the money laundering chal-
lenge will become. Part of the problem is the extent to which the
dark net can be used and the level of anonymity that bad guys can
develop and exploit.

Q.11. I'd like to discuss Suspicious Activity Reports (SARs). Today,
around 2 million SARs are filed each year. While every SAR used
to be read by law enforcement officials, that is no longer the case
today. Financial institutions often complain that they rarely, if
ever, receive feedback from law enforcement officials on the utility
of any particular suspicious activity report that they file. This lack
of feedback loops increases the burdens on financial institutions,
who continue to file SARs that are of little utility to law enforce-
ment officials. It also prevents financial institutions from devel-
oping better analytical tools to more precisely discern between the
signal and the noise.

What percentage of SARs are actually read by someone in law
enforcement?

A.11. First, to the statement above, the number of SARs read by
law enforcement and feedback regarding SARs are two separate
issues and should not be compared with each other or considered
a metric for whether law enforcement reviews SARs.

I cannot give a precise percentage for how many SARs are re-
viewed by law enforcement but based on my experience I con-
fidently believe a very high percentage of SARs, if not all SARs, are
reviewed in some fashion. At a macro level, a program level or for
strategic purposes the FBI, IRS, and FinCEN possess analytics
and/or datamining initiatives that scrub all SAR data. At the grass-
roots or field office level SARs that fall into the grassroots or field
office jurisdictions throughout the U.S. are reviewed. I believe that
most, if not all, SARs receive at least a cursory manual review. I
think there are 94 U.S. Attorney’s Offices (USAOs) in the U.S.



93

Each USAO has at least one SAR review team. SAR review teams
are composed of agents from Federal law enforcement agencies in
each jurisdiction, most prominently IRS and FBI agents and/or an-
alysts. In addition, field office personnel or State and local law en-
forcement review certain SARs independent of the SAR review
teams. As an example, the Manhattan District Attorney’s Office
has a SAR review team. I'm confident that most, if not all, SARs
are reviewed by law enforcement.

Q.12. How often do financial institutions receive feedback from law
enforcement officials as to the utility of their SAR filing?

A.12. Feedback from law enforcement to financial institutions re-
garding the value of SARs is problematic. I have frequently heard
the same complaint from financial institutions. As noted above, the
lack of feedback does not mean SARs were not reviewed or that
SARs did not predicate and/or enhance law enforcement investiga-
tions. In response to the frustration on the part of financial institu-
tions about the lack of SAR feedback, I always make it a point
when I provide training to AML professionals to discuss how im-
portant SARs are to law enforcement. I also include in my presen-
tations a flow chart I developed regarding the lifecycle of a SAR.
As T mentioned in an earlier response to one of your questions, I'd
be happy to provide the flow chart to you.

When I was the Chief of TFOS in the FBI, I frequently met with
then FinCEN Director James Sloan. We often spoke about devel-
oping a consistent feedback mechanism for financial institutions
but were unable to develop an adequate mechanism to do so. There
are a number of inherent impediments to establishing a feedback
mechanism. Such include the nature of criminal investigations.
From the point a SAR is filed to the point a case is concluded, it
could be a period of one or more years. If a case is a Grand Jury
investigation, information cannot be disclosed by law enforcement.
Law enforcement lacks the resources to consistently provide feed-
back. There are always new cases to move forward with and inves-
tigators don’t have time to provide feedback. Impediments aside,
they are no excuse for not providing feedback. I believe a feedback
mechanism should be developed and implemented through FinCEN
initiated by law enforcement. I concur with your comment that a
SAR feedback mechanism would improve the quality of SAR sub-
missions. I also believe that a SAR feedback would improve the mo-
rale of AML professionals who are involved in the SAR process.
They would have a greater sense of accomplishment and satisfac-
tion that their work contributes to law enforcement successes.
Make no mistake; SARs play a significant role in investigations.

Q.13. While some have proposed reducing the number of SARs and
CRT filings because they are often superfluous and are never read,
others argue that this poses risks, because investigating minor in-
fractions may still lead to significant law enforcement successes.
How should policymakers resolve this conflict?

A.13. Having been the direct beneficiary of SARs and having used
SARs at the program or macro level for strategic analysis, I'm a
strong proponent that more SARs and CTRs are better. Agents who
manually review SARs at the grassroots level would probably opine
that less is better. In any event, a disparate SAR that may not
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have a high financial loss from a consumer fraud or elderly fraud
may likely be identifiable with similar SARs. When those SARs are
aggregated, what was an insignificant fraud could escalate into a
massive fraud case. I think policy makers should take a serious
look at this issue. There are merits to both arguments. My opinion
is there is more merit to not reducing the number of SARs filed,
especially by increasing SAR thresholds. I am definitely staunchly
against that alternative.

Q.14. How could regulators (1) set up better feedback loops be-
tween financial institutions and law enforcement officials that
could help financial institutions better identify money laundering;
and (2) empower financial institutions to act upon their improved
ability to distinguish between useful and superfluous reports, in-
cluding by filing fewer unnecessary SARs, without fearing regu-
latory consequences for doing so?

A.14. T do not believe regulators should have a role in SAR feed-
back or to have a voice in what a useful SAR is. Regulators have
no authority over law enforcement, are not law enforcement and
represent an impediment to law enforcement in the SAR process in
certain regards. SARs are intended to assist law enforcement not
the regulators. One criticism I have about regulators regarding
SARs is that in a number of instances, financial institutions write
SARs geared to what the regulators want versus what law enforce-
ment wants. This is counterproductive. Where regulators can assist
in the SAR process during their examinations is to identify situa-
tions where financial institutions do not file SARs or do not file
adequate SARs. In my experience, the failure to file SARs or to
adequately file SARs is the biggest breakdown in an AML program.
This is where the regulators should be focused regarding SARs.

Q.15. Would a better feedback loop system exist if financial institu-
tions employed more people with security clearances? If so, what,
if anything, can the Federal Government do to facilitate this?

A.15. T have long been an advocate that select financial institution
AML professionals be granted security clearances. In fact, I was
interviewed many times by the 9/11 Commission. I strongly rec-
ommended to them they recommend that security clearances be
granted to select financial institution personnel. Unfortunately, the
9/11 Commission did not concur. Despite that, I firmly believe secu-
rity clearances would be beneficial and are warranted.

Security clearances have been given to select AML personnel on
a limited basis through TFOS at the FBI for terrorist financing col-
laboration.

I do not believe that security clearances would improve the feed-
back issue. However, it would improve the ability of the Govern-
ment to provide financial institutions with classified information.

Q.16. Often, financial institutions will derisk by refusing to serve
customers that could be involved in illegal activity. As financial in-
stitutions start to share more information with each other, this
practice could become more prominent and potential criminals
could more frequently lose access to the United States’ financial
system altogether.
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Are there instances in which derisking is actually unhelpful for
law enforcement purposes, because it drives these criminals under-
ground and makes it more difficult to track them?

A.16. Law enforcement would prefer that financial institutions do
not derisk. Exiting relationships is a hindrance to law enforcement.
It makes it more challenging for law enforcement to follow the
money and to develop prosecutable cases reliant on financial evi-
dence. There are times when law enforcement learns that financial
institutions are going to exit an account relationship and law en-
forcement requests the financial institution maintain the banking
relationship. In such instances, law enforcement will provide the fi-
nancial institution with a keep open letter. Financial institutions
often derisk and/or exit high risk relationships due to concern of
adverse regulatory actions by their regulators.

Q.17. At the moment, do the regulators that evaluate and enforce
financial institutions compliance with our Federal money laun-
dering take this into account?

A.17. Regulators do not take this into account, which is a problem.
Either real or perceived, financial institutions derisk because they
are concerned that the regulators will take an enforcement action
against the financial institution for the level of high risk they ac-
cept. This is where the regulators lack leadership and clarity with
financial institutions. I've heard regulators asked to provide guid-
ance respond that it is up to the financial institution to identify the
appropriate level of risk they can manage. In many such high risk
situations financial institutions believe it’s better to exit the cus-
tomer relationship and not face real or perceived regulatory action.

Q.18. Are there promising ways to increase cooperation between fi-
nancial institutions, regulators, and law enforcement officials, so
that financial institutions can make a more informed decision
about when and how to derisk?

A.18. If financial institutions, regulators, and law enforcement
could establish sustainable communications and take the time to
understand each other’s perspectives, a better sense of collabora-
tion could be established and a middle ground acceptable to each
other could be established. If you placed financial institutions, the
regulators and law enforcement in a triangle and places financial
institutions at the top and regulators and law enforcement at the
bottom side points, there would be hard lines from the financial in-
stitutions to the regulators and law enforcement. Unfortunately,
the line between the regulators and law enforcement would be a
broken line. The hard lines are lines of communication. The broken
line is a lack of communication. The point is the level of commu-
nications between the regulators and law enforcing is not good.
This leaves financial institutions in direct communications with the
regulators and law enforcement, which have conflicting interests.

Q.19. Would financial institutions need to hire more employees
with a top security clearance and/or a law enforcement background
for this coordination to be effective?

A.19. The issue of security clearances is not related to the issue of
derisking. They are separate issues. I think it would be extremely
beneficial if financial institutions hire more employees from law en-
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forcement or the intelligence community who have security clear-
ances. This would enable law enforcement to share classified infor-
mation with financial institutions they would not have otherwise
been able to share. Financial institutions derisk in order to avoid
real or perceived regulatory actions like enforcement actions.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR TILLIS
FROM DENNIS M. LORMEL

Q.1. How can we leverage technology to make the process simulta-
neously less onerous on banks while enhancing the outcomes of
catching illegal behavior? Are there regulatory and legislative bar-
riers to getting that down?

A.1. We should definitely seek to leverage and embrace technology
to enhance transaction monitoring and to be more innovative. I be-
lieve the barriers to this are two pronged. First is cost consider-
ations for financial institutions. The second is real or perceived reg-
ulatory expectations. Financial institutions are concerned about ad-
verse regulatory action if they enhance technology. In questions
from Senator Sasse I received a similar question. The answer I pro-
vided Senator Sasse is set forth below:

As I noted above, I am not an IT expert. 'm not sure if it’s a
regulatory problem as much as a cost consideration. Regardless of
cost considerations, the problem is not regulations. Rather it is the
regulators and the lack of clarity and leadership by regulators con-
cerning regulatory expectations. My sense is financial institutions
are concerned about potential regulatory consequences they may
face for enhancing technology. There is concern that if new innova-
tions will result in criticism that the older technology will be criti-
cized for not having picked up the same level of alerts causing
them to have to look back for potential suspicious activity perceived
to be missed. At the ACAMS AML Conference held in Hollywood,
Florida, from April 9-11, 2018, during a regulator panel, one regu-
lator advised that if financial institutions upgraded their trans-
action monitoring system, they should run the two systems in par-
allel for a period of time to ensure one if one system generates
more alerts, the other is assessed to see if it missed alerts. That’s
a cause for concern for two reasons, cost and perceived regulatory
action against the financial institution. This is a deterrent and not
an incentive to enhance technology.

Q.2. Financial institutions often complain that FinCEN, law en-
forcement officials, and prudential regulators do not tell them
whether their BSA filings serve a useful purpose, or how the re-
ports they submit are being used—and that the filings go into a
black hole. Can you shed some light on the filings that you make
or have used and what could be done to improve this process?

A.2. SARs are extremely important and make significant contribu-
tions to law enforcement investigations. Lack of feedback is a prob-
lem. The perception by financial institutions that SARs fall into a
black hole is a misperception. SARs do not fall into a black hole.
Financial institutions have a right to be frustrated about the lack
of SAR feedback. In terms of developing a consistent feedback
mechanisms, this is not an issue for the regulators. It is an issue
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for FinCEN and law enforcement, mostly law enforcement. Law en-
forcement is the end user of SARs and the beneficiary of SAR infor-
mation. Senator Sasse asked a similar question. Below is the an-
swer I furnished him, which is relevant to your question.

Feedback from law enforcement to financial institutions regard-
ing the value of SARs is problematic. I have frequently heard the
same complaint from financial institutions. As noted above, the
lack of feedback does not mean SARs were not reviewed or that
SARs did not predicate and/or enhance law enforcement investiga-
tions. In response to the frustration on the part of financial institu-
tions about the lack of SAR feedback, I always make it a point
when I provide training to AML professionals about how important
SARs are. I also include in my presentations a flow chart I devel-
oped regarding the lifecycle of a SAR. As I mentioned in an earlier
response to one of your questions, I'd be happy to provide the flow
chart to you.

When I was the Chief of TFOS in the FBI, I frequently met with
then FinCEN Director James Sloan. We often spoke about devel-
oping a consistent feedback mechanism for financial institutions
but were unable to develop an adequate mechanism to do so. There
are a number of inherent impediments to establishing a feedback
mechanism. Such include the nature of criminal investigations.
From the point a SAR is filed to the point a case is concluded, it
could be a period of one or more years. If a case is a Grand Jury
investigation, information cannot be disclosed by law enforcement.
Law enforcement lacks the resources to consistently provide feed-
back. There are always new cases to move forward with and inves-
tigators don’t have time to provide feedback. Impediments aside,
they are no excuse for not providing feedback. I believe a feedback
mechanism should be developed and implemented through FinCEN
initiated by law enforcement. I concur with your comment that a
SAR feedback mechanism would improve the quality of SAR sub-
missions. I also believe that a SAR feedback would improve the mo-
rale of AML professionals who are involved in the SAR process.
They would have a greater sense of accomplishment and satisfac-
tion that their work contributes to law enforcement successes.
Make no mistake; SARs play a significant role in investigations.

Q.3. Another compliance challenge often cited by banks is that they
feel pressured by bank examiners and law enforcement authorities
to exit certain business lines or cease offering certain services to
customers viewed as presenting particular money-laundering
vulnerabilities, i.e., severing corresponding banking relationships
with foreign institutions in certain geographic areas, and also end-
ing money services businesses (MSBs, i.e., check cashing, money
transmitters, currency exchange outlets, etc.)

As banks reevaluate their business relationships with MSBs in
light of what they may view as a hostile regulatory landscape,
what can we do to change this type of behavior/is this a prevalent
problem in the industry?

A.3. Senator, let me answer the second part of your question first.
The issue is a significant prevalent issue in the industry. The term
referred to for exiting high risk relationships by financial institu-
tions is “derisking”. The problem here is with the regulators. Either
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real or perceived, financial institutions believe they will face regu-
latory enforcement actions if they continue to bank high risk cus-
tomers. This is where I believe regulators lack leadership and clar-
ity. They do not provide guidance to financial institutions about
banking high risk customers. I have heard regulators at conference
state it is not their responsibility to provide such guidance but it’s
the responsibility of the financial institution to determine the level
of risk they can manage. This lack of guidance leads to financial
institutions exiting high risk customer relationships.

Q.4. It is my understanding that there are times when law enforce-
ment and the bank regulators work at cross purposes. That is, law
enforcement might want a bank to continue banking an individual
or company that they are following and building a case against but
the bank regulators, whose incentives are to not be embarrassed by
their regulated entities, force the banks to “derisk” or close those
accounts. Is that actually the case?

A.4. Unfortunately, this is the case. As noted in my response to
your previous question, either real or perceived, financial institu-
tions derisk out of fear of regulatory enforcement actions. The regu-
lators do not provide financial institutions with leadership or clar-
ity about maintaining high risk relationships. Consequently, finan-
cial institutions exit these relationships. Regulators state that they
do not want derisking but they want inclusion. The problem is they
do not provide the guidance about banking high risk customers.

Law enforcement would prefer the account relations not be
exited, especially in cases of ongoing investigations. Below is the
response to a similar question that I provided to Senator Sasse.

Law enforcement would prefer that financial institutions do not
derisk. Exiting relationships is a hindrance to law enforcement. It
makes it more challenging for law enforcement to follow the money
and to develop prosecutable cases reliant on financial evidence.
There are times when law enforcement learns that financial insti-
tutions are going to exit an account relationship and law enforce-
ment requests the financial institution maintain the banking rela-
tionship. In such instances, law enforcement will provide the finan-
cial institution with a keep open letter. Financial institutions often
derisk and/or exit high risk relationships due to concern of adverse
regulatory actions by their regulators.

Q.5. In terms of AML, we know that the success of AML is centric
around whether or not the predicate crime of money laundering
has been reduced, but we only really know how pervasive money
laundering is on a reactive basis, i.e., when someone/some entity is
caught. To that end, do you believe the advent/popularity of
cryptocurrencies could affect the capture of money laundering/could
it affect AML? Do enforcement authorities have the technological
capabilities to work with private industry to capture mal-actors?

A.5. The challenge of identifying money laundering is that it is an
inherently reactive process. The evolution of cryptocurrency pre-
sents new challenges for financial institutions. This is certainly one
area where public—private sector partnerships could better address
the emerging challenges of cryptocurrency. I responded to a similar
question from Senator Sasse. Below is the response I provided him
with.
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As bitcoin, blockchain, and other cryptocurrency continue to
emerge and gain popularity and useage, it will grow as a money
laundering challenge. The initial reaction to bitcoin, blockchain,
and other cryptocurrency, and its attractiveness to money
launderers and criminals was its perceived anonymity. Experts
have demonstrated that is not true and that they can identify peo-
ple engaging in bitcoin and other cryptocurrency transactions. This
is a money laundering deterrent. However, the more bitcoin and
other cryptocurrencies are used, and the more they can be used in
cash like manners, the more prevalent the money laundering chal-
lenge will become. Part of the problem is the extent to which the
dark net can be used and the level of anonymity that bad guys can
develop and exploit.

Q.6. In your opinion, do you think that the overall AML regime has
been effective? Additionally, what do you see as the best way to en-
sure future effectiveness?

A.6. As I stated in my written and oral testimony at the Committee
hearing on January 9th, the flow of BSA information from financial
institutions to law enforcement is invaluable. In this regard the
AML regime is effective. The system is flawed when you overlay
regulatory requirements. The system could be more effective and
efficient. I encourage the Committee to assess the perspectives of
all stakeholders in the process, especially law enforcement and fi-
nancial institutions who I consider the two primary stakeholders.
BSA information is intended to assist law enforcement. Financial
institutions are the repository for financial intelligence and serve
as the filter for identifying and reporting suspicious activity. I be-
lieve there are three primary factors that Congress should consider:

1. How to incentivize financial institutions to enhance tech-
nology and be innovative. In addition to cost factors, this will
require dealing with the real or perceived regulatory expecta-
tions financial institutions are concerned about regarding up-
grading technology. Financial institutions are concerned about
potential adversarial regulatory consequences.

2. How to make transaction monitoring and the SAR process
more effective and efficient. The key is to improve the percent-
age of SARs that are meaningful and are used to predicate
and/or enhance law enforcement investigations.

3. How to establish a consistent and meaningful feedback mech-
anism from law enforcement to financial institutions regard-
ing the value of SARs. This would be one factor that would
contribute to improving the effectiveness and efficiency of the
SAR process.

Q.7. Is it to have Treasury be the lead to:

1. Define with other stakeholders specific and clear national pri-
orities of the regime; and

2. Determine, working with other stakeholders, clear and meas-
urable objectives of the regime in light of those priorities.
Should Treasury or someone else have to report those meas-
urements against the objectives back to Congress?
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A.7. This is a difficult question that requires considerable assess-
ment by numerous stakeholders with varying perspectives. On one
hand, I concur that from a practical point of view, one department
or stakeholder should be the lead to establish specific and clear na-
tional priorities and set clear and measurable objectives that are
reported back to Congress. My problem is that Federal depart-
ments and agencies within those departments have vastly different
responsibilities and mandates. Therefore, could one department ob-
jectively determine the overall priorities for the intergovernmental
community? For example, the Treasury Department is primarily
responsible for sanctions and enforcement. Whereas, the Depart-
ment of Justice (DOJ) and Homeland Security are responsible for
law enforcement. From a practical standpoint, it would be prudent
to designate Treasury to be responsible. However, without equal
input, my concern would be that DOJ and Homeland Security law
enforcement perspective and priorities might not be accurately
stated and/or prioritized. In addition, are their other stakeholders
who should be included in the reporting process such as the CIA
and Department of Defense (DOD)? The CIA and DOD are both en-
gaged in threat and/or terrorist financing. Having co-responsibility
might be an acceptable alternative. However, that would be a chal-
lenge for efficiency. Perhaps Treasury, DOJ, Homeland Security,
and other Government stakeholders should be responsible to sub-
mit similar reports to more specifically define their priorities, objec-
tives and measurable.

Regardless of who is designated with reporting responsibility, I
believe it would be prudent to have a reporting mechanism to Con-
gress.

This idea may have come from the Clearinghouse report, dated
February 2017, titled “A New Paradigm: Redesigning the U.S.
AML/CTF Framework to Protect National Security and Aid Law
Enforcement”. I was not involved in the Clearing House assess-
ment process. However, my concern is the principal participants
possessed more of a Treasury perspective (sanctions and enforce-
ment) verses a law enforcement perspective. I understand the
working group included former law enforcement officials. However,
in reading the Clearing House report, my concern is law enforce-
ment interests were not adequately considered. As noted in my
written and oral testimony on January 9th, I contacted then cur-
rent law enforcement executive in positions like I held in the FBI,
and none were included in the discussions. I believe the Clearing
House report sets a good framework for improving BSA reporting.
However, law enforcement should have greater engagement in the
assessment process.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARNER
FROM DENNIS M. LORMEL

Q.1. What are the costs and benefits of having bank examiners as-
sess bank compliance with the Bank Secrecy Act’s (BSA) require-
ments instead of having anti-money laundering (AML) and com-
bating the financing of terrorism (CFT) experts at the Financial
Crimes Enforcement Network (FinCEN) examine bank compliance
programs?
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A.1. I do not believe it is practical to have FinCEN perform the
bank examinations/program reviews as currently done by the regu-
latory agencies. First and foremost, FinCEN does not have the ca-
pacity to handle such demands. They lack the required resources.
FinCEN resources do not have the same level of examination train-
ing or experience that regulatory agencies possess. I believe it is
imperative that FinCENs primary responsibility continue to be to
collect BSA reporting information and to serve as the conduit be-
tween financial institutions and law enforcement. FinCEN should
continue to be involved in regulatory actions on a case specific
basis and in conjunction with the regulators. FinCEN should con-
tinue to provide regulatory guidance to financial institutions.
FinCEN should also continue to conduct the analytical work they
perform in support of law enforcement.

Q.2. Is there a way to maintain a top-shelf effective AML/CFT pol-
icy while maintaining a commitment to increase access to financial
products for the underbanked and immigrants who rely on remit-
tance services?

A.2. 'm a proponent for inclusion of the underbanked and immi-
grants who rely on remittance services. I conduct AML, terrorist fi-
nancing, and fraud training on a regular basis. I also write articles
published in industry publications, such as ACAMS Today maga-
zine. In these forums, I frequently state that illegal money remit-
ters represent one of the most significant vulnerabilities to the U.S.
financial system. Part of the problem is that some illegal money re-
mitters and underbanked customers have been derisked. Derisking
is a significant problem. Much of the problem regarding illegal
money remittance is that different ethnic communities, especially
with the underbanked and immigrants prefer to use illegal money
remitters to transmit funds back to family members in their coun-
tries of origin.

One of the solutions to the issue of derisking is for regulators to
provide leadership and clarity to financial institutions about regu-
latory expectations. Another solution for the issue if illegal money
remittance is for FinCEN, law enforcement, and financial institu-
tions to establish a partnership and working group to address the
issue of illegal money remittance operations.

Q.3. I'm interested in the ways in which technology can aid AML
compliance efforts. What are some of the innovative technologies
that you've seen that hold some promise for either the Government
or the private sector?

A.3. I'm not an IT expert. However, I believe that financial institu-
tions should embrace technology. In doing so, they should also de-
mand transparency with new technology driven product offerings.
Regarding transaction monitoring, financial institutions should be
considering technology enhancements through artificial intelligence
and FinTech capabilities.

Q.4. What are the barriers to either the Government or the private
sector adopting these technologies?

A4. In my opinion, the barriers to Government are primarily cost
related. The barriers also include Government bureaucracy. The
barriers to the private sector, specifically to financial institutions,
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are cost and real or perceived regulatory expectations. I was asked
similar questions by your colleagues Senators Sasse and Tillis.
Below are my responses to their questions.

1. We should definitely seek to leverage and embrace technology
to enhance transaction monitoring and to be more innovative.
I believe the barrios to this are two pronged. First is cost con-
siderations for financial institutions. The second is real or per-
ceived regulatory expectations. Financial institutions are con-
cerned about adverse regulatory action if they enhance tech-
nology. In questions from Senator Sasse I received a similar
%ulestion. The answer I provided Senator Sasse is set forth
elow:

2. As I noted above, I am not an IT expert. I'm not sure if it’s
a regulatory problem as much as a cost consideration. Regard-
less of cost considerations, the problem is not regulations.
Rather it is the regulators and the lack of clarity and leader-
ship by regulators concerning regulatory expectations. My
sense 1s financial institutions are concerned about potential
regulatory consequences they may face for enhancing tech-
nology. There is concern that if new innovations will result in
criticism that the older technology will be criticized for not
having picked up the same level of alerts causing them to
have to look back for potential suspicious activity perceived to
be missed. At the ACAMS AML Conference held in Hollywood,
Florida, from April 9-11, 2018, during a regulator panel, one
regulator advised that if financial institutions upgraded their
transaction monitoring system, they should run the two sys-
tems in parallel for a period of time to ensure one if one sys-
tem generates more alerts, the other is assessed to see if it
missed alerts.

That’s a cause for concern for two reasons, cost and perceived
regulatory action against the financial institution. This is a deter-
rent and not an incentive to enhance technology.

Q.5. What can we be doing as legislators to ensure that we promote
technological innovation in this sector?

A.5. Technology innovation is important. If I was a legislator, 1
would consider what I could do to incentivize financial institutions
to embrace technology. One thing I would assess is how to encour-
age regulators to take a leadership role and to provide financial in-
stitutions with guidance and clarity to change the real or perceived
concern by financial institutions that there could be adverse regu-
latory enforcement actions for enhancing technology as addressed
in the response to the prior question.

Q.6. The regulatory definition of “financial institution” has been ex-
panded several times over the years, both by FinCEN rulemaking
and by legislation by Congress.

Should the definition of financial institutions be expanded to in-
clude other sectors? If so, which sectors?

A.6. The one sector that comes to mind where the definition of “fi-
nancial institution” might be included is the real estate sector. As
addressed in Geographic Targeting Orders (GTOs), issued by
FinCEN to require U.S. title insurance companies to identify the
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natural persons behind shell companies used to pay “all cash” for
high-end residential real estate in six major metropolitan areas,
money laundering through real estate is a significant problem. Cer-
tainly, where focus was placed on this specific money laundering
problem, the GTOs were warranted. But the problem of money
laundering through real estate is much broader. There are a num-
ber of real estate schemes to include criminal property flipping that
have had a detrimental economic impact on many U.S. cities.

I believe that to answer how broadly the real estate sector should
be regulated as a financial institution requires considerable assess-
ment. Stakeholders should include FinCEN, real estate profes-
sionals and experts, financial institutions, law enforcement, and
academics who have researched money laundering in the real es-
tate sector. As an example, the Terrorism, Transnational Crime
and Corruption Center (TraCCC) at George Mason University
(GMU), held a daylong conference at GMU’s Schar School of Policy
and Government to learn about money laundering through the real
estate sector. The forum was held on March 23, 2018. Speakers in-
cluded experts from the real estate sector, law enforcement banks,
Government, associations, nongovernment organizations, and aca-
demia. I served as a moderator for a panel addressing new ap-
proaches to countering money laundering in real estate in the U.S.
A draft report has been circulated to conference speakers and orga-
nizers. The report is in the process of being finalized. If you are in-
terested, I'd be happy to provide a copy of the report after it’s pub-
lished.

Q.7. Could these changes be made via FinCEN rulemaking or
should legislation be passed?

A.7. 1 believe both FinCEN rulemaking and legislation are war-
ranted. I believe that the GTO’s issued by FinCEN are an out-
standing example of FinCEN rulemaking. However, the long-term
solution is legislation. Congress should consider establishing a
working group to assess how best to craft legislation to address the
broader risks of money laundering through real estate.

Q.8. In August 2017, FinCEN issued an advisory encouraging real
estate brokers to share information with them that could be helpful
in AML efforts, while noting they are not required to do so under
current law.

How do we increase information sharing between real estate bro-
kers and FinCEN?
A.8. Meaningful information sharing between real estate brokers
and FinCEN is more likely to be accomplished through rulemaking
and legislative requirements. An alternative that could result in
voluntary information is to promote awareness through outreach,
particularly in the real estate sector, about the risk and con-
sequences of money laundering through real estate.

Q.9. Geographic Targeting Orders (GTOs), which impose additional
record keeping and reporting requirements on domestic financial
institutions or nonfinancial trades or businesses in a specific geo-
graphic area for transactions involving certain amounts of United
States currency or monetary instruments, have been deployed since
2016 to target high-end real estate sectors in major metropolitan
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areas by requiring U.S. title insurance companies to identify the
natural persons behind shell companies used to pay “all cash” for
high-end residential real estate.

Are GTOs an effective tool or would regulation be a preferable
way to cover the real estate sector?

A.9. I applaud the GTOs. They are a good step forward in address-
ing the money laundering issues in real estate. The GTO’s focus on
one significant money laundering problem. I believe this has had
the intended impact and that is why the GTOs were extended in
2017. As noted in the response to the prior question, I believe the
long-term solution is regulations that are broader than the one
issue addressed in the GTOs. Regulations need to address a broad-
er range of money laundering risks in the real estate sector.

Q.10. Cryptocurrency exchanges are money services businesses su-
pervised by State regulators and subject to Federal AML and CFT
laws.

Should FinCEN play an enhanced role in assessing the compli-
ance of cryptocurrency exchanges, or are State regulators suffi-
ciently equipped to handle compliance monitoring?

A.10. I will address this question first at the State level and then
at the Federal level. Overall, State regulators do a good job at en-
forcing State regulatory compliance requirements. However, there
is no uniformity among States about regulatory requirements. Reg-
ulatory requirements vary from State to State. My sense is New
York probably has the most stringent State requirements. At the
Federal Government level, we need to assess the roles and perspec-
tives Government agency stakeholders have with respect to
cryptocurrency exchanges. For instance, FinCEN issued guidance
to cryptocurrency exchanges in 2013. Since cryptocurrency ex-
changes are MSBs, they would be subject to Federal review by the
IRS, who examines MSBs from a Federal regulatory perspective. In
addition, the Securities and Exchange Commission (SEC) and the
Commodities Futures Trading Commission (CFTC) each have inter-
ests. In some situations, the SEC could consider the trade of
cryptocurrency securities transactions. In some situations, the
CFTC could consider virtual currency as a commodity.

The question of should FinCEN play an enhanced role in assess-
ing the compliance of cryptocurrency exchanges should be assessed
along with the roles of the IRS, SEC, and CFTC. One question is,
does FinCEN have the capacity, in terms of resources, to take on
enhanced responsibilities. FinCEN should certainly provide contin-
ued guidance and rulemaking. In terms of supervision, IRS should
continue to have examination responsibility. The problem here is
the same question as I posed for FinCEN. Does the IRS possess
adequgte resources to address regulatory examination require-
ments?

Q.11. What additional tools could we give regulators and law en-
forcement?

A.11. The tools that regulators and law enforcement need to ad-
dress the AML challenges posed by cryptocurrency begin with
budget enhancements. From the regulators side, enhanced re-
sources are needed in terms of personnel and equipment to perform
an adequate level of regulatory examinations. Whether it’s the IRS



105

or FinCEN, resource enhancements are needed. Law enforcement
is less pressed for resource enhancements, although the need for
resource enhancements should be assessed. Regulators and law en-
forcement could use budget enhancements to address the training
requirements necessary to gain and maintain the skill sets re-
quired to address the evolving challenges posed by
cryptocurrencies.

Q.12. How prevalent is money laundering in cryptocurrency mar-
kets?

A.12. I cannot speak definitively about how prevalent money laun-
dering is in cryptocurrency markets. However, like with all types
of financial institutions, there is a risk for money laundering. Like
financial institutions, cryptocurrency markets serve as a facilita-
tion tool or a detection mechanism. Our challenge is to make
cryptocurrency markets more of a detection mechanism.

The common belief that cryptocurrencies can be anonymous
makes cryptocurrency more attractive to money laundering. Law
enforcement has begun to state that cryptocurrencies are not as
anonymous as thought and that they can trace transactions and
those transacting in cryptocurrency. The more law enforcement
proves this fact by making arrests, getting convictions, and seizing
illicit assets, the greater the deterrent there will be for money
laundering through cryptocurrency. That said, the more
cryptocurrency transactions become cash like transactions, the
greater the likelihood for money laundering. AML transaction mon-
itoring is inherently reactive, which poses a significant challenge
for those fighting money laundering. Cryptocurrency is an evolving
space. AML technology must evolve along with cryptocurrency tech-
nology.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR CORTEZ MASTO FROM DENNIS M. LORMEL

Q.1. Gaming and tourism are some of Nevada’s top industries. In
the State of Nevada, our gaming operators employ thousands of
hard working Nevadans, and the industry as a whole domestically
supports 1.7 million jobs across 40 States. Qualified casinos, like fi-
nancial institutions, are also subject to Banking Secrecy Act re-
quirements. Organizations within Nevada have suggested that
gaming operators would welcome a review of BSA requirements,
which they find to be burdensome. They look forward to this Com-
mittee’s thoughtful, bipartisan, review of BSA requirements that
takes into account the security imperative for robust anti—-money
laundering efforts, as well as the impact those requirements have
on all industries. For example, the Suspicious Activity Report
(SAR) ($5,000) and the Currency Transaction Report (CTR)
($10,000) levels were set years ago. Some have recommended in-
creasing these to correspond with inflation. Others believe that
would be too high but do support a higher amount than currently,

A.1. T would like to comment here that I am not in favor of raising
the SAR or CTR reporting thresholds. In today’s world, where it
takes small amounts of funds to commit a terrorist act, we need
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the thresholds where they are. Most financial institutions will tell
you the reporting thresholds do not cause extra burden to them.

Q.2. One of the top priorities of the gaming industry is to remove
the requirement for a detailed factual narrative for structuring in
the suspicious activity forms. What do you think of this rec-
ommendation?

A.2. 1 was the direct beneficiary of SARs when I was an FBI agent,
especially following the terrorist attacks of 9/11. I formed and ran
the Terrorist Financing Operations Section (TFOS). Following 9/11,
we began a datamining project and included SAR narratives and
SAR identifying information like addresses, phone numbers, and
other collateral information. From a macro or program level, I liked
the narrative information for all SARs to include structuring. That
said, SARs are a subjective topic. If you speak to law enforcement
agents at the field or grass roots level, especially those who phys-
ically review SARs, they would likely agree that structuring nar-
ratives are cumbersome and not necessary. There is no easy solu-
tion to the SAR narrative question.

Q.3. Do you have specific recommendations regarding how the
gaming industry can benefit from greater communication with Gov-
ernment agencies and law enforcement? Is there something the
Federal Government can do to share information with casinos and
others filing SARs about broad benefits that may occur because of
some of the 58,000 SAR forms filed by gaming firms.

A.3. 1 am a huge proponent for public and private partnerships and
collaboration. When I ran the Financial Crimes Section at the FBI
prior to 9/11, I had frequent conversation with the then Director
of FinCEN, James Sloan about developing a feedback mechanism
for financial institutions regarding SARs. There were numerous in-
herent impediments to establishing a feedback mechanism. That
should not be an excuse. FinCEN and law enforcement should re-
visit this issue and determine how to more consistently provide
feedback to financial institutions, including Casinos.

Q.4. Would the creation of a Qualitative Feedback Mechanism help
reduce money laundering and terrorist financing? Should the Sec-
retary of the Treasury establish a mechanism to communicate
anti—-money laundering (AML) and countering terrorism financing
(CTF) priorities to financial institutions, gaming establishments,
and Federal financial regulators? Could such a mechanism provide
qualitative feedback on information shared by financial institutions
with the Department of Treasury, including CTRs and SARs?
Please describe the pros and cons of such a system.

A.4. As mentioned in the answer above, I am a firm believer in the
benefits of a feedback mechanism regarding SARs. I would welcome
a feedback mechanism. I do believe that would improve the identi-
fication of money laundering and terrorist financing. From an in-
tangible standpoint, a consistent feedback mechanism would great-
ly improve the morale and motivation of the AML professionals in-
volved in the SAR process. There is a constant sense that SARs go
into a black hole. That is not true. SARs are extremely valuable.
If AML professionals received consistent feedback, there would be
more interest in filing better quality SARs that would improve the
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investigative process and lead to more prosecutions and disrup-
tions.

I do not like the idea of Treasury providing money laundering
and terrorist financing priorities to financial institutions because
their issues are with sanctioning and enforcement actions and not
law enforcement. Non-Treasury law enforcement agencies, such as
the FBI have primary criminal and intelligence for terrorism and
many criminal violations. I'm not comfortable with Treasury set-
ting priorities for matters they have limited or no jurisdiction over.
If Treasury acted as a bridge with law enforcement then perhaps
it would be workable.

Q.5. The Office of the Comptroller of the Currency mentioned in its
2018 Banking Operating Plan that financial institutions should not
inadvertently impair financial inclusion. But, as of September
2017, the OCC has not identified any specific issues they plan to
address. We know that derisking has become an epidemic across
many communities and industries, such as communities along the
Southwest border, humanitarian organizations aiding Nations
wracked with violence, and remittances providers that serve fragile
Nations like Somalia.

What type of guidance could the OCC, FinCEN, FDIC, and the
Federal Reserve provide to help banks meet the banking needs of
legitimate consumers and businesses that are at risk of losing ac-
cess—or have already lost access?

A.5. Inclusion or derisking is a sensitive issue. Although the regu-
lators preach inclusion and the harm of derisking, they do not ade-
quately provide the needed guidance to financial institutions. In
my view and what I have observed in working groups that discuss
this issue and in other forums, the regulators do not demonstrate
any leadership or clarity in providing direction. Regulators will
state that it is up to banks to determine the level of risk they can
manage and offer no guidance about regulatory expectations. Con-
sequently, that lack of guidance causes financial institutions to be
more risk averse and exit relationships for fear that the regulators
would take a negative view and some action against the institution
for banking high risk customers. Regulators should take a leader-
ship role and provide clear guidance about regulatory expectations
beyond stating that financial institutions need to identify and man-
age their risk.

Q.6. Last year, the Countering Iran’s Destabilizing Activities Act of
2017 (P.L. 115-44) was enacted. In Section 271, it required the
Treasury Department to publish a study by May 1, 2018, on two
issues:

Somali Remittances: The law required the U.S. Department of
Treasury to study if banking regulators should establish a pilot
program to provide technical assistance to depository institutions
and credit unions that wish to provide account services to money
services businesses serving individuals in Somalia. Such a pilot
program could be a model for improving the ability of U.S. resi-
dents to make legitimate funds transfers through easily monitored
channels while preserving strict compliance with BSA.

Sharing State Banking Exams: The law also required Treasury
to report on the efficacy of money services businesses being allowed
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to share certain State exam information with depository institu-
tions and credit unions to increase their access to the banking sys-
tem.

Have you or your organization been involved with these Treasury
studies?

A.6. I have not been engaged in the Treasury studies. I am in favor
of such pilot programs

Q.7. What advice did you give—or would you give—on the pilot
studies?

A.7. Somalia is a high risk country for terrorism. That said, the
stories of bulk cash being carried to Somalia from the U.S. because
MSBs are not banked and NGOs are forced to currier money is ex-
tremely problematic. To expand on my answer above about regu-
latory agencies not taking or demonstrating a leadership role, this
would be a great opportunity for that to change. I would rec-
ommend Treasury and the regulators take a leadership role in
working with financial institutions to bank MSBs in the Somali re-
gion and to what extent the depository institutions should have a
risk tolerance for. Part of the lack of leadership on the part of the
regulators results in a lack of clarity with banks in terms of the
level of risk they should take on and the perceived regulatory re-
sponse to financial institutions considering taking on such risk.
This is where leadership and clarity would be helpful in formu-
lating more realistic risk tolerance thresholds and would lead to
less derisking.

I like the idea of MSBs being able to share certain State exam
information with depository institutions and credit unions. In most
instances, it would provide information that should lead to estab-
lishing or maintaining a banking relationship.

Q.8. In 2016, William and Margaret Frederick were moving from
Ohio to Las Vegas. Unfortunately, it is alleged that the title com-
pany they used in Columbus, Ohio, fell for an email scam and
wired the $216,000 profit from their home sale to a hacker, not to
the Fredericks. William is 83 and Margaret is 75 and as of October,
they were still trying to get their money back. While the Fred-
ericks’ tale is now a court case to determine who was responsible
for the fraudulent information, we know that the Fredericks’ expe-
rience is “very typical” of scams that divert an estimated $400 mil-
lion a year from title companies into bogus accounts.

Please describe the responsibilities of financial firms to avoid
these frauds?

A.8. These situations are devastating to the victims, especially el-
derly victims like the Fredericks. I wish there was a simple re-
course for the Frederick’s but there is not. The financial institu-
tions involved in the transaction do not owe the Fredericks or the
title company a fiduciary duty. The financial institution has a re-
sponsibility to have a reasonably designed AML program. What
that means is the program is reasonably designed to identify and
report suspicious activity to FinCEN. Your question does not give
much context about the banking relationships involved in this case.
The Frederick’s recourse should be with the title company who fell
for the phishing/email scam. It’s likely the escrow company did not
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have adequate controls. There are, unfortunately, to many cases
like this. They usually wind up in civil law suits.

Depending on the case specifics, it is not likely the bank would
be found negligent or responsible. Again, the culpability is likely to
lie with the escrow company. The bank would not be responsible
for the escrow company’s falling victim to the scammers.

Q.9. What penalties should be assessed and by which agencies
when financial firms enable theft?

A.9. In the event that the financial institution did not have a rea-
sonably designed AML program to identify suspicious activity, the
bank failed to file SARs or to adequately file SARs than the bank
should face an enforcement action by their regulators and/or
FinCEN. If it was a one off fraud, and the bank had a reasonably
designed program it is unlikely they would be held culpable. In-
variably, many of these cases wind up with civil law suits filed
against the bank. In at least some such cases, the bank will opt
to settle the law suit and avoid trial to avert adverse publicity and
reputational damage.

Q.10. What is the role for the Consumer Financial Protection Bu-
reau to ensure financial firms protect their customers’ money and
information?

A.10. The CFPB is intended to help consumers protect their assets
from fraud. I'm not sure of the role the CFPB would play in a sce-
nario involving the Fredericks. If the escrow company was neg-
ligent and lacked adequate internal controls, they should be held
culpable for the loss. I'm not a lawyer so I cannot speak to the legal
ramifications. Again, I'm not sure of what the CFPB could or
should do.

Q.11. In 2014, FinCEN issued an advisory with human trafficking
red flags, to aid financial institutions in detecting and reporting
suspicious activity that may be facilitating human trafficking or
human smuggling.

To what extent do you assess that financial institutions are cur-
rently utilizing these red flags, in order to better assess whether
their banks are being used for to finance human trafficking? If in-
stitutions are not widely utilizing the red flags, what actions is
FinCEN taking to encourage them to do so?

A.11. Human trafficking is a heinous crime problem. I believe that
AML professionals are dedicated professionals and are very con-
cerned about human trafficking. I cannot speak definitively as to
how widely financial institutions use the FinCEN red flags regard-
ing human trafficking or to the extent FinCEN provides guidance
regarding human trafficking. However, I do believe many financial
institutions use human trafficking and smuggling red flags from
multiple sources. There is other red flag guidance that financial in-
stitutions use that comes from FATF, Homeland Security Inves-
tigations, the FBI and other viable sources. It should be noted that
the Polaris Project has written a great reference guide about
human slavery (trafficking), titled “T'ypologies of Modern Slavery”.
In addition, human trafficking is widely discussed at industry
training conferences. Training is one of the core pillars of an AML
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program. Human smuggling typologies and warning signs are fre-
quent topics.

The Association of Certified Anti—-Money Laundering Specialists
(ACAMS) has made human smuggling a long time priority. They
started a working group in 2010 with a group of major banks and
Homeland Security Investigations. Bank analysts and Homeland
Security Investigations analysts developed patterns of activity or
typologies consistent with human smuggling. JPMorgan Chase had
a team of special investigators who conducted targeted transaction
monitoring and identified potential suspicious activity. ACAMS
gave JPMorgan Chase and Homeland Security a special award in
recognition of their outstanding collaboration. Another outstanding
example of public—private sector partnerships occurred in January
2018, in the run up to the Super Bowl. The ACAMS Minneapolis
Chapter held a half-day long learning event focused entirely on
human slavery/trafficking. I was proud to be the first speaker. U.S.
Bank, Homeland Security Investigations, and the U.S. Attorney’s
Office in Minneapolis collaborated to develop typologies to identify
human sex trafficking specifically related to travel for the Super
Bowl. These types of initiatives have a great impact on crime prob-
lems like human trafficking. I must give a cautionary comment
that this type of initiative is not as easy as it sounds. It can be
costly; there are regulatory concerns and other impediments that
must be overcome. The September issue of ACAMS Today maga-
zine had a detailed article about the Minneapolis learning event.
I would be happy to provide a copy of ACAMS Today if you'd like
one.

Q.12. What are the pros and cons of reducing or eliminating the
standards requiring SARs filing for insider abuse (i.e., employee
misconduct)?

A.12. T do not believe there are any pros to reducing or eliminating
SAR filing for insider abuse. If the insider abuse would be consid-
ered suspicious activity, SARs should be filed. Insider abuse can be
devastating to financial institutions and should be dealt with
harshly. It’s one thing if insiders embezzle or defraud their em-
ployer. It’s another issue when insiders facilitate external fraud
schemes. That can be more devastating to the financial institution,
as well as to outsiders exposed to the fraud or other crime problem.

Q.13. The common expectation is that any financial institution sub-
jected to a cyberattack would be in touch with law enforcement
about whether or not it’s required to file an SAR. What are the
pros and cons of eliminating SAR filing requirement for
cyberattacks against financial institutions?

A.13. As I mentioned responding to an earlier question, I do not
see any pros for eliminating SAR filing requirements regarding
cyberattacks. There are only cons. That is unless the cyberattack
has no financial lead value. I believe that most if not all
cyberattacks have a financial component to them. Therefore, it is
incumbent that SARs be filed to ensure the financial considerations
receive adequate attention from financial experienced investigators.
More importantly, FinCEN has a cyberteam that assesses and ad-
dresses cyber SARs. I believe that not all cyberthreats, where SARs
are generated, are reported to law enforcement other than through
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the SAR filing. Also, when cyberthreats are reported to cyber inves-
tigators, I'm not sure that the follow up cyber investigation has a
financial component as it would if SARs were filed.

Q.14. Gaming and tourism are some of Nevada’s top industries. In
the State of Nevada, our gaming operators employ thousands of
hard working Nevadans, and the industry as a whole domestically
supports 1.7 million jobs across 40 States. Qualified casinos, like fi-
nancial institutions, are also subject to Banking Secrecy Act re-
quirements. Organizations within Nevada have suggested that
gaming operators would welcome a review of BSA requirements,
which they find to be burdensome. They look forward to this Com-
mittee’s thoughtful, bipartisan review of BSA requirements that
takes into account the security imperative for robust anti—-money
laundering efforts, as well as the impact those requirements have
on all industries. The Suspicious Activity Report (SAR) ($5,000)
and the Currency Transaction Report (CTR) ($10,000) levels were
set years ago. Some have recommended increasing these to cor-
respond with inflation. Others believe that would be too high but
do support a higher amount than currently,

From a law enforcement perspective, are there risks to raising
the amounts? Is it possible that having CTRs at higher levels could
result in more fraud and terrorist financing? If the amounts were
raised, to what amount do you recommend?

A.14.1 am a firm believer that the SAR and CTR thresholds should
not be raised. This would be detrimental to law enforcement, espe-
cially considering the threat of homegrown violent extremists.
Homegrown violent extremists would be more likely to transact in
amounts below the $5,000 and $10,000 threshold levels. As the
Chief of the Financial Crimes Section and founder of the Terrorist
Financing Operations Section (TFOS) at the FBI, I was the direct
beneficiary of SAR and CTR data. I saw firsthand how information
below the threshold levels was used in investigations. I believe in
2004 or 2005, my successor as Chief of TFOS, Michael Morehart,
testified about not raising the thresholds before a Congressional
Committee. Subsequent to that, GAO conducted a review of the
threshold issue and concured that law enforcement benefited from
SAR and CTR information at the current thresholds. My apology
for not being more specific about the hearing or report date. At this
point in time, I do not recall the specifics and in deference to time
in completing my response to questions, I was unable to conduct
the necessary research.

I also believe that most financial institutions would state that
the current thresholds do not cause them any greater work than
they would if the thresholds were raised. This topic comes up at
industry conferences and financial institution representatives have
stated this regularly.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM HEATHER A. LOWE

Q.1. Information Sharing Among Banks—While you have generally
supported increased information sharing between banks and the
U.S. Government, and among banks, you also have sounded an
alarm about the importance of appropriate privacy safeguards
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around bank-bank information sharing, particularly where an indi-
vidual’s access to financial services may be at risk if negative but
inaccurate information on them gets into the system, as with inac-
curate credit reporting.

Can you describe the types of safeguards you think would be im-
portant if we were to consider clarifying or expanding this author-
ity? In particular, should we consider implementing a system of re-
dress or information correction for such individuals, and if so how
would you configure such new protections, and how would you envi-
sion that process actually working?

A.1. The general rule around information sharing among banks
should be that data is anonymized before being shared. This is con-
sistent with the Clearing House’s recommendations. Instances
where an individual’s personal and/or account information can be
shared among banks should be very clearly circumscribed. A sys-
tem of redress should be established for individuals to review and
rectify incorrect information that may be forming the basis of
banks’ decisions to deny an individual banking services, as is the
case with credit information.

When the banks ask for permission to share information, they
are asking for that permission not just among banks in the U.S.,
but globally. As such, rules circumscribing the sharing of individ-
uals’ personal and account information and processes for redress
should be crafted in conjunction with other major financial centers.
FinCEN (the U.S.’s financial intelligence center) could initiate and
lead this process through its membership in the Egmont Group, the
umbrella organization for more than 135 financial intelligence cen-
ters around the world.

Q.2. Bank Derisking /| Remittances—Your testimony emphasized the
importance of Know Your Customer procedures for banks. But in
recent years many financial institutions have opted to shed ac-
counts of customers with personal or commercial links to parts of
the world where it can be difficult to ascertain the final recipient
of a financial transaction—an especially important concern to So-
mali communities in Ohio, for example. Whether we are talking
about family remittances, or funds transfers for humanitarian pur-
poses, this derisking has presented hurdles to effort to get re-
sources to some of the most at-risk populations on Earth. And cus-
tomers who lose accounts or are unable to move money through the
regulated financial system are often forced to use less transparent,
safe and regulated channels, undermining AML/CFT goals. The Fi-
nancial Action Task Force (FATF) has recently suggested making
inappropriate derisking a priority.

From your perspective, what steps can be taken as part of BSA
modernization to address the derisking problem and provide relief
to both banks and their customers? How specifically can we better
balance KYC obligations with the need to facilitate the flow of re-
mittances, and the legitimate work of charities and humanitarian
organizations, abroad?

A.2. My organization focuses on the movement of illicit money out
of developing countries the effect of that financial flow for develop-
ment, and not financial flows into developing countries, so we have
not focused a great deal on the remittances and nonprofit issues.
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Nonprofit organizations like the Charity and Security Network,
Oxfam, and the Center for Global Development, and intergovern-
mental organizations such as the World Bank, the IMF, the OECD
and others have been doing a great deal more research in this area
and I would recommend speaking with them for more developed
and far-reaching recommendations.

Having said that, there are three somewhat different problems in
the derisking area with root causes that are not all AML-related,
and I think that is a really important point here. One is that banks
that are no longer willing to provide banking services to money
service businesses (MSBs) that are the primary movers of remit-
tances. Second is banks choosing not to do business with cor-
respondent banks in certain very high-risk countries. (The Somali
remittance problems are a combination of both these first and sec-
ond categories.) Third, is the problem of banks choosing not to pro-
vide banking services for charities/nonprofits. These are related
issues, but not the same issues. Something to bear in mind as well
is that the World Bank has found that the cost of transmitting re-
mittances has actually decreased over the past several years, sug-
gesting that some of the problems in the sector may really be loca-
tion specific, such as with Somalia, as opposed to being as wide-
spread as discussion on this topic might suggest.

In 2012 and the following 2 years, FATF Recommendations and
related guidance were published relating to risks posed by non-
profits and risks posed by MSBs. That guidance suggested that
those entire sectors were particularly vulnerable to money laun-
dering with no nuance, which resulted in banks categorizing them
all as high risk, regardless of the nature of those businesses, the
strength of their compliance programs, their clientele, or other risk
assessment factors. The general refrain from banks was that it was
too costly to do proper AML vetting on all these “high risk” enti-
ties. Banks also said they were pulling out of high risk areas be-
cause of an increase in fines and penalties, but very few fines/pen-
alties have been levied related to servicing MSB or nonprofit cli-
ents, which begs the question of whether this reaction was simply
disproportionate or driven by other motives, such as an excuse to
get out of these relatively low-margin lines of business.

For example, Barclays in the U.K. caused a bit of a crisis when
it closed the accounts of the vast majority of the money service
businesses it serviced. But it held on to MSBs with assets of $10m
or more. However, the significant MSB money laundering case on
record actually relates to Western Union, one of the world’s largest
and well-capitalized MSBs. Barclays’ decision to jettison smaller
MSB accounts was made not in relation to actual enforcement
trends, how good their MSB clients’ compliance programs were, or
other risks relating to the individual MSB’s business or other rel-
evant factors, it was made on whether the bank wanted to keep
that capitalization or not and bother to continue servicing smaller
accounts where its margin was smaller and getting smaller because
of compliance costs. It would be interesting to find out pre-2012
margins on these business lines versus post-2012 margins so that
Congress has a frame of reference for what a bank consider an un-
acceptable margin in these business lines.
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And that raises an important point in all of this that is very
often missed. There has been huge bank consolidation leading to
behemoth banks that do not consider providing services to smaller
account holders to be worth the cost. (In our experience, smaller,
local banks rarely provide adequate international transfer services
and did not do so prior to AML regulation.) We see that every day
as banking fees for people who have little savings climb while those
who have sizable accounts have no fees at all. Banks are doing ev-
erything they can to increase their profit margins with little regard
to the effect on the average account holder. That’s today’s business
model, and bank decisions regarding MSB and nonprofit account
holders are driven in large part by this model. Furthermore, the
Center for Global Development put out a report on derisking in
2015. In that report, they noted that some banks have “derisked”
and then beefed up their own money transmitter services, sug-
gesting a possible move to undermine competition and seize the
market themselves.

So there are problems, some of which are not actually AML re-
lated, but the following are some measures that can be taken in the
AML sphere to help in this area:

e Better nuanced Recommendations and guidance from FATF
and regulators is needed.

e In October 2014, FATF spoke out against blanket derisking
and said that FIs should derisk only on a case by case basis.
FinCEN, the FDIC, and the OCC followed that up asking
banks to come to the regulators if they felt pressure to termi-
nate an MSB relationship. Other regulators have followed.

e Unfortunately it seems that there is no hard data to be able
to measure what has happened in the market since.

e After an outcry from the global nonprofit community, FATF
revised its guidance with respect to the problematic Rec-
ommendation 8, but I think it still needs further revision
and U.S. Treasury could use its influence to make that hap-
pen. Please contact Kay Guinane at the Charity and Security
Network for further information
(kguinane@charityandsecurity.org).

¢ Banks should have access to information from FinCEN about
whether an MSB has been the subject of formal warnings/cease
and desists which are not public information, so that they can
better judge the strength of an MSB’s compliance program and
its weaknesses.

o Create a low-cost certification scheme for smaller MSBs. Such
a scheme would create benchmarks for MSB compliance pro-
grams, similar to what has been done in the development of an
ISO standard for anticorruption compliance. This could per-
haps be subsidized by a fund the big banks pay into for the
smaller MSBs.

¢ One element of compliance cost is identifying the true owners
and controllers of MSBs and charities, as well as the remitters
themselves. Transparency about who owns and controls compa-
nies would be a real help with that.
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e National ID schemes for individuals around the world are also
important. India leading the way in effectively doing this in
rural populations living in poverty—the hardest to reach and
often recipients of remittances. While it may seem to be out-
side of Congress’ remit, USAID has financially supported these
initiatives in the past and Congress could prioritize funding to
USAID to continue and/or increase this work.

Q.3. Scope of AML Reporting—In recent House testimony, you
noted that AML compliance and reporting is undertaken by a wide
range of entities and persons beyond the banking sector. You also
made clear that there are entities and persons not currently regu-
lated or required to have AML programs in place, that really ought
to if the system is to be comprehensive.

Can you give us a sense of the scope of entities and persons you
think we ought to have in mind, beyond the banking sector, when
contemplating an update to our current anti-money laundering
framework and its underlying authorities?

A.3. FATF has identified several of what it calls Designated Non-
Financial Businesses and Professions, or DNFPB’s, as businesses
and professions that are susceptible for, or can be used to play a
part in, money laundering. The idea is that these businesses and
professions should identify who they are doing business with, in
some cases carry out some customer due diligence, and file sus-
picious activity reports if they think a transaction is suspicious.

The U.S. already requires some DNFBPs to have those AML pro-
grams, such as casinos and dealers in precious metals and stones.
Treasury regulations originally also included others, including trav-
el agents, those involved in real estate closings, and car, plane, and
boat dealers, among others, but then Treasury gave them a “tem-
porary” exemption from the requirements with no sunset for that
exemption which has now been in place for many years. Still others
never made it on any list, and those four are lawyers, accountants,
corporate service providers, and escrow agents. For these four,
AML programs would really be about knowing with whom you are
doing business and not permitting practitioners in these businesses
and professions to be able to have plausible deniability that they
didn’t have reason to know or suspect that they were providing
services that might be laundering dirty money.

While there are clearly several businesses and professions miss-
ing from U.S. regulation, I would focus on five of them: lawyers,
those involved in real estate closings, corporate service providers,
escrow agents, and accountants.

Lawyers: Of course criminals need and use legal services. A 60
Minutes piece that aired last year featured undercover footage from
an organization called Global Witness, showing just how easy it is
to walk into a law firm in New York and get a lawyer to easily sug-
gest ways in which structures could be created to spend money that
is clearly the proceeds of corruption to buy real estate, planes, etc.
One attorney even suggested running the dirty money through the
lawyer’s client account to clean it. It was a real eye-opener. In
2010, the American Bar Association published what I would char-
acterize as sound Voluntary Good Practices Guidance for Lawyers
to Detect and Combat Money Laundering and Terrorist Financing,
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but I encourage you to ask every lawyer you know if they have im-
plemented it. It is unlikely that they have even heard of it. This
voluntary guidance is simply not enough.

Escrow Agents: Senate Permanent Subcommittee on Investiga-
tions’ 2010 report Keeping Foreign Corruption Out of the United
States: Four Case Histories tells the story of how one escrow agent,
McAfee & Taft, refused to provide escrow services to Teodorin
Obiang, the corrupt, playboy son of the long time dictator of the im-
poverished Nation of Equatorial Guinea, because the anti—money
laundering policy they had voluntarily put in place prescribed that
they do so. Another escrow agent without an AML program happily
took that money.

Corporate Service Providers: The Panama Papers showed just
how entangled corporate service providers like Mossack Fonseca
can be in facilitating money laundering, corruption, and tax eva-
sion. The book Global Shell Games details research by a team of
American and Australian academics into just how easy it is to cre-
ate an anonymous company to engage in terror finance or corrup-
tion in different countries around the world through corporate serv-
ice providers. They found that the easiest country in which to do
so was the United States. One email response to the researchers’
inquiry from a corporate service provider in Florida was, “[Y]our
started purpose could well be a front for funding terrorism, and
who the f—— would get involved in that? Seriously, if you wanted
a functioning and useful Florida corporation you’d need someone
here to put their name on it, set up bank accounts, etc. I wouldn’t
even consider doing that for less that 5k a month, and I doubt you
are going to find any suckers that will do it for less, if at all. If
you are working with less than serious money, don’t waste any-
body’s time here. Using a f google account also shows you are
just a f- poser and loser. If you have a serious proposal, write
it up and we will consider it. Your previous message and this one
are meaningless crap. Get a clue. Just how stupid do you think we
are?”

Those Involved in Real Estate: With respect to real estate, since
July 2016, FinCEN has had geographic targeting orders in place in
various counties in New York, Florida, Texas, and California, re-
quiring title insurance companies to collect beneficial ownership in-
formation for those entities buying high value real estate with
cash. They found that about 30 percent of the beneficial owners
identified by the title companies already had SARs filed on them
by other financial institutions. That’s nearly one third. Exposés like
The New York Times’ “Towers of Secrecy” show just how easy it is
for people to hide behind anonymous companies and buy real estate
with proceeds of crime and corruption. It is central to the 2017 in-
dictment of Paul Manafort and Richard Gates as well.

Q.4. Cryptocurrencies—As the use of cryptocurrencies continues to
evolve and to spread, questions have been raised about the abuse
of such virtual currency for money laundering and other illicit pur-
poses.

Can you please comment on the current exploitation of virtual
currency for illicit finance purposes, as well as the potential for
blockchain technology to short-circuit our current AML regulatory




117

and enforcement frameworks? In your opinion, what tools should
the U.S. Government be developing, now, to head off this threat?

A.4. T am not sufficiently informed to provide a detailed response
to this question, but recommend that you contact the following peo-
ple to develop a greater understanding of the threats and opportu-
nities posed by both cryptocurrencies (referred to as “virtual cur-
rencies” in international regulatory parlance) and the blockchain
technology that underpins them, but also has much wider applica-
tions.

Yaya Fanusie, Director of Analysis, Center on Sanctions and II-
licit Finance (yaya@defenddemocracy.org); Tom Robinson, COO and
Cofounder, Elliptic (tom@elliptic.co); Jamie Smith, Global Chief
Communications Officer, The Bitfury Group
(jamie.smith@bitfury.com).

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SASSE
FROM HEATHER A. LOWE

Q.1. This hearing discussed the importance of increasing informa-
tion sharing between financial institutions and with law enforce-
ment officials.

What—if any—are the privacy risks with facilitating the sharing
of such information?

What are the best ways to mitigate such privacy concerns?

Increased information sharing between financial institutions
could make it easier for individuals to be completely cut out of the
United States’ financial system. How should wrongly targeted indi-
viduals be able to challenge their designation?

What should our risk tolerance be for the fact that the U.S. fi-

nancial system facilitates crimes like human trafficking? Should we
strive to have zero incidence of money laundering in our financial
system?
A.1. There are three types of privacy risks that I would identify
here—the information security risk, the risk of personal informa-
tion being sold or otherwise transmitted by financial institutions
for reasons other than communicating risk of criminal activity, and
the “cut out” risk. I do not have the right expertise to effectively
address the information security risk, and recommend that you
speak with cybersecurity experts focusing on the financial sector
and to FinCEN/law enforcement regarding their cybersecurity pro-
tections (and protections on the BSA database), as those will be the
two types of entities between which this information would be
passed and collected.

Regarding the risk of information being sold or otherwise trans-
mitted for purposes other than detection of criminal activity, the
laws and regulations around what type of information can be trans-
mitted, to whom, and how and how long it should be retained
should be very clearly defined in legislation/regulation.

The risk that someone could be incorrectly identified as a bad
actor and cut out of the global financial system is certainly a risk
here. It is a common complaint associated with being added to the
OFAC’s Specially Designated Nationals and Blocked Persons (SDN)
list. Another complaint about the SDN list is that sometimes peo-
ple do not know why they have been placed on the SDN list and
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there is no procedure for challenging the designation. In that case,
there is one body making those designations. In a world of financial
institution information sharing, those decisions would be just as
opaque, could have been made by any financial institution, and
there is even less redress because a financial institution is never
under an obligation to open an account for someone.

Ultimately, we are also talking about information sharing that is
global and repercussions that are global, so I don’t think the U.S.
will be able to create a redress system alone. I think a redress sys-
tem would probably need to involve FinCEN, however, because of
the confidential nature of the information involved. FinCEN is the
U.S’s Financial Intelligence Unit, or FIU. Most other countries
with any sort of AML monitoring that might end up denying some-
one access also have an FIU. Those FIUs are, with some excep-
tions, members of a body called the Egmont group, which has rules
and methods for information sharing among Egmont FIUs. There
are over 135 FIU members of Egmont at present. The U.S. could
spearhead the creation of a redress process in this area that in-
volved the Egmont FIUs, or a review panel housed within that sec-
retariat the was, perhaps, funded by bank contribution.

In terms of expectations with respect to money laundering, at my
organization, Global Financial Integrity, we always speak in terms
of curtailing the problem. We understand that it can never be en-
tirely prevented. However, I caution against using terms like “tol-
erance.” There is no acceptable level of known money laundering
that should be tolerated. We need to have reasonable expectations
with respect to how much money laundering can be detected by fi-
nancial institutions that have well-crafted and executed AML com-
pliance programs in place, and we need reasonable expectations as
to what a well-crafted and executed AML program is. Congress is
currently in the dark with respect to independently verifiable infor-
mation about the nonpublic citations financial institutions are cur-
rently receiving for compliance program failures and whether they
are reasonable. Congress has only the complaints of industry rep-
resentatives themselves, many of whom resent AML compliance
and reporting requirements writ large and have every incentive to
overstate the problem. The massive fines levied on banks in recent
years have been the result of knowing, willful, and egregious viola-
tions of laws and regulations in the AML area in order to turn a
blind eye to money laundering their clearly knew about in order to
increase profits. There should be zero tolerance for that.

Q.2. I'd like to understand better how technological innovation is
transforming the fight against money laundering and how Govern-
ment policy can help or hurt these efforts.

In the health care context, I hear about how researchers have
used machine learning and artificial intelligence to identify dis-
eases and predict when they will occur, using data points that hu-
mans would have never put together. How have financial institu-
tions or law enforcement officials been able to use of similar tech-
niques to identify money laundering and how much more progress
can be made in this front?

Outside of AI and machine learning, how can recent FinTech in-
novations such as blockchain fight money laundering?
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What regulatory requirement or requirements—if any—most
hinders the adoption of technological innovations?

How much does bitcoin, blockchain, and other cryptocurrencies
facilitate money laundering? How—if at all—should this impact our
approach to combating money laundering in traditional banks?
How can law enforcement officials best stop this newer form of
money laundering?

A.2. With respect to the first bulleted question, there is a very wide
world of financial analytics in use to identify money laundering and
expertise to create the algorithms used in these processes. I am not
an expert in analytics, unfortunately, but there is an entire indus-
try of people who can provide a helpful response to this question,
although they may not be able to answer this broad of a question
in written form.

With respect to the remaining bullet points, the most significant
block to adopting new technologies is, I believe, a concern that reg-
ulators will not recognize the use of a new technology as a positive
development in examinations. I therefore support the creation of a
technological “sandbox”, as has been proposed by The Clearing
House and has been implemented in the U.K. It is important to
note that the U.K. structure appears to have some specific safe-
guards to protect consumers which they consider to be an integral
part of their system. U.K. regulators presented their approach at
a recent FATF industry consultation meeting I attended. They
stressed the importance of ensuring that consumers were protected
at all times as innovative approaches were being tested, and the
U.S. should do the same. In the House of Representatives, Mem-
bers are discussing legislative language that does not require any
of the safeguards present in the U.K. system, potentially giving fi-
nancial institutions an unlimited safe harbor for the use of any
new technology with no Government oversight. This is a significant
danger because if a financial institution spends the money to inte-
grate new technology that, it turns out, isn’t as effective as alter-
native methods, they would have no incentive to change their ap-
proach. They would incur some unwelcome cost for doing so and
they’d have the security of an unlimited safe harbor, so there would
be no incentive to act.

Connecting this in with blockchain technology, there is certainly
work being done in this area. You may wish to reach out to Tom
Robinson, COO and Cofounder, Elliptic (tom@elliptic.co). Elliptic is
a company that finds ways to identify the “anonymous” digital cur-
rency traders to help with customer due diligence problems associ-
ated with digital currencies.

Mr. Robinson recently coauthored a paper entitled “Bitcoin Laun-
dering: An Analysis of Illicit Flows Into Digital Currency Services”
with the Foundation for Defense of Democracy’s Yaya Fanusie, a
long-time expert on illicit and terror finance who has been re-
searching the linkages between terror finance and digital currency.
I would recommend reaching out to Mr. Fanusie to further explore
this area. Yaya Fanusie, Director of Analysis, Center on Sanctions
and Illicit Finance (yaya@defenddemocracy.org).

Q.3. I'd like to discuss Suspicious Activity Reports (SARs). Today,
around 2 million SARs are filed each year. While every SAR used
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to be read by law enforcement officials, that is no longer the case
today. Financial institutions often complain that they rarely, if
ever, receive feedback from law enforcement officials on the utility
of any particular suspicious activity report that they file. This lack
of feedback loops increases the burdens on financial institutions,
who continue to file SARs that are of little utility to law enforce-
ment officials. It also prevents financial institutions from devel-
oping better analytical tools to more precisely discern between the
signal and the noise.

What percentage of SARs are actually read by someone in law
enforcement?

A.3. I am not aware of credible estimates. This question will need
to be answered by FinCEN.

Q.4. How often do financial institutions receive feedback from law
enforcement officials as to the utility of their SAR filing?

A4. Such feedback is rare. While law enforcement cannot and
should not share information about an ongoing investigation, at the
very least they could be collecting statistics about the number of
SARs/CTRs from a given financial institution that they followed up
on in some way. Where a SAR from a financial institution (or many
SARs from several institutions, which is more likely) helped law
enforcement bring a strong case, it could be worthwhile to posi-
tively identify the banks that helped the case in this way once the
case is resolved. Positive reinforcement is important. I once high-
lighted a seminal case regarding tax evasion and money laundering
at an international AML conference in Florida. A very excited com-
pliance officer from the U.S. Virgin Islands approached me after
presentation—she had been the person to file the SAR that re-
sulted in the case and she had never known what had happened
to it. She was thrilled that her actions had made a difference, and
remembered the SAR because the activity seemed so odd to her at
the time. I believe that we would have a much more robust AML
defense system in the U.S. if more bankers and compliance officers
were given such opportunities to feel like their actions really made
a difference. Therefore, I am in favor of initiatives like FinCEN Ex-
change, announced in December, to enhance information sharing
with Financial Institutions. However FinCEN needs to make this
a meaningful program in its execution if it is to have any impact.

Q.5. While some have proposed reducing the number of SARs and
CRT filings because they are often superfluous and are never read,
others argue that this poses risks, because investigating minor in-
fractions may still lead to significant law enforcement successes.
How should policymakers resolve this conflict?

A.5. The driving force behind this complaint from industry is the
amount of resources spent on drafting SARs, including preparatory
investigation time. CTR filings are automatically generated when
more than $10,000 is deposited, so should be discussed separately
if there really are valid concerns there. One source of tension in
this area appears to be that law enforcement wants SARs to in-
clude as much information as possible, in as standard a format as
possible, and that their demands for greater detail and specificity
have grown over time. This has obviously developed over time as
law enforcement has identified what information is most useful to
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them and the presentation that is most useful—specificity that the
financial institutions have actually asked for over time. However,
financial institution employees may not have the desired level of
detail that law enforcement would like—that is simply a reality of
money laundering cases which often involve hidden conduct and in-
dividuals. The SAR instructions properly allow filers to indicate on
the form that the information is “unknown”; that option should be
honored by law enforcement rather than trying to require bank em-
ployees to become detectives uncovering illegal conduct.

Q.6. How could regulators (1) set up better feedback loops between
financial institutions and law enforcement officials that could help
financial institutions better identify money laundering; and (2) em-
power financial institutions to act upon their improved ability to
distinguish between useful and superfluous reports, including by
filing fewer unnecessary SARs, without fearing regulatory con-
sequences for doing so?

A.6. I believe my answer is subsumed in the responses above.

Q.7. Would a better feedback loop system exist if financial institu-
tions employed more people with security clearances? If so, what,
if anything, can the Federal Government do to facilitate this?

A.7.1 do not have an opinion on this question.

Q.8. Often, financial institutions will derisk by refusing to serve
customers that could be involved in illegal activity. As financial in-
stitutions start to share more information with each other, this
practice could become more prominent and potential criminals
could more frequently lose access to the United States’ financial
system altogether.

Are there instances in which derisking is actually unhelpful for
law enforcement purposes, because it drives these criminals under-
ground and makes it more difficult to track them?

At the moment, do the regulators that evaluate and enforce fi-
nancial institutions compliance with our Federal money laundering
take this into account?

Are there promising ways to increase cooperation between finan-
cial institutions, regulators, and law enforcement officials, so that
financial institutions can make a more informed decision about
when and how to derisk?

Would financial institutions need to hire more employees with a
top security clearance and/or a law enforcement background for
this coordination to be effective?

A.8. My organization focuses on the movement of illicit money out
of developing countries the effect of that financial flow for develop-
ment, and not financial flows into developing countries, so we have
not focused a great deal on the remittances and nonprofit issues.
Nonprofit organizations like the Charity and Security Network,
Oxfam, and the Center for Global Development, and intergovern-
mental organizations such as the World Bank, the IMF, the OECD
and others have been doing a great deal more research in this area
and I would recommend speaking with them for more developed
and far-reaching recommendations.

Having said that, there are three somewhat different problems in
the derisking area with root causes that are not all AML-related,
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and I think that is a really important point here. One is that banks
that are no longer willing to provide banking services to money
service businesses (MSBs) that are the primary movers of remit-
tances. Second is banks choosing not to do business with cor-
respondent banks in certain very high-risk countries. (The Somali
remittance problems are a combination of both these first and sec-
ond categories.) Third, is the problem of banks choosing not to pro-
vide banking services for charities/nonprofits. These are related
issues, but not the same issues. Something to bear in mind as well
is that the World Bank has found that the cost of transmitting re-
mittances has actually decreased over the past several years, sug-
gesting that some of the problems in the sector may really be loca-
tion specific, such as with Somalia, as opposed to being as wide-
spread as discussion on this topic might suggest.

In 2012 and the following 2 years, FATF Recommendations and
related guidance were published relating to risks posed by non-
profits and risks posed by MSBs. That guidance suggested that
those entire sectors were particularly vulnerable to money laun-
dering with no nuance, which resulted in banks categorizing them
all as high risk, regardless of the nature of those businesses, the
strength of their compliance programs, their clientele, or other risk
assessment factors. The general refrain from banks was that it was
too costly to do proper AML vetting on all these “high risk” enti-
ties. Banks also said they were pulling out of high risk areas be-
cause of an increase in fines and penalties, but very few fines/pen-
alties have been levied related to servicing MSB or nonprofit cli-
ents, which begs the question of whether this reaction was simply
disproportionate or driven by other motives, such as an excuse to
get out of these relatively low-margin lines of business.

For example, Barclays in the U.K. caused a bit of a crisis when
it closed the accounts of the vast majority of the money service
businesses it serviced. But it held on to MSBs with assets of $10m
or more. However, the significant MSB money laundering case on
record actually relates to Western Union, one of the world’s largest
and well-capitalized MSBs. Barclays’ decision to jettison smaller
MSB accounts was made not in relation to actual enforcement
trends, how good their MSB clients’ compliance programs were, or
other risks relating to the individual MSB’s business or other rel-
evant factors, it was made on whether the bank wanted to keep
that capitalization or not and bother to continue servicing smaller
accounts where its margin was smaller and getting smaller because
of compliance costs. It would be interesting to find out pre-2012
margins on these business lines versus post-2012 margins so that
Congress has a frame of reference for what a bank consider an un-
acceptable margin in these business lines.

And that raises an important point in all of this that is very
often missed. There has been huge bank consolidation leading to
behemoth banks that do not consider providing services to smaller
account holders to be worth the cost. (In our experience, smaller,
local banks rarely provide adequate international transfer services
and did not do so prior to AML regulation.) We see that every day
as banking fees for people who have little savings climb while those
who have sizable accounts have no fees at all. Banks are doing ev-
erything they can to increase their profit margins with little regard
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to the effect on the average account holder. That’s today’s business
model, and bank decisions regarding MSB and nonprofit account
holders are driven in large part by this model. Furthermore, the
Center for Global Development put out a report on derisking in
2015. In that report, they noted that some banks have “derisked”
and then beefed up their own money transmitter services, sug-
gesting a possible move to undermine competition and seize the
market themselves.

So there are problems, some of which are not actually AML re-
lated, but the following are some measures that can be taken in the
AML sphere to help in this area:

e Better nuanced Recommendations and guidance from FATF
and regulators is needed.

e In October 2014, FATF spoke out against blanket derisking
and said that FIs should derisk only on a case by case basis.
FinCEN, the FDIC, and the OCC followed that up asking
banks to come to the regulators if they felt pressure to termi-
nate an MSB relationship. Other regulators have followed.

e Unfortunately it seems that there is no hard data to be able
to measure what has happened in the market since.

e After an outcry from the global nonprofit community, FATF
revised its guidance with respect to the problematic Rec-
ommendation 8, but I think it still needs further revision
and U.S. Treasury could use its influence to make that hap-
pen. Please contact Kay Guinane at the Charity and Security
Network for further information
(kguinane@charityandsecurity.org).

e Banks should have access to information from FinCEN about
whether an MSB has been the subject of formal warnings/cease
and desists which are not public information, so that they can
better judge the strength of an MSB’s compliance program and
its weaknesses.

o Create a low-cost certification scheme for smaller MSBs. Such
a scheme would create benchmarks for MSB compliance pro-
grams, similar to what has been done in the development of an
ISO standard for anticorruption compliance. This could per-
haps be subsidized by a fund the big banks pay into for the
smaller MSBs.

¢ One element of compliance cost is identifying the true owners
and controllers of MSBs and charities, as well as the remitters
themselves. Transparency about who owns and controls compa-
nies would be a real help with that.

e National ID schemes for individuals around the world are also
important. India leading the way in effectively doing this in
rural populations living in poverty—the hardest to reach and
often recipients of remittances. While it may seem to be out-
side of Congress’ remit, USAID has financially supported these
initiatives in the past and Congress could prioritize funding to
USAID to continue and/or increase this work.



124

RESPONSES TO WRITTEN QUESTIONS OF SENATOR TILLIS
FROM HEATHER A. LOWE

Q.1. How can we leverage technology to make the process simulta-
neously less onerous on banks while enhancing the outcomes of
catching illegal behavior? Are there regulatory and legislative bar-
riers to getting that down?

Financial institutions often complain that FinCEN, law enforce-
ment officials, and prudential regulators do not tell them whether
their BSA filings serve a useful purpose, or how the reports they
submit are being used—and that the filings go into a black hole.
Can you shed some light on the filings that you make or have used
and what could be done to improve this process?

A.1. While law enforcement cannot and should not share informa-
tion about an ongoing investigation, at the very least they could be
collecting statistics about the number of SARs/CTRs from a given
financial institution that they followed up on in some way. Where
a SAR from a financial institution (or many SARs from several in-
stitutions, which is more likely) helped law enforcement bring a
strong case, it could be worthwhile to positively identify the banks
that helped the case in this way once the case is resolved. Positive
reinforcement is important. I once highlighted a seminal case re-
garding tax evasion and money laundering at an international
AML conference in Florida. A very excited compliance officer from
the U.S. Virgin Islands approached me after presentation—she had
been the person to file the SAR that resulted in the case and she
had never known what had happened to it. She was thrilled that
her actions had made a difference, and remembered the SAR be-
cause the activity seemed so odd to her at the time. I believe that
we would have a much more robust AML defense system in the
U.S. if more bankers and compliance officers were given such op-
portunities to feel like their actions really made a difference.
Therefore, I am in favor of initiatives like FinCEN Exchange, an-
nounced in December, to enhance information sharing with Finan-
cial Institutions. However FinCEN needs to make this a meaning-
ful program in its execution if it is to have any impact.

Q.2. Another compliance challenge often cited by banks is that they
feel pressured by bank examiners and law enforcement authorities
to exit certain business lines or cease offering certain services to
customers viewed as presenting particular money-laundering
vulnerabilities, i.e., severing corresponding banking relationships
with foreign institutions in certain geographic areas, and also end-
ing money services businesses (MSBs, i.e., check cashing, money
transmitters, currency exchange outlets, etc.)

As banks reevaluate their business relationships with MSBs in
light of what they may view as a hostile regulatory landscape,
what can we do to change this type of behavior/is this a prevalent
problem in the industry?

A.2, My organization focuses on the movement of illicit money out
of developing countries the effect of that financial flow for develop-
ment, and not financial flows into developing countries, so we have
not focused a great deal on the remittances and nonprofit issues.
Nonprofit organizations like the Charity and Security Network,
Oxfam, and the Center for Global Development, and intergovern-
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mental organizations such as the World Bank, the IMF, the OECD
and others have been doing a great deal more research in this area
and I would recommend speaking with them for more developed
and far-reaching recommendations.

Having said that, there are three somewhat different problems in
the derisking area with root causes that are not all AML-related,
and I think that is a really important point here. One is that banks
that are no longer willing to provide banking services to money
service businesses (MSBs) that are the primary movers of remit-
tances. Second is banks choosing not to do business with cor-
respondent banks in certain very high-risk countries. (The Somali
remittance problems are a combination of both these first and sec-
ond categories.) Third, is the problem of banks choosing not to pro-
vide banking services for charities/nonprofits. These are related
issues, but not the same issues. Something to bear in mind as well
is that the World Bank has found that the cost of transmitting re-
mittances has actually decreased over the past several years, sug-
gesting that some of the problems in the sector may really be loca-
tion specific, such as with Somalia, as opposed to being as wide-
spread as discussion on this topic might suggest.

In 2012 and the following 2 years, FATF Recommendations and
related guidance were published relating to risks posed by non-
profits and risks posed by MSBs. That guidance suggested that
those entire sectors were particularly vulnerable to money laun-
dering with no nuance, which resulted in banks categorizing them
all as high risk, regardless of the nature of those businesses, the
strength of their compliance programs, their clientele, or other risk
assessment factors. The general refrain from banks was that it was
too costly to do proper AML vetting on all these “high risk” enti-
ties. Banks also said they were pulling out of high risk areas be-
cause of an increase in fines and penalties, but very few fines/pen-
alties have been levied related to servicing MSB or nonprofit cli-
ents, which begs the question of whether this reaction was simply
disproportionate or driven by other motives, such as an excuse to
get out of these relatively low-margin lines of business.

For example, Barclays in the U.K. caused a bit of a crisis when
it closed the accounts of the vast majority of the money service
businesses it serviced. But it held on to MSBs with assets of $10m
or more. However, the significant MSB money laundering case on
record actually relates to Western Union, one of the world’s largest
and well-capitalized MSBs. Barclays’ decision to jettison smaller
MSB accounts was made not in relation to actual enforcement
trends, how good their MSB clients’ compliance programs were, or
other risks relating to the individual MSB’s business or other rel-
evant factors, it was made on whether the bank wanted to keep
that capitalization or not and bother to continue servicing smaller
accounts where its margin was smaller and getting smaller because
of compliance costs. It would be interesting to find out pre-2012
margins on these business lines versus post-2012 margins so that
Congress has a frame of reference for what a bank consider an un-
acceptable margin in these business lines.

And that raises an important point in all of this that is very
often missed. There has been huge bank consolidation leading to
behemoth banks that do not consider providing services to smaller
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account holders to be worth the cost. (In our experience, smaller,
local banks rarely provide adequate international transfer services
and did not do so prior to AML regulation.) We see that every day
as banking fees for people who have little savings climb while those
who have sizable accounts have no fees at all. Banks are doing ev-
erything they can to increase their profit margins with little regard
to the effect on the average account holder. That’s today’s business
model, and bank decisions regarding MSB and nonprofit account
holders are driven in large part by this model. Furthermore, the
Center for Global Development put out a report on derisking in
2015. In that report, they noted that some banks have “derisked”
and then beefed up their own money transmitter services, sug-
gesting a possible move to undermine competition and seize the
market themselves.

So there are problems, some of which are not actually AML re-
lated, but the following are some measures that can be taken in the
AML sphere to help in this area:

e Better nuanced Recommendations and guidance from FATF
and regulators is needed.

e In October 2014, FATF spoke out against blanket derisking
and said that FIs should derisk only on a case by case basis.
FinCEN, the FDIC, and the OCC followed that up asking
banks to come to the regulators if they felt pressure to termi-
nate an MSB relationship. Other regulators have followed.

e Unfortunately it seems that there is no hard data to be able
to measure what has happened in the market since.

e After an outcry from the global nonprofit community, FATF
revised its guidance with respect to the problematic Rec-
ommendation 8, but I think it still needs further revision
and U.S. Treasury could use its influence to make that hap-
pen. Please contact Kay Guinane at the Charity and Security
Network for further information
(kguinane@charityandsecurity.org).

e Banks should have access to information from FinCEN about
whether an MSB has been the subject of formal warnings/cease
and desists which are not public information, so that they can
better judge the strength of an MSB’s compliance program and
its weaknesses.

e Create a low-cost certification scheme for smaller MSBs. Such
a scheme would create benchmarks for MSB compliance pro-
grams, similar to what has been done in the development of an
ISO standard for anticorruption compliance. This could per-
haps be subsidized by a fund the big banks pay into for the
smaller MSBs.

e One element of compliance cost is identifying the true owners
and controllers of MSBs and charities, as well as the remitters
themselves. Transparency about who owns and controls compa-
nies would be a real help with that.

o National ID schemes for individuals around the world are also
important. India leading the way in effectively doing this in
rural populations living in poverty—the hardest to reach and
often recipients of remittances. While it may seem to be out-



127

side of Congress’ remit, USAID has financially supported these
initiatives in the past and Congress could prioritize funding to
USAID to continue and/or increase this work.

Q.3. It is my understanding that there are times when law enforce-
ment and the bank regulators work at cross purposes. That is, law
enforcement might want a bank to continue banking an individual
or company that they are following and building a case against but
the bank regulators, whose incentives are to not be embarrassed by
their regulated entities, force the banks to “derisk” or close those
accounts. Is that actually the case?

A.3. There is no reputational risk associated with continuing to
bank a customer when instructed to do so by law enforcement. A
bank will not be sanctioned by examiners for doing so. The infor-
mation will not be made public. This seems a spurious complaint
if it is being made by industry.

Q.4. In terms of AML, we know that the success of AML is centric
around whether or not the predicate crime of money laundering
has been reduced, but we only really know how pervasive money
laundering is on a reactive basis, i.e., when someone/some entity is
caught.

To that end, do you believe the advent/popularity of
cryptocurrencies could affect the capture of money laundering/could
it affect AML? Do enforcement authorities have the technological
capabilities to work with private industry to capture mal-actors?

A.4. NOTE: Your introduction suggests some confusion with re-
spect to money laundering (i.e., reference to “whether or not the
predicate crime of money laundering has been reduced”). It is crit-
ical to understand that money laundering is a crime in and of itself
and is not a predicate offense. The crime is thought by many to be
the crime of laundering/disguising/accepting the funds of some un-
derlying crime that generated money, otherwise known as a predi-
cate offense or, in U.S. statutory terms, a specified unlawful activ-
ity (SUA). That is correct, but it is not complete. A person can be
convicted of money laundering if they believed they were accepting/
disguising the proceeds of an SUA and took steps to do so. That
means that even if nobody has been convicted of the underlying
crime that is the SUA, a person can be convicted of laundering the
related funds. However, in almost every “money laundering” case
you have heard of, the banks were not charged with actual criminal
money laundering. They were charged with violations of provisions
of the Bank Secrecy Act requiring financial institutions to have in
place measures to detect when someone is trying to use the institu-
tion to launder money and preventative measures that detect if
anyone inside the institution is allowing money to be laundered by
the institution.

The advent and popularity of digital currencies are an emerging
threat in the money laundering field because much of our AML
policies depend on a financial institution carrying out “due dili-
gence” and “know your customer” checks. That is why accounts
opened by companies with hidden beneficial ownership are such a
problem. One of the biggest challenges with digital currencies is
also the fact that the transactions are essentially conducted anony-
mously. For more information, I recommend that you contact Tom
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Robinson, COO and Cofounder, Elliptic (tom@elliptic.co). Elliptic is
a company that finds ways to identify the “anonymous” digital cur-
rency traders to help with customer due diligence problems associ-
ated with digital currencies.

Mr. Robinson recently coauthored a paper entitled “Bitcoin Laun-
dering: An Analysis of Illicit Flows Into Digital Currency Services”
with the Foundation for Defense of Democracy’s Yaya Fanusie, a
long-time expert on illicit and terror finance who has been re-
searching the linkages between terror finance and digital currency.
I would recommend reaching out to Mr. Fanusie to further explore
this area. Yaya Fanusie, Director of Analysis, Center on Sanctions
and Illicit Finance (yaya@defenddemocracy.org).

Q.5. In your opinion, do you think that the overall AML regime has
been effective? Additionally, what do you see as the best way to en-
sure future effectiveness?

Is it to have Treasury be the lead to:

1. Define with other stakeholders specific and clear national pri-
orities of the regime; and

2. Determine, working with other stakeholders, clear and meas-
urable objectives of the regime in light of those priorities. Should
Treasury or someone else have to report those measurements
against the objectives back to Congress?

A.5. My organization has estimated that just 11 types of
transnational crime generate a total proceeds of between $1.6 and
$2.2 trillion annually. There are many, many more types of crime
that generate proceeds in this world. Most of that money must be
laundered in some way. As noted above, there is very little prosecu-
tion for large-scale criminal money laundering, even when it seems
from charging documents that criminal money laundering (which
includes an intent standard) was taking place. In addition, individ-
uals are not being prosecuted and jailed for their actions in the
cases that we see, which would be a significant deterrent to money
laundering. That may be changing, however, as I note in a recent
piece that I wrote about the Rabobank case. So I would say that
we are not prosecuting criminal money laundering and that is a
problem.

What you are asking, however, is really whether the regulatory
regime that is in place to detect money laundering and prevent
banks from engaging in it has been effective. There is no way to
determine this through data because hard data (not extrapolated
estimates) of the amount of money laundered in the world do not
and cannot exist by their very nature. What I can say is that the
AML compliance violation cases that we have seen over the past
few years (HSBC, Wachovia, Citigroup, BNP Paribas, Rabobank,
etc.) tell us that many large international bank were either paying
lip service to complying with the legal requirements or were ac-
tively subverting the measures up until about 2010. I have no rea-
son to believe that these cases are not indicative of an industry-
wide approach because banks had absolutely no incentive to comply
with laws which would ultimately require them to turn away cli-
ents and money that they had previously banked very willingly.
The question at this point is whether, now that there has been
some significant enforcement of AML compliance laws, banks are



129

actually complying with those laws and regulations and if they are
turning away business/closing accounts where there is significant
indication of money laundering.

The crescendo of complaints by the industry about the “rising
cost” of compliance indicates that this is the case. I have “rising
cost” in quotations because we are talking about the cost of com-
plying with laws that have been in place for many, many years
now, so this is neither a new cost nor one that could not have been
anticipated, and should be estimated in terms of costs that should
have been incurred and spread over that lengthy time period. The
other indication that the regime is now having an effect is the in-
dustry’s disproportionate measures in what has come to be called
“derisking” entire client categories and/or business with certain
countries. Some of that activity may be due to a serious concern by
the bank about managing the risks associated with a certain busi-
ness, but research has indicated that some banks may be jetti-
soning some types of business in order to freeze out competition for
those services and then offering those services themselves (such as
in the money transmission area).

In some cases, I think certain actions are being taken in order
to try to force deregulation, such as when Bank of America, a
major provider of banking services to foreign embassies in the U.S.,
sent a letter to its embassy clients that it was going close their ac-
counts and cease to provide banking services to them only one
week before closing their accounts. The action seemed clearly de-
signed to create a diplomatic crisis for the U.S. Government, to be
blamed on U.S. AML regulation. If Bank of America’s concern was
really AML related, they should have worked with FinCEN and
law enforcement to identify accounts, individuals and activities of
concern and, after doing so, closed the accounts in accordance with
a process that was agreed with the Government. If the decision
was that they simply did not want to service what they perceived
as a high-risk client but they hadn’t actually observed money laun-
dering red flags associated with the accounts, they should have
provided the embassies with adequate notice, giving them time to
find an alternative service provider and to migrate their accounts.
Instead, they chose to create an unnecessary and unwarranted dip-
lomatic crisis which should have had the effect of undermining
their credibility in speaking out with AML regulatory concerns. It
certainly undermined their credibility with me.

Giving FinCEN total responsibility for establishing annual AML
priorities for banks and monitoring every bank’s progress every 3
months, as was recommended by the Clearing House, is extremely
ill-advised. A financial institution understands its own business
and products better than anyone else. It is therefore best-placed to
determine what its AML risks are and how best to address those
risks within the systems that it has created. We support the idea
of a financial institution working with FinCEN/Treasury to discuss
those risks in the context of national and global trends observed by
FinCEN, and whether adjustments might be made as a result,
however. In addition, reviewing each financial institution’s progress
in AML every 3 months seems like far too short a time frame to
observe how an FI is progressing in this respect, however, and en-
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tirely impractical from a Government resource allocation perspec-
tive.

On a related note the suggestion that FinCEN be given access
to bulk data transfers from financial institutions to enable it to
analyze AML trends and patterns across institutions is another po-
tentially useful idea. But questions about the effectiveness and cost
of this proposal include whether FinCEN currently has the techno-
logical capability and personnel needed to perform that type of data
analysis or whether it would need to be built, which could be a sig-
nificant expense. In addition, charging FinCEN with industrywide
data collection and analysis should not be seen as a way for banks
to absolve themselves of their AML obligations. The banks would
retain their position as the primary gateway into the U.S. financial
system, so the first level of responsibility to safeguard the system
against money-laundering abuses must remain with the individual
b}a;lnks vifclllo open their accounts to individuals and entities around
the world.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARNER
FROM HEATHER A. LOWE

Q.1. What are the costs and benefits of having bank examiners as-
sess bank compliance with the Bank Secrecy Act’s (BSA) require-
ments instead of having anti-money laundering (AML) and com-
bating the financing of terrorism (CFT) experts at the Financial
Crimes Enforcement Network (FinCEN) examine bank compliance
programs?

A.1. I am not sure it will make much of a difference. Currently, you
have examiners sitting at the Securities and Exchange Commis-
sion, the Commodities Futures Trading Commission and other spe-
cialized agencies who have specific AML/CFT training. When they
have AML/CFT enforcement questions, they liaise with FinCEN as
needed. If you had those people instead within FinCEN, they have
easy access to FinCEN personnel but would have to reach out to
the other agencies for sector-specific guidance. Would bringing all
of the examiners into FinCEN result in a more coherent approach
to examination? Unlikely, unless specific changes were made to the
examination procedures and incentives for examiners. However, I
can also imagine that should there be more coherence in examina-
tion procedure across industries, it would give rise to the problem
that examinations are not nuanced enough and therefore not even
addressing issues specific to a given industry where AML/CFT
risks may be significant. I can imagine that industry complaints
about that would surge. No company will ever be happy with the
way they are examined, so it is most important to work with indus-
try to identify real problems which result in ineffective or inad-
equate AML oversight and with law enforcement to identify areas
where the resources being expended by industry seem dispropor-
tionate to the value of information gleaned from their efforts, and
not just industry complaints.

Q.2. Is there a way to maintain a top-shelf effective AML/CFT pol-
icy while maintaining a commitment to increase access to financial
products for the underbanked and immigrants who rely on remit-
tance services?
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I'm interested in the ways in which technology can aid AML com-
pliance efforts. What are some of the innovative technologies that
you’ve seen that hold some promise for either the Government or
the private sector?

What are the barriers to either the Government or the private
sector adopting these technologies?

What can we be doing as legislators to ensure that we promote
technological innovation in this sector?

A.2. The most significant block to adopting new technologies is, I
believe, a concern that regulators will not recognize the use of a
new technology as a positive development in examinations. I there-
fore support the creation of a technological “sandbox”, as has been
proposed by The Clearing House and has been implemented in the
U.K. It is important to note that the U.K. structure appears to
have some specific safeguards to protect consumers which they con-
sider to be an integral part of their system. U.K. regulators pre-
sented their approach at a recent FATF industry consultation
meeting I attended. They stressed the importance of ensuring that
consumers were protected at all times as innovative approaches
were being tested, and the U.S. should do the same. In the House
of Representatives, members are discussing legislative language
that does not require any of the safeguards present in the U.K. sys-
tem, potentially giving financial institutions an unlimited safe har-
bor for the use of any new technology with no Government over-
sight. This is a significant danger because if a financial institution
spends the money to integrate new technology that, it turns out,
isn’t as effective as alternative methods, they would have no incen-
tive to change their approach. They would incur some unwelcome
cost for doing so and they’d have the security of an unlimited safe
harbor, so there would be no incentive to act.

Q.3. The regulatory definition of “financial institution” has been ex-
panded several times over the years, both by FinCEN rulemaking
and by legislation by Congress.

Should the definition of financial institutions be expanded to in-
clude other sectors? If so, which sectors?

Could these changes be made via FinCEN rulemaking or should
legislation be passed?

A.3. FATF has identified several of what it calls Designated Non-
Financial Businesses and Professions, or DNFPB’s, as businesses
and professions that are susceptible for, or can be used to play a
part in, money laundering. The idea is that these businesses and
professions should identify who they are doing business with, in
some cases carry out some customer due diligence, and file sus-
picious activity reports if they think a transaction is suspicious.
The U.S. already requires some DNFBPs to have those AML pro-
grams, such as casinos and dealers in precious metals and stones.
Treasury regulations originally also included others, including trav-
el agents, those involved in real estate closings, and car, plane, and
boat dealers, among others, but then Treasury gave them a “tem-
porary” exemption from the requirements with no sunset for that
exemption which has now been in place for many years. Still others
never made it on any list, and those four are lawyers, accountants,
corporate service providers, and escrow agents. For these four,
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AML programs would really be about knowing with whom you are
doing business and not permitting practitioners in these businesses
and professions to be able to have plausible deniability that they
didn’t have reason to know or suspect that they were providing
services that might be laundering dirty money.

While there are clearly several businesses and professions miss-
ing from U.S. regulation, I would focus on five of them: lawyers,
those involved in real estate closings, corporate service providers,
escrow agents, and accountants.

Lawyers: Of course criminals need and use legal services. A 60
Minutes piece that aired last year featured undercover footage from
an organization called Global Witness, showing just how easy it is
to walk into a law firm in New York and get a lawyer to easily sug-
gest ways in which structures could be created to spend money that
is clearly the proceeds of corruption to buy real estate, planes, etc.
One attorney even suggested running the dirty money through the
lawyer’s client account to clean it. It was a real eye-opener. In
2010, the American Bar Association published what I would char-
acterize as sound Voluntary Good Practices Guidance for Lawyers
to Detect and Combat Money Laundering and Terrorist Financing,
but I encourage you to ask every lawyer you know if they have im-
plemented it. It is unlikely that they have even heard of it. This
voluntary guidance is simply not enough.

Escrow Agents: Senate Permanent Subcommittee on Investiga-
tions’ 2010 report Keeping Foreign Corruption Out of the United
States: Four Case Histories tells the story of how one escrow agent,
McAfee & Taft, refused to provide escrow services to Teodorin
Obiang, the corrupt, playboy son of the long time dictator of the im-
poverished Nation of Equatorial Guinea, because the anti—-money
laundering policy they had voluntarily put in place prescribed that
they do so. Another escrow agent without an AML program happily
took that money.

Corporate Service Providers: The Panama Papers showed just
how entangled corporate service providers like Mossack Fonseca
can be in facilitating money laundering, corruption, and tax eva-
sion. The book Global Shell Games details research by a team of
American and Australian academics into just how easy it is to cre-
ate an anonymous company to engage in terror finance or corrup-
tion in different countries around the world through corporate serv-
ice providers. They found that the easiest country in which to do
so was the United States. One email response to the researchers’
inquiry from a corporate service provider in Florida was, “[Y]our
started purpose could well be a front for funding terrorism, and
who the f—— would get involved in that? Seriously, if you wanted
a functioning and useful Florida corporation you’d need someone
here to put their name on it, set up bank accounts, etc. I wouldn’t
even consider doing that for less that 5k a month, and I doubt you
are going to find any suckers that will do it for less, if at all. If
you are working with less than serious money, don’t waste any-
body’s time here. Using a f google account also shows you are
just a f poser and loser. If you have a serious proposal, write
it up and we will consider it. Your previous message and this one
are meaningless crap. Get a clue. Just how stupid do you think we
are?”
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Those Involved in Real Estate: With respect to real estate, since
July 2016, FinCEN has had geographic targeting orders in place in
various counties in New York, Florida, Texas, and California, re-
quiring title insurance companies to collect beneficial ownership in-
formation for those entities buying high value real estate with
cash. They found that about 30 percent of the beneficial owners
identified by the title companies already had SARs filed on them
by other financial institutions. That’s nearly one third. Exposés like
The New York Times’ “Towers of Secrecy” show just how easy it is
for people to hide behind anonymous companies and buy real estate
with proceeds of crime and corruption. It is central to the 2017 in-
dictment of Paul Manafort and Richard Gates as well.

Q.4. In August 2017, FinCEN issued an advisory encouraging real
estate brokers to share information with them that could be helpful
in AML efforts, while noting they are not required to do so under
current law.

How do we increase information sharing between real estate bro-
kers and FinCEN?

A.4. Voluntary measures will not yield the necessary results be-
cause it is rare for a business to voluntarily want to lose out on
a sale or for it to be discovered that if you work with a particular
agent they may provide information to law enforcement about your
transcation. Any measure must be industrywide and required to
maintain a level playing field. It is necessary to bring them into
the definition of Financial Institution. Please see response to pre-
vious question.

Q.5. Geographic Targeting Orders (GTOs), which impose additional
record keeping and reporting requirements on domestic financial
institutions or nonfinancial trades or businesses in a specific geo-
graphic area for transactions involving certain amounts of United
States currency or monetary instruments, have been deployed since
2016 to target high-end real estate sectors in major metropolitan
areas by requiring U.S. title insurance companies to identify the
natural persons behind shell companies used to pay “all cash” for
high-end residential real estate.

Are GTOs an effective tool or would regulation be a preferable
way to cover the real estate sector?

A.5. GTOs are an effective tool for the purposes they were cre-
ated—to gather intelligence for specific cases or, as in this case, to
gather intelligence about the extent of a problem to inform deci-
sions about how to move forward. They should not be used as a
long-term measure. With respect to the Title Insurer GTOs,
FinCEN now has the information it needs to move forward with a
rulemaking—there is clearly a problem in the real estate industry.

However, I would note that I would not focus regulation in the
real estate sector on title insurers, but rather on real estate agents,
who have the longest and most personal relationship with the
buyer and are in a much better position to identify red flags. Fur-
thermore, it is very easy for a cash buyer of real estate to avoid
title insurers entirely (which launderers have apparently not real-
ized yet). If I'm trying to launder money through real estate and
I'm making an all-cash purchase, I don’t need a mortgage and so
title insurance isn’t actually required. If I'm going to flip the prop-
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erty to launder the funds, then I'm not too worried about a chal-
lenge to title down the line (my buyer will get their own title insur-
ance and my lack of it doesn’t affect that). If I am concerned that
the title is not clean and it will therefore be difficult to sell the
property, I can have an attorney carry out a title search or I can
even do it myself—the search itself is not difficult (I would prob-
ably need legal assistance to fix any problems I found however, if
I didn’t simply abandon that particular purchase). So if I were a
money launderer I would simply avoid the title insurers and avoid
the disclosures entirely.

Q.6. Cryptocurrency exchanges are money services businesses su-
pervised by State regulators and subject to Federal AML and CFT
laws.

Should FinCEN play an enhanced role in assessing the compli-
ance of cryptocurrency exchanges, or are State regulators suffi-
ciently equipped to handle compliance monitoring?

What additional tools could we give regulators and law enforce-
ment?

How prevalent is money laundering in cryptocurrency markets?

A.6. There is certainly work do be done in the area of digital cur-
rency/blockchain technology. I am far from an expert in this area,
so I will make some recommendations for people to contact. Before
I do, however, I would note that I was concerned by the Treasury
representative’s statement that they felt they had adequately regu-
lated in the digital currency space by regulating the exchangers.
Technology has moved on, and the advent of “mixers”, which are
now used to make it incredibly difficult for the exchangers to iden-
tify where the currency they are exchanging is coming from, makes
that regulation now insufficient.

You may wish to reach out to Tom Robinson, COO and Co-
founder, Elliptic (tom@elliptic.co). Elliptic is a company that finds
ways to identify the “anonymous” digital currency traders to help
with customer due diligence problems associated with digital cur-
rencies.

Mr. Robinson recently coauthored a paper entitled “Bitcoin Laun-
dering: An Analysis of Illicit Flows Into Digital Currency Services”
with the Foundation for Defense of Democracy’s Yaya Fanusie, a
long-time expert on illicit and terror finance who has been re-
searching the linkages between terror finance and digital currency.
I would recommend reaching out to Mr. Fanusie to further explore
this area. Yaya Fanusie, Director of Analysis, Center on Sanctions
and Illicit Finance (yaya@defenddemocracy.org).

Finally, Ms. Jamie Smith, Global Chief Communications Officer,
The Bitfury Group (jamie.smith@bitfury.com), is an excellent re-
source as well.

Both Ms. Smith and Mr. Fanusie have extensive prior experience
working within U.S. Government agencies and understand political
context well.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR CORTEZ MASTO FROM HEATHER A. LOWE

Q.1. What is the most effective action a consumer can take to pro-
tect against identity theft if the consumer’s information has been
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compromised? Please include a detailed description of the dif-
ferences between credit freezes, credit locks, and fraud alerts, in-
cluding how long each takes to activate and deactivate and the rel-
ative benefits and drawbacks of each.

A.1. Unfortunately, I am not an expert on U.S. consumer banking
laws and cannot provide an informed response to your question.

Q.2. Many States have laws requiring credit bureaus to provide
credit freezes. Can you describe what these laws generally require
and discuss whether it is appropriate for Congress to create a Fed-
eral standard?

A.2. Unfortunately, I am not an expert on U.S. consumer banking
laws and cannot provide an informed response to your question.

Q.3. Gaming and tourism are some of Nevada’s top industries. In
the State of Nevada, our gaming operators employ thousands of
hard working Nevadans, and the industry as a whole domestically
supports 1.7 million jobs across 40 States. Qualified casinos, like fi-
nancial institutions, are also subject to Banking Secrecy Act re-
quirements. Organizations within Nevada have suggested that
gaming operators would welcome a review of BSA requirements,
which they find to be burdensome. They look forward to this Com-
mittee’s thoughtful, bipartisan, review of BSA requirements that
takes into account the security imperative for robust anti-money
laundering efforts, as well as the impact those requirements have
on all industries. For example, the Suspicious Activity Report
(SAR) ($5,000) and the Currency Transaction Report (CTR)
($10,000) levels were set years ago. Some have recommended in-
creasing these to correspond with inflation. Others believe that
would be too high but do support a higher amount than currently.

One of the top priorities of the gaming industry is to remove the
requirement for a detailed factual narrative for structuring in the
sus;z)icious activity forms. What do you think of this recommenda-
tion?

Do you have specific recommendations regarding how the gaming
industry can benefit from greater communication with Government
agencies and law enforcement? Is there something the Federal Gov-
ernment can do to share information with casinos and others filing
SARs about broad benefits that may occur because of some of the
58,000 SAR forms filed by gaming firms.

Would the creation of a Qualitative Feedback Mechanism help
reduce money laundering and terrorist financing? Should the Sec-
retary of the Treasury establish a mechanism to communicate
anti-money laundering (AML) and countering terrorism financing
(CTF) priorities to financial institutions, gaming establishments,
and Federal financial regulators? Could such a mechanism provide
qualitative feedback on information shared by financial institutions
with the Department of Treasury, including CTRs and SARs?
Please describe the pros and cons of such a system.

A.3. Financial Institutions file SARs because they believe that ac-
tivity is suspicious, and descriptions of what they saw that seemed
suspicious is important information for law enforcement. SARs are
subject to automated data analysis and human review, and the
narratives provide information that may seem unimportant alone,
but takes on greater significance when reviewed in light of other
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SARs. I would not remove the narrative requirement unless law
enforcement takes the position that it is of limited value.

Lack of feedback from the Government on what happens to SARs
and CTRs has long been a complaint of Financial Institutions. I
once highlighted a seminal case regarding tax evasion and money
laundering at an international AML seminar in Florida. A very ex-
cited compliance officer from the U.S. Virgin Islands approached
me after presentation—she had been the person to file the SAR
that resulted in the case and she had never known what had hap-
pened to it. She was thrilled that her actions had made a dif-
ference. I believe that we would have a much more robust AML de-
fense system in the U.S. if more bankers and compliance officers
were given such opportunities to feel like their actions really made
a difference. Therefore, I am in favor of initiatives like FinCEN Ex-
change, announced in December, to enhance information sharing
with Financial Institutions. I would strongly recommend that the
gaming industry engage with FinCEN quickly to ensure that this
initiative is set up for the gaming industry in a way that results
in practical and meaningful exchange of information with the Gov-
ernment as opposed to something less useful.

I am wary when it comes to the Government setting AML prior-
ities for the industry. It already happens to some extent, but I
would strongly caution against actually transferring responsibility
for setting AML priorities for individual Financial Institutions from
those institutions to FinCEN. Financial Institutions are best placed
to understand their business and their systems and the money
laundering risks inherent therein, and create the systems that
work best in their business models to combat money laundering.
FinCEN and/or other regulators should review those assessments
but cannot be responsible for carrying them out.

Q.4. The Office of the Comptroller of the Currency mentioned in its
2018 Banking Operating Plan that financial institutions should not
inadvertently impair financial inclusion. But, as of September
2017, the OCC has not identified any specific issues they plan to
address. We know that derisking has become an epidemic across
many communities and industries, such as communities along the
Southwest border, humanitarian organizations aiding Nations
wracked with violence, and remittances providers that serve fragile
Nations like Somalia.

What type of guidance could the OCC, FinCEN, FDIC, and the

Federal Reserve provide to help banks meet the banking needs of
legitimate consumers and businesses that are at risk of losing ac-
cess—or have already lost access?
A.4. My organization focuses on the movement of illicit money out
of developing countries the effect of that financial flow for develop-
ment, and not financial flows into developing countries, so we have
not focused a great deal on the remittances and nonprofit issues.
Nonprofit organizations like the Charity and Security Network,
Oxfam, and the Center for Global Development, and intergovern-
mental organizations such as the World Bank, the IMF, the OECD
and others have been doing a great deal more research in this area
and I would recommend speaking with them for more developed
and far-reaching recommendations.
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Having said that, there are three somewhat different problems in
the derisking area with root causes that are not all AML-related,
and I think that is a really important point here. One is that banks
that are no longer willing to provide banking services to money
service businesses (MSBs) that are the primary movers of remit-
tances. Second is banks choosing not to do business with cor-
respondent banks in certain very high-risk countries. (The Somali
remittance problems are a combination of both these first and sec-
ond categories.) Third, is the problem of banks choosing not to pro-
vide banking services for charities/nonprofits. These are related
issues, but not the same issues. Something to bear in mind as well
is that the World Bank has found that the cost of transmitting re-
mittances has actually decreased over the past several years, sug-
gesting that some of the problems in the sector may really be loca-
tion specific, such as with Somalia, as opposed to being as wide-
spread as discussion on this topic might suggest.

In 2012 and the following 2 years, FATF Recommendations and
related guidance were published relating to risks posed by non-
profits and risks posed by MSBs. That guidance suggested that
those entire sectors were particularly vulnerable to money laun-
dering with no nuance, which resulted in banks categorizing them
all as high risk, regardless of the nature of those businesses, the
strength of their compliance programs, their clientele, or other risk
assessment factors. The general refrain from banks was that it was
too costly to do proper AML vetting on all these “high risk” enti-
ties. Banks also said they were pulling out of high risk areas be-
cause of an increase in fines and penalties, but very few fines/pen-
alties have been levied related to servicing MSB or nonprofit cli-
ents, which begs the question of whether this reaction was simply
disproportionate or driven by other motives, such as an excuse to
get out of these relatively low-margin lines of business.

For example, Barclays in the U.K. caused a bit of a crisis when
it closed the accounts of the vast majority of the money service
businesses it serviced. But it held on to MSBs with assets of $10m
or more. However, the significant MSB money laundering case on
record actually relates to Western Union, one of the world’s largest
and well-capitalized MSBs. Barclays’ decision to jettison smaller
MSB accounts was made not in relation to actual enforcement
trends, how good their MSB clients’ compliance programs were, or
other risks relating to the individual MSB’s business or other rel-
evant factors, it was made on whether the bank wanted to keep
that capitalization or not and bother to continue servicing smaller
accounts where its margin was smaller and getting smaller because
of compliance costs. It would be interesting to find out pre-2012
margins on these business lines versus post-2012 margins so that
Congress has a frame of reference for what a bank consider an un-
acceptable margin in these business lines.

And that raises an important point in all of this that is very
often missed. There has been huge bank consolidation leading to
behemoth banks that do not consider providing services to smaller
account holders to be worth the cost. (In our experience, smaller,
local banks rarely provide adequate international transfer services
and did not do so prior to AML regulation.) We see that every day
as banking fees for people who have little savings climb while those
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who have sizable accounts have no fees at all. Banks are doing ev-
erything they can to increase their profit margins with little regard
to the effect on the average account holder. That’s today’s business
model, and bank decisions regarding MSB and nonprofit account
holders are driven in large part by this model. Furthermore, the
Center for Global Development put out a report on derisking in
2015. In that report, they noted that some banks have “derisked”
and then beefed up their own money transmitter services, sug-
gesting a possible move to undermine competition and seize the
market themselves.

So there are problems, some of which are not actually AML re-
lated, but the following are some measures that can be taken in the
AML sphere to help in this area:

o Better nuanced Recommendations and guidance from FATF
and regulators is needed.

e In October 2014, FATF spoke out against blanket derisking
and said that FIs should derisk only on a case by case basis.
FinCEN, the FDIC, and the OCC followed that up asking
banks to come to the regulators if they felt pressure to termi-
nate an MSB relationship. Other regulators have followed.

e Unfortunately it seems that there is no hard data to be able
to measure what has happened in the market since.

e After an outcry from the global nonprofit community, FATF
revised its guidance with respect to the problematic Rec-
ommendation 8, but I think it still needs further revision
and U.S. Treasury could use its influence to make that hap-
pen. Please contact Kay Guinane at the Charity and Security
Network for further information
(kguinane@charityandsecurity.org).

¢ Banks should have access to information from FinCEN about
whether an MSB has been the subject of formal warnings/cease
and desists which are not public information, so that they can
better judge the strength of an MSB’s compliance program and
its weaknesses.

o Create a low-cost certification scheme for smaller MSBs. Such
a scheme would create benchmarks for MSB compliance pro-
grams, similar to what has been done in the development of an
ISO standard for anticorruption compliance. This could per-
haps be subsidized by a fund the big banks pay into for the
smaller MSBs.

¢ One element of compliance cost is identifying the true owners
and controllers of MSBs and charities, as well as the remitters
themselves. Transparency about who owns and controls compa-
nies would be a real help with that.

o National ID schemes for individuals around the world are also
important. India leading the way in effectively doing this in
rural populations living in poverty—the hardest to reach and
often recipients of remittances. While it may seem to be out-
side of Congress’ remit, USAID has financially supported these
initiatives in the past and Congress could prioritize funding to
USAID to continue and/or increase this work.
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Q.5. Last year, the Countering Iran’s Destabilizing Activities Act of
2017 (P.L. 115-44) was enacted. In Section 271, it required the
Treasury Department to publish a study by May 1, 2018, on two
issues:

Somali Remittances: The law required the U.S. Department of
Treasury to study if banking regulators should establish a pilot
program to provide technical assistance to depository institutions
and credit unions that wish to provide account services to money
services businesses serving individuals in Somalia. Such a pilot
program could be a model for improving the ability of U.S. resi-
dents to make legitimate funds transfers through easily monitored
channels while preserving strict compliance with BSA.

Sharing State Banking Exams: The law also required Treasury
to report on the efficacy of money services businesses being allowed
to share certain State exam information with depository institu-
tions and credit unions to increase their access to the banking sys-
tem.

Have you or your organization been involved with these Treasury
studies?

What advice did you give—or would you give—on the pilot stud-

ies?
A.5. I have not been involved with either of these Treasury studies
because other organizations have been leading research and advo-
cacy on remittance issues. They may have been involved in and/or
consulted on these issues. Please contact: Kay Guinane, Director of
the Charity and Security Network
(kguinane@charityandsecurity.org); Vijaya Ramachandran, Senior
Fellow at the Center for Global Development
(vramachandran@cgdev.org).

Q.6. In 2016, William and Margaret Frederick were moving from
Ohio to Las Vegas. Unfortunately, it is alleged that the title com-
pany they used in Columbus, Ohio, fell for an email scam and
wired the $216,000 profit from their home sale to a hacker, not to
the Fredericks. William is 83 and Margaret is 75 and as of October,
they were still trying to get their money back. While the Fred-
ericks’ tale is now a court case to determine who was responsible
for the fraudulent information, we know that the Fredericks’ expe-
rience is “very typical” of scams that divert an estimated $400 mil-
lion a year from title companies into bogus accounts.

Please describe the responsibilities of financial firms to avoid
these frauds?

What penalties should be assessed and by which agencies when
financial firms enable theft?

What is the role for the Consumer Financial Protection Bureau

to ensure financial firms protect their customers’ money and infor-
mation?
A.6. As noted above, I am not an expert on U.S. consumer banking
laws and cannot provide an informed response to your question
with respect to CFPB. Your question regarding the title insurance
company’s culpability is a fact-specific question of criminal or
tortious liability that I am unable to answer in this format, and
does not relate to money laundering.
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Q.7. In 2014, FinCEN issued an advisory with human trafficking
red flags, to aid financial institutions in detecting and reporting
suspicious activity that may be facilitating human trafficking or
human smuggling.

To what extent do you assess that financial institutions are cur-

rently utilizing these red flags, in order to better assess whether
their banks are being used for to finance human trafficking? If in-
stitutions are not widely utilizing the red flags, what actions is
FinCEN taking to encourage them to do so?
A.7. 1T have not seen any data pertaining to the number of SARs
filed in relation to human trafficking or smuggling in the United
States, so I do not have enough information to provide an accurate
assessment. FinCEN has an online tool that can be used to look at
the number of SARs filed with respect to specific activities, but un-
fortunately human trafficking is not one of the categories. How-
ever, anecdotally I can say that human trafficking and human
smuggling are issues where I have seen a relatively large number
of training programs offered to compliance personnel in recent
years. It is therefore on the radar of compliance personnel in the
U.S. at least. I would recommend that you reach out to FinCEN for
an answer to this question and, if they are not currently collecting
statistics to be able to answer this question, ask or legislate for
them to do so. You might also reach out to Polaris for further dis-
cussions on the intersection between money laundering and human
trafficking.

Q.8. What are the pros and cons of reducing or eliminating the
standards requiring SARs filing for insider abuse (i.e., employee
misconduct)?

A.8. I do not have a strong opinion about this issue. Logically, how-
ever, I think it is helpful for FinCEN to know the identifying infor-
mation of people who have been found by financial institutions to
be engaging in fraudulent activity or other malfeasance, and for
the CFPB to be aware of the same if it involved harm to con-
sumers, but I do not necessarily think a SAR is likely to be the
most effective way to communicate that.

Q.9. The common expectation is that any financial institution sub-
jected to a cyberattack would be in touch with law enforcement
about whether or not it’s required to file an SAR. What are the
pros and cons of eliminating SAR filing requirement for
cyberattacks against financial institutions?

A.9. Cyberattacks are an ever-growing threat to the financial serv-
ices sector and, therefore, to the business and individual consumers
with accounts at financial institutions. A great deal of personal in-
formation is collected and held by financial institutions, so they are
a particular target for that reason as well. I think FinCEN does a
good job of explaining why they want cyberattacks to be reported
in SAR form, how they have used such information in the past, and
what information is most useful for them in a SAR relating to
cyberattacks in an October 2016 Advisory. In December 2017, news
broke in the U.K. that the U.K.’s Financial Conduct Authority had
found that U.K. banks were significantly under-reporting the full
extent of cyberattacks. As history has shown in a number of AML-
related areas, it is unlikely that U.S. banks are reporting more rig-
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orously. This puts not only account holders at risk, but the entire
fabric of our financial system.

Q.10. As you know, under current regulations, FinCEN currently
exempts a range of institutions from the requirement to maintain
an anti-money laundering program. The list of exempted institu-
tions includes “pawnbrokers,” “private bankers,” “seller of vehicles,
including automobiles, airplanes and boats,” as well persons “in-
volved in real estate closings and settlements” among others.

In your view, what are some of the most glaring exemptions on
this list?

Are there any additional categories of institution, such as per-

sons involved in the art market or lawyers that should be required
to establish minimum anti-money laundering program require-
ments?
A.10. FATF has identified several of what it calls Designated Non-
Financial Businesses and Professions, or DNFPB’s, as businesses
and professions that are susceptible for, or can be used to play a
part in, money laundering. The idea is that these businesses and
professions should identify who they are doing business with, in
some cases carry out some customer due diligence, and file sus-
picious activity reports if they think a transaction is suspicious.

The U.S. already requires some DNFBPs to have those AML pro-
grams, such as casinos and dealers in precious metals and stones.
Treasury regulations originally also included others, including trav-
el agents, those involved in real estate closings, and car, plane, and
boat dealers, among others, but then Treasury gave them a “tem-
porary” exemption from the requirements with no sunset for that
exemption which has now been in place for many years. Still others
never made it on any list, and those four are lawyers, accountants,
corporate service providers, and escrow agents. For these four,
AML programs would really be about knowing with whom you are
doing business and not permitting practitioners in these businesses
and professions to be able to have plausible deniability that they
didn’t have reason to know or suspect that they were providing
services that might be laundering dirty money.

While there are clearly several businesses and professions miss-
ing from U.S. regulation, I would focus on five of them: lawyers,
those involved in real estate closings, corporate service providers,
escrow agents, and accountants.

Lawyers: Of course criminals need and use legal services. A 60
Minutes piece that aired last year featured undercover footage from
an organization called Global Witness, showing just how easy it is
to walk into a law firm in New York and get a lawyer to easily sug-
gest ways in which structures could be created to spend money that
is clearly the proceeds of corruption to buy real estate, planes, etc.
One attorney even suggested running the dirty money through the
lawyer’s client account to clean it. It was a real eye-opener. In
2010, the American Bar Association published what I would char-
acterize as sound Voluntary Good Practices Guidance for Lawyers
to Detect and Combat Money Laundering and Terrorist Financing,
but I encourage you to ask every lawyer you know if they have im-
plemented it. It is unlikely that they have even heard of it. This
voluntary guidance is simply not enough.
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Escrow Agents: Senate Permanent Subcommittee on Investiga-
tions’ 2010 report Keeping Foreign Corruption Out of the United
States: Four Case Histories tells the story of how one escrow agent,
McAfee & Taft, refused to provide escrow services to Teodorin
Obiang, the corrupt, playboy son of the long time dictator of the im-
poverished Nation of Equatorial Guinea, because the anti—-money
laundering policy they had voluntarily put in place prescribed that
they do so. Another escrow agent without an AML program happily
took that money.

Corporate Service Providers: The Panama Papers showed just
how entangled corporate service providers like Mossack Fonseca
can be in facilitating money laundering, corruption, and tax eva-
sion. The book Global Shell Games details research by a team of
American and Australian academics into just how easy it is to cre-
ate an anonymous company to engage in terror finance or corrup-
tion in different countries around the world through corporate serv-
ice providers. They found that the easiest country in which to do
so was the United States. One email response to the researchers’
inquiry from a corporate service provider in Florida was, “[Y]our
started purpose could well be a front for funding terrorism, and
who the f- would get involved in that? Seriously, if you wanted
a functioning and useful Florida corporation you’d need someone
here to put their name on it, set up bank accounts, etc. I wouldn’t
even consider doing that for less that 5k a month, and I doubt you
are going to find any suckers that will do it for less, if at all. If
you are working with less than serious money, don’t waste any-
body’s time here. Using a f google account also shows you are
just a f poser and loser. If you have a serious proposal, write
it up and we will consider it. Your previous message and this one
are meaningless crap. Get a clue. Just how stupid do you think we
are?”

Those Involved in Real Estate: With respect to real estate, since
July 2016, FinCEN has had geographic targeting orders in place in
various counties in New York, Florida, Texas, and California, re-
quiring title insurance companies to collect beneficial ownership in-
formation for those entities buying high value real estate with
cash. They found that about 30 percent of the beneficial owners
identified by the title companies already had SARs filed on them
by other financial institutions. That’s nearly one third. Exposés like
The New York Times’ “Towers of Secrecy” show just how easy it is
for people to hide behind anonymous companies and buy real estate
with proceeds of crime and corruption. It is central to the 2017 in-
dictment of Paul Manafort and Richard Gates as well.

Q.11. In recent years we've witnessed a seemingly endless string
of money laundering violations by some of the largest global banks,
with Deutsche Bank being the most recent megabank to disregard
the anti—-money laundering requirements contained in the Bank Se-
crecy Act.

Given that large megabanks continued to disregard their obliga-
tions under the law, what in your view should this Committee do
to ensure compliance, particularly by the largest global banks?

A.11. Unfortunately for the banking community, many of the high
profile, incredibly egregious cases that involve the biggest banks in
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the world have eroded public trust that banks will indeed act in a
manner that is law-abiding and actively try to turn away proceeds
of crime. Even many bankers lack faith in their institutions. You
may find a 2015 study by the University of Notre Dame and the
law firm of Labaton Sucharow, entitled “The Street, the Bull, and
the Crisis”, to be of interest. The researchers surveyed more than
1,200 U.S. and U.K.-based financial services professionals to exam-
ine views on workplace ethics, the nexus between principles and
profits, the state of industry leadership and confidence in financial
regulators. As the report states, “The answers are not pretty. De-
spite the headline-making consequences of corporate misconduct,
our survey reveals that attitudes toward corruption within the in-
dustry have not changed for the better.”

There are forms of enforcement that we have not been pursuing
that I believe would be highly dissuasive. The first is prosecuting
the individuals that are behind the decisions that are resulting in
these money laundering violations. When a banker sees his or her
colleague being prosecuted for decisions that bring the proceeds of
crime into the bank, he or she will be careful not to do the same.
Second, prosecution of financial institutions has historically been
for regulatory violations of the BSA as opposed to the criminal act
of money laundering, even when the hallmarks of a clear money
laundering case are present. We need to begin to criminally pros-
ecute these entities as well. Finally, when a financial institution is
convicted of or pleads guilty to felonious behavior, it must trigger
any cross-debarments that we have built into our legal system. For
example, Credit Suisse should have lost its status as a Qualified
Professional Asset Manager (QPAM) in 2014 by virtue of its convic-
tion for facilitating large-scale tax evasion by Americans. However,
as with several similar cases which preceded it, the Department of
Labor waived Credit Suisse’s disqualification and allowed the bank
to continue to enjoy this “privileged” status under U.S. law that
meant that the bank had to meet fewer regulatory requirements in
its handling of U.S. pension funds—something we tend to try to
keep felons away from for public policy reasons.

Q.12. Despite record fines, rarely have the individuals who run the
largest global banks been held accountable for their firms’ willful
disregard of anti-money laundering and counterterrorism financing
rules included in the Bank Secrecy Act.

Can you discuss why we’ve seen such low levels of individual ac-
countability for such violations? To what degree does the lack of
clear chains of responsibility within large firms contribute to the
lack of accountability among senior leaders?

A.12. The Department of Justice is the most appropriate body to
answer this question because it is the body that has taken these
decisions based on the evidence before it, prosecution guidelines,
and cost/benefit analysis. However, there have certainly been a few
cases where information made publicly available the Statement of
Facts attached to relevant Deferred Prosecution Agreements, such
as excerpts from emails between executives, strongly suggested
that there was sufficient evidence to bring individuals to trial in
certain cases, and yet we did not see that happen. When I have
asked the DOJ about this, they have responded that they did not
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feel that they had sufficient evidence to move forward with pros-
ecution.

After receiving a fair amount of criticism about this, in Sep-
tember 2015 the DOJ released a memo outlining its intention to
more frequently prosecute individuals. It would be worthwhile to
ask for the DOJ for statistics around prosecutions of individuals be-
fore and after the publication of the memo. It is possible that we
are seeing the first significant example of this approach being ap-
plied to a large bank money laundering case in the case of
Rabobank, as I explain more fully in a recent blog post that was
heavily quoted in the press. It will be important to keep an eye on
whether individual executives are prosecuted in that case for the
reasons outlined in the blog.

Q.13. Just as the success of the BSA is reliant on good behavior
by individual employees of financial institutions, the efficacy of the
BSA also depends on regulatory and supervisory accountability.
U.S. anti-money laundering efforts in recent years at times failed
to recognize the cumulative effect of the violations they cited, lead-
ing them to permit massive problems to occur before any serious
enforcement actions were taken.

What in your view should be done to address this problem and
ensure that regulators are holding repeat violators of the Bank Se-
crecy Act accountable?

To your knowledge, to what extent are Bank Secrecy Act defi-
ciencies currently factored into the management aspect of firms’
CAMELS rating?

A.13. It seems clear that any policies in place regarding number
and nature of infractions leading to escalation in enforcement ac-
tions are either insufficient or not adhered to. Either way, this is
an area that could certainly benefit from Congressional review.
Policies on elevation/escalation need to be clear, proportionate, and
enforced in a way that results in meaningful adjustments/reforms
being carried out by banks when they have been the subject of vio-
lation notices.

While I think the revolving door issue is a tricky one (we want
experienced people in Government and in financial institutions and
they should have the ability to progress their careers), I am con-
cerned that there may not be sufficient safeguards preventing regu-
lators from moving directly to work for the banks that they have
been regulating. In the recent Rabobank case, Rabobank’s OCC ex-
aminer put Rabobank under a Formal Agreement (requiring reform
of their AML compliance program), and then while that Formal
Agreement was still in place, she was hired by Rabobank as a sen-
ior executive overseeing compliance at the bank. According to
Rabobank’s Plea Agreement and accompanying Information, the
OCC released Rabobank form that Formal Agreement within the
year, although bank employees reported that nothing substantial
having changed within the bank’s compliance program in that time.
Whether or not the executive used her close ties to the OCC to get
the Formal Agreement dismissed, measures should be put in place
to ensure that the revolving door does not allow this type of situa-
tion to arise.
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Executive Summary

Worldwide anti-money laundering efforts are currently just a decimal point away from total failure. Failure would
have a dramatic impact on U.5. law enforcement and financial systems. Why? Because outside of crimes of
passion, criminals, kleptocrats, and unscrupulous companies are typically motivated by greed.

In today's interconnected world, the manifestations of unfettered avarice impact us all. We see it in our
communities: the opioid, methamphetamine, and cocaine epidemics are devastating. Financial fraud, fraud in
government contracting, identity theft, and worse endanger individuals and our communities and waste taxpayer
dollars. Terror finance and sanctions busting threaten national security.

Law enforcement, policymakers, and the media can get so distracted with the immediacy of the criminal behavior
it is easy to forget that the aim of criminal activity isn't the crime itself—but the proceeds of the crime. Advocates,
scholars and researchers have all questioned the efficacy of the “War on Drugs."* But why don't we acknowledge
that our inability to stop the laundering and seize the proceeds fuels the greed behind the drug trade?

How much money is being laundered? Estimates are difficult without better data, but the International Monetary
Fund (IMF) and United Nations Office on Drugs and Crime (UNODC) estimate the scale of global money laundering
falls somewhere around two to five percent of global gross domestic product — approximately $1.5 trillion to $3.7
trillion in 2015. The IRS observes: "money laundering is tax evasion in progress.” If tax evasion here and abroad is
included in the count, the magnitude of international money laundering is staggering.

“Total Failure Is Just a Decimal Point Away”
How well are we doing in fighting the problem? The data we do have presents a bleak picture. Here are a few
sobering numbers:

+  According to the UNODC, less than one percent of global illicit financial flows are seized and forfeited.

+  Raymond Baker, a longtime financial crime expert, notes that the numbers show enforcement fails 99.9
percent of the time. “In other words, total failure is just a decimal point away.”

* Dated information suggests money launderers face a less than five percent risk of conwiction in the United
States. The situation in most areas of the world is even worse.

What Can Be Done?
This report advances a number of “steps-forward” on how to more effectively combat money laundering.

Longress

+  Congress should move legislation to end the abuse of anony shell companies by requiring beneficial
ownership transparency.

+  Congress should make all felonies predicate offences for money laundering.

»  Congress should provide specific line item funding to the U.S. Trade Transparency Units (TTUs) 50 as to
enhance their analytic capabilities and augment the personnel necessary to foster trade transparency in
the United States and to expand the international TTU network.

o Congress should pass legislation which requires U.S. companies that engage in financial transactions to
obtain a Legal Entity Identifier (LEI).

The FACT Coalition Countering International Money Laundering
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»  Congress should pass legislation requiring transactional lawyers, and anyone else who forms legal entities,
to carry out anti-money laundering due diligence.

Inter-Agency

+ The U.5. should develop an updated anti-money laundering strategy to address new and continuing
threats to the financial system.

+ The U.5. should convene an inter-agency task force to adapt crime-fighting strategies to cover the use of
mobile payment systems.

+  The administration should require bidders for federal contracts and grants to publicly disclose their
beneficial ownership information.

+ The administration should adopt the Legal Entity Identifier (LEI), or a similar, non-proprietary and open
system, that makes the hierarchy of entity ownership transparent, as the standard identifier in the federal
procurement process.

Treasury Department and the Financial Crimes Enforcement Network (FinCEN)

+  The Department of the Treasury, which leads the U.5. Financial Action Task Force (FATF) delegation,
should introduce a resolution calling for members to promote trade transparency in order to combat
trade-based money laundering and value transfer.

o Treasury should instigate a new rule-making process to strengthen due diligence requirements for
financial institutions.

»  FinCEN should be tasked with aggressive outreach to communities that rely on informal Money Service
Businesses (M5Bs). FinCEN should pre-empt state MSB licensing requirements and establish uniform
licensing requirements that would be applicable to any company designated as an MSB/money
transmitter in the United States.

¢ FinCEN should finalize the proposed rule to impose anti-money laundering [AML) and suspicious activity
reporting requirements on registered investment advisers,

*  FinCEN should r ine each of the temporary AML exemptions to determine whether these
exemptions are still warranted.

Department of Justice
+  The Department of Justice should ensure that the top decision-makers at financial institutions, accounting
firms, and law firms are held personally accountable for the actions of their organizations.
* Justice should change the incentives for law enforcement to encourage them to pursue complex financial
crimes cases.
o Justice should provide specific funds for anti-money laundering/counter-terrorist finance (AML/CFT)
training to the 93 U.S. Attorneys’ offices.

The following report details the near failure of current efforts to combat meney laundering and the rationale for
comprehensive reform. These specific recommendations form the basis of a new approach to addressing money
laundering and the dangerous threats to our safety and security from the crimes funded through illicit finance.

The FACT Coalition Countering International Money Laundering
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l. Introduction

The worldwide failure to successfully combat money laundering has dramatic impact. Qutside of crimes of
passion, for example, murder committed in a jealous rage, criminals, criminal organizations, kleptocrats, and
some businesses and corporations are typically motivated by greed. In today's increasingly interconnected world,
the manifestations of unfettered avarice impact all of us — politically, socially, economically, and culturally.
Around the world people see it in their communities. In the United States and elsewhere, the opioid,
methamphetamine, and cocaine epidemics are devastating. Gang violence, financial fraud, fraud in government
contracting, corruption, a plethora of internet scams and ransomware attacks, identity theft, and other crimes
affect our daily lives. Terror finance and sanctions busting threaten national security.

Law enforcement, policymakers, and the media can get so distracted with the immediacy of the criminal behavior
that it is easy to forget the aim of these criminal activities is not the crime itself — but the proceeds of crime.
Advocates, scholars and researchers have all questioned the efficacy of the “War on Drugs.”* But why don't we
acknowledge that our inability to stop the laundering and seize the proceeds fuels the greed behind the drug
trade?

Financial crimes and abusive tax evasion practiced by the elites contribute to the deterioration of social compacts.
Worldwide, distrust in the privileged class has seemingly reached epidemic proportions® coupled with (if not
driven by) a corresponding absence of accountability.® Anger and inequality are common themes in both the
developed and developing world.

In other words, many of the ills we face come back to money. As detailed in this report, money laundering is the
great enabler because it turns criminal proceeds into seemingly clean money that can be freely spent. And yet,
our efforts to combat intemnational money laundering are almost a complete failure. This report, some of which is
adapted from a recent article | wrote for The Hill,* will explain the shortcomings of our current approach to
combating financial crime, and it will outline a number of recommendations for improving those efforts.

The FACT Coalition Countering International Money Laundering
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Il. Background

Definition

Once criminals and criminal organizations accumulate money from their illicit activities, they must try to hide it or
disguise it so authorities cannot determine from where the dirty money comes. A working definition of money
laundering is “the hiding or disguising of the proceeds of any form of criminal activity.” The key word in that
definition is any. In the United States, we limit the definition to stated "predicate offenses” — or specified
unlawful activities — that generate the illicit money upon which money laundering charges can be brought when
criminals seek to hide or disguise those illicit proceeds, such as narcotics trafficking, fraud, smuggling, selling child
pornography, etc. The international norm to charge money laundering is broader and includes “all serious
I:ﬂﬂ'lﬁ."

Magnitude

How much money is being laundered? Unfortunately, the estimates are all over the map. The Financial Action
Task Force (FATF), an international anti-money laundering/counter-terrorist finance (AML/CFT) policymaking
body, has stated that, “Due to the illegal nature of the transactions, precise statistics are not available and it is
therefore impossible to produce a definitive estimate of the amount of money that is globally laundered every
year." With that caveat in mind, the International Monetary Fund {IMF) has estimated that money laundering
comprises approximately 2 to 5 percent of the world's gross domestic product (GDP} each year, or approximately
$1.5 trillion to $3.7 trillion in 2015 — nearly the size of the U.5. federal budget.” Similarly, the United Nations
Office on Drugs and Crime {UNODC) conducted a study to determine the magnitude of illicit funds. According to
the UNODC, in 2009, criminal proceeds amounted to 3.6 percent of global GDP (See Table 1).*

Table 1: The International Monetary Fund (IMF) Estimates of Money-Laundering as a Percent of Global
GDP?

Amounts estimated to have been laundered (1988) | As a percentage of global GDP

550,34 trllon | 20%

Minimum Maximum Mid-point
IMF estimates of money laundered as a percentage
of global GOP 2% 5% 35%
Estimate for 1996 in willion US§ 0.6 15 11
Estimate for 2005 in trillion USY 09 23 15
Estimate for 2009 in trillion USS 12 29 20

Source: United Nations Office on Drugs and Crime, October 2011
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Figure 1: Money Held Offshore in Tax Havens*®

e,
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Source: Youth Voice, April 2016

The magnitude of international money
laundering is probably much higher
depending upon what is included in the
count.

For example, there is an international
movement to recognize tax evasion as a
predicate offense to charge money
laundering. ™ A study by the Tax Justice
Network estimated that, in 2010, between
$21 trillion and 532 trillion was hiding in
more than 80 international tax havens.
The study also found that privileged elites
in 139 lower and middle-income countries
had 57.3 trillion to $9.3 trillion in
unrecorded offshore wealth while, at the
same time, most of the governments of

the countries involved were borrowing themselves into bankruptcy and other economic dangers (See Figure 1).%

The 2016 release of the “Panama Papers” offers additional proof of the scope of the problem, showing how one

Panamanian law firm created a network of over 200,000 non

entities allowing criminals, corrupt

government officials, taxpayers, and others to hide their income and wealth.

Global Financial Integrity estimates that the developing world lost 1.1 trillion in illicit outflows in 2013 alone,
largely through abusive trade misinvoicing. This practice is a form of trade-based money laundering and a
common denominator in bath customs fraud and tax evasion (See Figure 2).2
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Figure 2: lfficit Financial Flows from Developing Countries: 2004-2013%

{in biions of U.S. doltars, nominal)
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Source: Spanjers, Joseph, and Dev Kar. Global Financial Integrity, December 2015

Further complicating reliable estimates on the magnitude of international money laundering is the enormity of
“black” and “grey” markets around the world. Underground, informal, “parallel,” cash-based economies can
comprise a substantial portion of a country's GDP. For example, in the economies of countries as diverse as India
and Mexico, the underground or black market is estimated at 20 percent or more of GDP,* In Egypt, the
estimates reach 40 percent.*® Most economic activity in the Democratic Republic of the Congo takes place in the
informal sector, estimated to be up to ten times the size of the formal sector, with many transactions, even those
of legitimate businesses, carried out in cash (often in U.S. dollars).” International grey markets often include
barter trade and forms of cyber payments — two common money laundering methodologies on opposite ends of
the tech spectrum — that are generally impervious to financial transp y reporting requirements, taxes, and
law enforcement countermeasures (See Figure 3).
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There are an estimated 232 million
migrant workers around the world,
Globalization, demographic shifts,
regional conflicts, income disparities,
L and the instinctive search for a better
life continue to encourage ever more
workers to cross borders in search of
jobs and security.® Many countries
are dependent on remittances as an
economic lifeline. The World Bank
estimated that global remittances
reached $707 billion in 2016.%* These
Sh o omn e mom e oo omn e oo s | eStimates cover what was officially
25060 155 Workdwide mm 25 Transition remitted. Unofficially, nobody knows.

Figure 3: Size and Development of the Shadow Econamy®®

Percent of Total Official GOP, by Group

: However, the International Monetary
mmwfmma Fundbelieves,"lhewrdedﬂows
through informal channels are believed

to be at least 50 percent larger than recorded flows." So, using the above World Bank and IMF estimates,
unofficial remittances are enormous. The funds are almost entirely underground and the networks practically
impervious to the tax man and law enforcement (See Figure 4).

Figure 4: Estimates of the Underground Remittance System Known as Howala™
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Source: The Guardian
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Using just one example, economists believe that the underground remittance system known as hawala is a 5100
billion industry worldwide. No government should prevent hard working immigrants that wish to send a portion
of their income back to their home countries to support their loved ones. However, because of the opague and
underground nature of the financial system, hawala is also a money laundering mechanism. As such, it is abused
by criminals and terrorists, endangering national and international security.™

The purchase of expensive real estate is
another example where there are rising
concerns of international money
58.0% laundering. For example, last year the
Chinese spent almost 530 billion on
residential property in the United States.
The Chinese are also purchasing
o properties in major western cities such as
s Londan, Sydney, Vancouver, Toronto,
and Auckland. Most of the purchases are
made in cash. The flight of private
0 wealth and tainted money leaving China
appears to be due to worries about the
economic outlook and the clampdown on
corruption. As one former ambassador to
0 g a5 | China said, the country could very well be
Source: Ana Swanson, Washington Post, Apri 2016 “the number one exporter of hot money
inthe world.” Yet China has strict capital
controls that limit its citizens to only transferring the equivalent of approximately $50,000 a year out of the
country. Despite the restrictions, the torrent of money continues.™ Anonymous shell companies are a prime
method for evading these safeguards, and their use in real estate transactions are widespread and rising (See
Figure 5).

Figure 5: Percent of U.5. Properties over 53 Million Bought by
Limited Liability Corporations, by Quarter®
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lll. Situation in the United States

While the anti-money laundering regime is generally better in the United States than in other countries, there
remain serious gaps in the U.S. framework — particularly regarding beneficial ownership, trade-based money
laundering, and the treatment of the gatekeepers of the financial system (also known as designated non-financial
businesses and professions, or DNFBPs).

The total amount of money laundered in the United States is conservatively estimated in the hundreds of billions
of dollars every year.” According to the Internal Revenue Service, tax evasion is also skyrocketing, and the IRS
believes that “money laundering is in effect tax evasion in progress.” While tax evasion is not yet considered to
be a predicate offense for U.5. money laundering, related crimes are. For example, identity theft connected to tax
fraud is rampant, which correlates to a 2015 Treasury Department paper® that states fraud is the largest
predicate offense for money laundering in the United States — surprisingly, not the proceeds of narcotics
trafficking.

Furthermore, money laundering in the United States is grossly underestimated. If we want to better understand
the true scale of the problem facing the United States, we should systematically study trade-based money
laundering (TBML) and value transfer. Dr. John Zdanowicz, an academic and early pioneer in the field of TBML,
examined 2013 U.5. trade data obtained from the U.S. Census Bureau. By examining under-valued exports (5124
billion) and over-valued imports (394 billion), Dr. Zdanowicz found that $218 billion was illicitly moved out of the
United States in the form of
value transfer. That figure

Table 2: Trade Based Money-Laundering Estimates™

represents 5,69 percent of U.S.

trade. Money licitly Moved Into The U.S.
Under-Valued Imports $272,753,571,621

Eg““‘””’"“” eXports  oyerValued Exports $68,332,594,940

{568 billion) and under-valued

imports (5273 billion), Dr. Tt FRLAE 186561
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billion was moved illegally into

M Money licity Moved Out o the US.

—vepresmting B prcuntof Over-Valued Imports $94,796,135,280 over valued

U.S. trade in 2013 (See Table 2). Under-Valued Exports 5124,116,420,714 under

Almast allofthis trade-fraud has Vilued

escaped both detection and Total $218,912,555,994

the primary predicate offense of Source: Zdanowicz, June 2015

TBML, and the loss of revenue to

the United States is staggering. Because TBML often masks underground financial systems, there are concurrent
threats to our national security. In just one example, U.5. officials have estimated that the black-market peso
exchange — one of the most pernicious trade-based money laundering systems used by narcotics traffickers — is
also one of the “largest money laundering methodologies in the Western hemisphere.”* But the Department of
the Treasury appears reluctant to even estimate the magnitude of the scope of the TBML problem. ™
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Of course, laundered money has an exponential effect. A few years ago, the GAQ released a report estimating
that the amount of drug dollars smuggled across the border from the United States into Mexico primarily to
facilitate "placement” into foreign financial institutions approached approximately 539 billion. Of that 539 billion,
GAD found that U.5. and Mexican law enforcement and customs officials combined had intercepted only pennies
on every dollar smuggled. Those numbers are extremely troubling, because intercepting bulk cash is a
comparatively straight-forward anti-money laundering enforcement effort. Performing poorly in intercepting bulk
cash does not bode well for the more complex efforts to combat money laundering, including through cyber
smuggling, trade-based money laundering, and layering illicit proceeds through a labyrinth of anonymous shell
corporations,

The long-term economic consequences of our failure to effectively combat money laundering are far worse than
the simple estimates listed above suggest, thanks to the “miracle of compounding.” Per an analysis of LR.
Helming, assume narcotics cartels receive a 5% return on the above 539 billion, After 20 years, that $39 billion
mushrooms into a $1.7 trillion problem.® And that is just one year of enforcement failure, representing just the
southwest border, and for just one comparatively straight-forward asset class.

U5, anti-money laundering investigations are stifled, in part, by the lack of transparency regarding beneficial
ownership of legal entities formed in America. According to one study, the United States is one of the easiest
places in the world for terrorists, human traffickers, and corrupt foreign politicians to open anonymous
companies to launder illicit money with impunity.”” When investigating the most heinous crimes, it is
commonplace for law enforcement to hit a dead-end when encountering a shell company (See Figure 7).

“Anonymous shell companies... are one of the primary tools
used by bad guys to openly acquire and access nefarious
funds,” wrote Dennis Lormel, the FBI's former anti-terror
finance chief, in 2013. “These dubious dealings are not limited

f Approaches
ling to set up

Figure 7: Average Numb
Needed to Find a Provider V
an Untraceable Shell Company™

I shell to... ‘offshore’ tropical islands. The United States is among the
games : ; -
oo onbiir et most egregious offenders with its woeful lack of regulations
find a provider willing to set bl requiring the true ownership of companies to be identified."*
shell company
ot 41 %0 port 2016, PatrickFallon, head of the FBYs finandal rimes
Canada section, noted: “While we [in the U.S. talk] about offshore
ﬁ accounts in other countries, | think we have a lot of room for
Urited States imp heretop parency... Itis a significant
Develnping countries impediment to our investigations when we can't determine
Singapore P L]
ki who the true owner is of a company.
LS low fierms
Tsleof Man Furthermore, the Financial Action Task Force sharply criticized
S OB EI SEIAISIE - the U.s. for its beneficial ownership problems — as well as for
Source: The Economst, Apri 2012 shortcomings with regards to U.S. treatment of investment

advisers, lawyers, accountants, and real estate agents — in its latest mutual evaluation report published in
December 2016.
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V. Bottom Line Results

Reliable statistics on money laundering enforcement are hard to find and sometimes dated. Yet the data that do
exist present a bleak picture. It isimportant to remember that in anti-money laundering efforts, the bottom-line
measurables (a term used frequently within the U.5. government) are neither the number of financial intelligence
reports filed nor the politically popular but vague term of disruption. Rather, the metrics that matter are the
number of arrests, convictions, and illicit money identified, seized, and forfeited. In other words, divide the
trillions upon trillions that are being laundered by effective enforcement actions.

Despite periodic, positive, public pronouncements from the Department of the Treasury and various
administrations, here are a few sobering numbers:

»  According to the United Nations Office on Drugs and Crime (UNODC), less than 1 percent of global illicit
financial flows are currently being seized and forfeited. ™

*  According to Raymond Baker, a longtime authority on financial crimes, using statistics provided by U.S.
Treasury officials concerning the amount of dirty money coming into the United States and the portion
caught by anti-money laundering enforcement efforts, the numbers show enforcement is successful 0.1
percent of the time and fails 99.9 percent of the time. “In other words, total failure is just a decimal point
away,” notes Mr. Baker.”

+  Dated information suggests that, in the United States, money launderers face a less than 5 percent risk of
conviction {some plead to lesser charges). Currently, there are about 700 money laundering convictions a
year. That seems like a large number, but — divided into the amount of criminal activity — it is paltry.
Besides, many convictions simply reflect additional counts added on against people charged with other
crimes.®

»  According to the U.S. State Department, the situation in most areas of the world is even worse.*

The Philippines has a large economy and is increasingly recognized as an important regional financial center.
Since 2001, only 49 anti-money laundering cases have been filed. So far, of those 49 cases, there has not been a
single successful prosecution or conviction.®

The British Virgin lslands is advertised as the world's leading offshore center*® with more offshore companies than
any other country. In 2014, there was one prosecution for money laundering.*’

According to the Angolan Central Bank, approximately $17 billion has left the Angolan economy in the last five
years alone — several orders of magnitude above foreign direct investment into the country. The origin of this
money is unclear. Additional value is transferred out of the country through abusive trade misinvoicing.
Widespread corruption in government and commerce facilitates money laundering. In 2015, there were not any
prosecutions or convictions for money laundering.

In Japan, the numbers of investigations, prosecutions, and convictions for money laundering are so low that they
are not even publicly released.®

The list goes on and on. In fact, the State Department’s 2016 International Narcotics Control Strategy Report™,
which tracks countries’ anti-money laundering efforts around the world, reinforces this conclusion. While there
are many positive developments, a comprehensive and objective reading of the report’s statistics on prosecutions
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and convictions is sobering. Ron Pol, a researcher on anti-money laundering measures, writes: “[Existing] anti-
money laundering legislation is perhaps the least effective of any anti-crime measure, anywhere"

If our current anti-money laundering countermeasures are “a decimal point away from total failure,” isn't it time
to introduce a new strategy and tactics?
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VIL. Policy Recommendations

We can do better. Here are a number of measures that could significantly improve LS. anti-money laundering

enforcement,
Congress

Congress Should Move Legislation to End the Abuse of Anonymous Shell Companies by

Requiring Beneficial Ownership Transparency.

Anonymous U.S. shell companies are one of the top tools used by criminals, terrorists, kleptocrats, and tax
evaders looking to conceal funds from law enforcement. A simple fix — requiring the real owner of a U.S.
company to be named during the incorporation process — will cut down, in dramatic fashion, the ability of
criminals to finance their crimes. This information should also be updated with authorities whenever beneficial
ownership information changes.

Make All Felonies Predicate Offences for Money Laundering

The United States is one of only a small number of industrialized countries that enumerates a list of predicate
offenses for money laundering, rather than referencing all serious crimes as recommended by the Financial Action
Task Force (FATF), a collection of more than 30 governments which sets international anti-money laundering
{AML) standards. Worse yet, the United States uses one list for crimes committed in the U.S. and another list for
crimes committed abroad. Most industrialized countries instead use a "threshold” approach to predicate
offenses, where all crimes that carry a certain minimum sentence or fine are considered predicate offenses. In
the United States, the equivalent would be to amend the money laundering statutes to make all felonies
predicate offenses for money laundering. One of the significant loopholes that this would fix would be to make
tax evasion a predicate offense for money laundering, bringing us in line with the international anti-money
laundering standards set by FATF in 2012, which state that countries should ensure that “tax crimes” are
predicate offenses.® Legislation to make all felonies predicate offenses for money laundering has been
introduced by both Sen. Charles Grassley (R-1A) and Rep. Maxine Waters (D-CA) in previous Congressional sessions
but has not yet been adopted.

Establish a Global Network of Trade Transparency Units (TTUs)

One key countermeasure for TBML i to establish trade-transparency units (TTUs) between affected countries.
TTUs are formed when two countries agree to exchange transaction-level trade data on trade between individuals
or trading companies of the two countries to detect and combat wrongdoing. For the vast majority of global
trade, government authorities are only able to see one side of cross-border trade transactions. Importers and
exporters are subject to reporting in the jurisdiction where they operate, but not in the jurisdictions where their
counterparties operate. This practice means that parties on either side of a cross-border transaction are able to
report different information to their respective authorities, without the authorities of either jurisdiction being
aware of the discrepancies.

The concept behind TTUs is simple. By providing government authorities access to information reported on both
sides of a trade transaction, anomalies can be spotted. The anomalies, like the misinvoicing of price, value,
quantity or quality of goods, could be indicative of simple customs fraud, trade-based money laundering (TBML),
or even underground financial systems. TTUs can provide additional value in TBML analysis by adding law
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enforcement data, financial intelligence, and commercial information. The creation of these additional data
sources is key to identifying more sophisticated schemes, where false information is reported identically on both
sides of a transaction.

The United States pioneered the concept of TTUs. Today, approximately 16 TTUs exist around the world, loosely

cooperating under a U.S.-sponsored TTU umbrella. Most are in Latin America. Other countries around the world
are interested in TTUs. Not only is trade transparency a proven countermeasure to TBML, but, by cracking down

on customs fraud, it enhances revenue collection. TTUs have only been in existence a few years, but the network
has already recovered well over 51 billion.™

Specific line item funding should be provided to the U.5. TTU so as to enhance its analytic capabilities and
augment the personnel necessary to foster trade transparency in the United States and to expand the
international TTU network.

Promote Usage of the Legal Entity |dentifier (LEl)

The Legal Entity Identifier (LEI} is a unique 20-character code that identifies distinct legal entities that engage in
financial transactions. The LEl is a global, non-proprietary identification system and freely accessible. Over
435,000 legal entities from more than 195 countries have now been issued LEls. The LEI will be a linchpin for
financial data — the first global and unique entity identifier enabling risk managers and regulators to identify
parties to financial transactions instantly and precisely, And, as LE| is adopted, subsequent iterations of the
program will begin linking beneficial ownership data to these unique identifiers, thus helping create transparency
not only around company structures but around ownership structures as well, The widespread use of LEI will help
provide financial transparency, accountability, and assist investigators in following the money trail. Currently, an
international collaborative effort between public and private entities is developing the LEI, with the support of the
Financial 5tability Board (FSB) and the endorsement of the G-20. Legislation should be passed that requires LL.5.
companies that engage in financial transactions to obtain an LEL>

Expand Due Diligence Obligations to Transactional Lawyers and Formation Agents

In December 2016, the Financial Action Task Force came out with its latest mutual evaluation report on the
progress of the United States in meeting the FATF anti-money laundering and counter-terrorism financing
standards. While the report gave the United States strong marks overall, it highlighted two key deficiencies. First,
it stated that the lack of timely access to adequate, accurate, and current beneficial ownership information
remained one of the fundamental gaps in the U.5. AML regime. Second, it noted that lawyers, accountants, real
estate agents and other significant professional service providers operating in the United States were still largely
exempt from the AML requirements levied on financial institutions under the Bank Secrecy Act, and that this
exemption presented a real vulnerability given the propensity for abuse in this area,

Congress should pass legislation requiring persons who form legal entities, including transactional lawyers, to
carry out AML due diligence. Specifically, the legislation should require formation agents to conduct a risk-based
due diligence review before accepting a client; to identify higher risk clients; to conduct risk-based monitoring of
client funds and activities; and to report suspicious transactions to law enforcement. These AML obligations have
long been part of the international AML standards set by FATF, and the United States should take the steps
necessary to meet its FATF commitments.
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Inter-Agency Recommendations

Develop an Updated Anti-Money Laundering Strategy

Following the completion of the U.S. Money Laundering Threat Assessment in 2005, the U.S. government
produced an inter-departmental National Anti-Money Laundering (AML) Strategy Report.® Ten years later, the
1.5 government completed a new money laundering risk assessment in 2015, It should follow that threat
assessment with an updated strategy to strengthen U.5. anti-money laundering enforcement efforts to counter
threats to the financial system. Action items should be included in the report and Congress should hold the
agencies, departments, and bureaus responsible if they fail to implement them. There was no accountability in
the failure to implement action items in our last (2007) Anti-Money Laundering Strategy Report.

Adapt Crime Fighting Strategies to Cover Mobile Payments

Fewer criminals are carrying suitcases full of cash. And, while most still use traditional banks, increasingly, mobile
payment systems are the money laundering vehicle of choice. These new and emerging financial structures have
fewer rules, less transparency and greater flexibility to route and hide illicit funds.

The U.5. should convene an inter-agency anti-money laundering task force to develop specific recommendations
on how to best address this growing threat to undermining enforcement of anti-money laundering laws.®

Require Beneficial Ownership Information from Government Contractors

The administration should require bidders for federal contracts and grants to publicly disclose their beneficial
ownership information, as a means to ensure that fraudsters, criminals, and sanctioned individuals are not
recipients of taxpayer money. This information should be publicly available for free in a machine-readable format,
stich as the Open Contracting Data Standards and operable across government-led initiatives on federal spending
transparency.

Legal Entity [dentifier in Procurement

In February 2016, the General Services Administration (GSA) issued a request for information to assess and
replace the current identifier used to track and verify entities that receive federal funds. The administration has
the authority to assign a unique entity identifier without any action from Congress. At a minimum, the
administration should adopt the Legal Entity Identifier (LEI) — or a similar, non-proprietary and open system, that
makes the hierarchy of entity ownership transparent — as a standard identifier in the procurement process by
requiring bidders for federal contracts and grants to disclose both their LEI identification number and a list of their
beneficial owners. A company’s LEI should be included as a mandatory field in the GS5A database for companies
seeking to bid on federal contracts.

Tregsury Department and the Financial Crimes Enforcement Network (FinCEN)

AFATF Recommendation on Trade-Based Money Laundering (TBML)

The international Financial Action Task Force recognizes that trade-based money laundering (TBML) is an
enormous concern. In fact, FATF believes it is one of the three major global money laundering methodologies.
However, in 2012, when the current FATF recommendations were reviewed, updated, and promulgated, TBML
was not specifically addressed. The U.S. Department of the Treasury, which leads the U.5. FATF delegation,
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should introduce a resolution calling for bers to promote trade transp y in order to combat trade-based
money laundering and value transfer.

Strengthen Due Diligence Requirements for Financial Institutions

FinCEN published a rule in May 2016 that requires U.S. financial institutions to collect what the rule describes as
“beneficial ownership® information for legal entities opening new accounts. Unfortunately, the rule's definition of
"beneficial owner" does not comport with internationally recognized definitions, due to multiple loopholes and
poor drafting. While the rule does require information to be provided about the people who directly or ultimately
(through another level or more of corporate ownership) own shares in the corporate client, it only requires this
information if someone owns a 25 percent or greater interest, If nobody owns that much of the company, then
the bank does not need to identify any of the ultimate shareholders. In that case, the only person a bank has to
list a5 a "beneficial owner' is a senior manager of the corporate client, and a manager is simply not a beneficial
owner as the term is otherwise internationally understood. The rule also allows a trustee to be named as the
“beneficial owner” of a trust, even though trustees typically are not the true owner of the trust's assets. The
result is that the rule’s current definition of beneficial owner — and therefore the information a bank needs to
collect about who owns or controls their corporate clients — is insufficient, not in compliance with international
standards, and allows a bank to skirt 'know your customer’ checks.

In addition, the bank does not have to incorporate the beneficial ownership information into its electronic
records, it does not have to keep copies of information provided as verification that the people listed as beneficial
owners exist, and the bank is permitted to legally rely on the information provided by the person from the
company filling out the beneficial ownership form, even though the form only requires that they provide
information "to the best of their knowledge," which may be very little or entirely inaccurate. The Treasury
Department should instigate a new rule-making process to close these loopholes and improve the rule.

Initiate a New Money Services Business (MSBs) Registration Effort

In the late 1990s, a study sponsored by FinCEN estimated that there were over 200,000 Money Services
Businesses (MSBs) in the United States., including businesses that cash checks, issue money orders, and execute
wire transfers. After the September 11" attack and passage of the 2001 USA PATRIOT Act, MSBs were required to
register with FinCEN and obtain licenses in the states in which they do business. However, according to the
government's own data, the federal registration program has not been successful, with only about one-quarter of
the estimated number of M5Bs having registered with FinCEN. Moreover, not all states require licensing for
companies which do not maintain a physical location in the state, and few states have made MSB licensing a
priority. The resulting multiple gaps in federal and state registration and licensing data is of increasing concern,
because approximately one-half of all suspicious activity reports (SARs) filed with FinCEN every year originate via
MSBs. The tens of thousands of MSBs absent from the federal registration and state licensing processes include
hawaladars, casas de cambio, and a myriad of informal money transfer services exploited by money launderers,
The diversity and accessibility of the MSE sector also presents ongoing, grave challenges for effective oversight.

Itis a federal offense to fail to register with FinCEN, to operate a money transmitting business in contravention of
any applicable state licensing requi , or to transport or it funds that are known to have been
derived from a criminal offense or intended to be used to promote or support unlawful activity. The Internal
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Revenue Service (IRS) is responsible for ensuring that MSBs register with FinCEN and for conducting AML/CFT
compliance examinations, but it has neither the personnel nor the resources to fulfill those responsibilities.

The IRS should be given additional resources to carry out its MSB duties or it should delegate those duties to
FinCEN, which should initiate a new, intensive M5B registration and oversight effort over the next two years.
FinCEN should undertake an aggressive effort to identify unregistered or unlicensed MS8Bs and ensure they fulfill
their registration and licensing requirements, FinCEN should also consider pre-empting state MSB licensing
requirements by issuing a rule establishing uniform licensing requirements applicable to every MS8/maoney
transmitter operating in the United States. Creating uniform, nationwide licensing standards and procedures
would reduce the accumulative regulatory burden for inter-state MSBs while also providing a more uniform and
efficient set of laws for money transmitters to follow.

Close Gatekeeper Loopholes

The following are recommendations for actions that FinCEN should take to close U.S. loopholes related to the
gatekeepers of the financial system (also known as designated non-financial businesses and professions, or
DNFBPs) that enable corrupt individuals and criminals to launder money through the U.S. financial system.

Finalize AML Requirements for Registered Investment Advisers

In 2015, FinCEN proposed a rule to require registered investment advisers to comply with anti-money laundering
{AML) and suspicious activity reporting (SAR) requirements. FinCEN should finalize the proposed rule to impose
anti-money laundering and suspicious activity reporting requirements on registered investment advisers.” The
rule would apply to investment professionals for some of the largest financial players in the United States today,
including hedge funds, private equity funds, trusts, foundations, and other pooled investment vehicles which
collectively determine whether billions of dollars will enter the U.5. finandial system, including offshore dollars
from a variety of sources. While many L.5. investment advisers have voluntary AML and SAR reporting programs,
none are currently subject to mandatory AML and SAR program requirements, despite their ongoing money
laundering vulnerabilities. The absence of any legal obligation on the part of registered investment advisers to
detect and prevent money laundering stands in stark contrast to the AML and SAR obligations of banks, securities
firms, mutual funds, insurance companies, and other financial institutions operating in the United States.

Today, many investment advisers can accept funds from shell corporations and partnerships with hidden owners,
conduct suspicious transactions with no questions asked, and witness highly suspect transactions with no
obligation to report the activity to law enforcement. FinCEN should undertake to finalize the rule as soon as
possible in order to close the current, glaring gap in AML protections safeguarding the U.5. financial system from
abuse by terrorists, money launderers, and other criminals.

Re-Examine All Temporary AML Exemptions

FinCEN should also examine each of the temporary anti-money laundering (AML) exemptions now in existence,
including for “seller(s] of vehicles, including automobiles, airplanes, and boats”, persons involved with real estate
closings, and “private bankers.” to determine whether these exemptions are still warranted.
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Department of Justice

Hold Individuals Accountable for Corporate Wrongdoing

LS. law enforcement agencies should ensure that the top decision-makers at financial institutions, accounting
firms, and law firms are held personally accountable for the actions of their organizations. In September 2015, the
U.5. Department of Justice published a memorandum outlining steps it was taking to ensure that where corporate
misconduct was identified, individuals responsible for the wrongdoing were also held accountable. This
important policy should be reaffirmed by the Attomey General and solidified by nominating to key posts in the
Justice Department, such as the Deputy Attorney General, Assistant Attorney General (Criminal Division),
Assistant Attorney General (Tax Division), and 1.5, Attorney Offices, officials committed to bringing cases against
individuals for white collar crime and strongly enforcing anti-money laundering and tax laws. Beyond criminal
prosecution, regulators can also take action against individuals by requiring personnel changes, suspending or
debarring them from regulated industries, or suspending or revoking their licenses to engage in certain types of
business. Deterring corporate misconduct starts with individual accountability.

Change the Incentives for Law Enforcement

Law enforcement personnel at the federal, state, and local levels are rated and promoted, in large part, by the
number of cases they make. Management of a given field office or police department is also rated in part by case
statistics. Cases and publicity also influence budgets. Thus, it is only natural for law enforcement officers and
their managers to prioritize shorter-term investigations. In other words, although not part of official policy, often
the emphasis is put on comparatively simple cases and quick arrests that look good statistically but that do not
have much of an impact on the entrenched criminal enterprises.

The incentives should be changed. Financial crimes investigators require specialized expertise and should be
rewarded for it. Recognition (in many forms) should be given to those law enforcement officers that pursue the
proceeds of crime — not the oftentimes straightforward predicate offense used to charge money laundering. Law
enforcement personnel involved with complex financial crimes cases often cannot fairly compete via promotion
boards against colleagues with good statistics covering straightforward criminal activity. This is an important
reason why “impact cases” or headline grabbing financial crimes investigations that drive reforms have almost
disappeared. Each department and agency has its own internal policies that govern promotion, but thought
should be given to incentivizing meaningful financial crimes investigations.

Enhance AML/CFT Training

Criminal activity takes place at the local level, Yet, it is precisely at the state and local levels where law
enforcement professionals have the least knowledge of money laundering and terror finance and their
countermeasures. Many are unaware of common money laundering methodologies and investigative tools that
are available. Local analysts and investigators cannot recognize suspicious financial and value transfer activities, if
they do not recognize telltale indicators. The Department of Justice should provide specific funds for anti-money
laundering/counter terror finance (AML/CFT) training to the 93 U.5. Attorneys’ offices. Excellent training is also
provided by the Bureau of Justice Assistance grants to the State and Local Ant-Terrorist Training (SLATT) initiative.
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VII. Conclusion

Financial crimes are about the money. The need to convert “dirty” cash into clean, untraceable funds is central to
the success or failure of criminal enterprises. As detailed above, we have not kept pace with the innovations in
money laundering practices nor adopted updated strategies to effectively identify and catch the beneficiaries of
illegal activity. As a result, we are, as has been stated, a decimal point away from complete failure.

At the same time, the amounts of money lost are staggeringly high and growing — fueled by secrecy and
misaligned incentives. The cost of inaction is already too high.

The above reforms provide a roadmap for change and challenge the status quo. If we are serious about the safety
and security of our communities and our nation, the integrity of our financial system and the resulting impact on
the broader economy, then it is time to admit the failures of our past efforts and consider new and better
approaches to combat illicit finance.
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About the FACT Coalition

Who We Are

Founded in April 2011, the Financial Accountability and Corporate Transparency Coalition (FACT Coalition) is a
non-partisan alliance of more than 100 state, national, and international organizations working toward a fair tax
system that addresses the challenges of a global economy and promoting policies to combat the harmful impacts
of corrupt financial practices.®

Our Goals
*  End the use of anonymous shell companies as vehicles for illicit activity;
«  Strengthen, standardize, and enforce anti-money laundering laws;
*  Require greater transparency from multinational corporations to promote i d tax policy;
*  Ensure that the U.S, constructively engages in global financial transparency initiatives; and
+  Eliminate loopholes that allow corporations and individuals to offshore income and avoid paying their fair
share of taxes.

3

Why It Matters

There is untold wealth hidden in secrecy jurisdictions around the globe. The wealth-stripping from corrupt
practices and regimes, illegal activity, and legal-but-ethically-bankrupt tax avoidance schemes is larger than most
can possibly imagine. Because of the secret nature of the financial flows, it is impossible to know precisely the
amount of money, but economist Gabriel Zucman estimates at least 57.6 trillion is in tax havens and secrecy
jurisdictions.®* The Boston Consulting Group estimates $11 trillion.® And the Tax Justice Network estimates
between 521 and 532 trillion dollars.%

Roughly $2.5 trillion is currently stashed offshore by the 500 largest U.S. companiies, costing American taxpayers
more than $700 billion in unpaid taxes.® Indeed, the annual cost of offshore tax avoidance by multinationol
companies is $94 billion to $135 billion, while overseas tax evasion by individuals drains an additional $40 billion
to $70 billion each year from the American public.”

We seek a larger conversation about how specifically certain interests are manipulating the tax system and
undermining our ability to act collectively to solve problems. The secrecy, in particular, allows certain entities to
play by a different set of rules than the rest of us. Internationally, the secrecy facilitates corruption and
impoverishes developing jes. Inthe U.5., we are complicit in the draining of wealth of other nations and
fueling the austerity movement in our own.

Learn More

Interested in learning more about the FACT Coalition or becoming a member? Visit our website at
thefactcoalition.org or contact Jacob Wills at jwills@thefactcoalition.org or +1 (202) 827-6401.
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LETTER SUBMITTED BY THE FACT COALITION

‘ FACTCOALITION

August 3, 2017
The Honorable Ron Wyden The Honorable Marco Rubio
United States Senate United States Senate
221 Dirksen Senate Office Building 284 Russell Senate Office Building
Washington, DC 20510 Washington, DC 20510

RE: Corporate Transparency Act (5.1717)
Dear Senators Wyden and Rubio,

On behalf of the Financial Accountability and Corporate Transparency Coalition (FACT
Coalition), we thank you for your leadership in sponsoring the Corporate Transparency Act
(5.1717). The FACT Coalition is a non-partisan alliance of more than 100 state, national, and
international organizations promoting policies to combat the harmful impacts of corrupt
financial practices.!

This bill would create new tools to effectively combat terrorism and financial crimes by ending
the incorporation of anonymous companies in the United States. Specifically, this legislation
would enable law enforcement to more effectively and efficiently conduct investigations,
enhancing safety by saving time and resources in pursuing complex money laundering
operations. Anonymous companies formed in the U.S. have been used for a wide range of
dangerous and illicit activities, including as fronts for rogue countries to evade sanctions,? to
cloak arms dealers shipping weapons into conflict zones,’ to fuel the opioid crisis in
communities across the country,* to engage in human trafficking,” to rip off Medicare® and to
undermine the safety of our troops through the sale of faulty equipment.’

* For a full list of FACT Coalition members, visit https://thefactcoalition.org/about/coalition-members-and-

supporters/.
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The increased accountability made possible by the bill would make it much harder for these
criminals to hide behind shell companies to perpetrate schemes to defraud legitimate
businesses, investors, or taxpayers.

Your bill comes at a critical time. There has never been more momentum behind the effort to
end anonymous companies than there is right now. We look forward to continuing to work
with you and your staff on this legislation so that we can end the abuse of anonymous
companies.

For additional information, please contact Clark Gascoigne at cgascoigne@thefactcoalition.org
or+1(202) 810-1334. Thank you again for your commitment to this important issue.

Sincerely,

Gary Kalman Clark Gascoigne
Executive Director Deputy Director
The FACT Coalition The FACT Coalition

cc  The Honorable Mike Crapo
The Honorable Sherrod Brown
Members of the U.S. Senate Committee on Banking, Housing, and Urban Affairs

FACTCOALITION
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176

STATEMENT SUBMITTED BY THE INDEPENDENT COMMUNITY
BANKERS OF AMERICA

January 9, 2017

BSA Modernization Can Strengthen Law

Enforcement and Ease Compliance

On behalf of the more than 5,700 community banks represented by ICBA, we thank Chairman Crapo, Ranking
Member Brown, and members of the Senate Banking Committee for convening today's hearing on “Combating
Money Laundering and Other Forms of lllicit Finance: Opportunities to Reform and Strengthen BSA Enforcement ™
We appreciate you raising the profile of this important issue, and we are pleased to offer this statement for the record

Community bankers are committed to supporting balanced, effective measures that will prevent terrorists from using
the financial system to fund their operations and prevent money launderers from hiding the proceeds of criminal
activities. We believe there are opportunities to modemize and reform the Bank Secrecy Act (BSA) so that it
produces more useful information for law enforcement while alleviating community banks™ compliance burden.
Community bankers have consistently cited BSA as one of the most significant sources of compliance burden, Below
are our recommendations for BSA modernization.

Update Reporting Thresholds

As the government combats money laundering and terrorist financing, ICBA strongly recommends an emphasis on
quality over quantity for all BSA reporting. In this regard, reporting thresholds are significantly outdated and capture
far more transactions than originally intended. The currency transaction report (CTR) threshold, which was set in
1970, should be raised from $10,000 to $30,000 with future increases linked to inflation. A higher threshold would
produce more targeted, useful information for law enforcement. Suspicious activity reporting is the comerstone of the
Bank Secrecy Act (BSA) system and is a way for banks to provide leads to law enforcement. However, in the current
regulatory environment, community banks are faced with an overly burdensome process to ensure they are protected
and no mistakes are made when reviewed by examiners, As a result, bank employees often file SARs as a defensive
measure, and community banks follow the same SAR procedure for every suspicious transaction alert no matter how
minor the potential offense. This approach leaves community banks skeptical that SARs have real value real law
enforcement.

ICBA recommends reform of the SAR process to a risk-based system with appropriate threshold increases. Similar to
the CTR thresholds, the SAR filing thresholds have not been adjusted since becoming effective. Increasing those
thresholds would enable community banks to provide more targeted and valuable information to law enforcement.

Improve Flexibility and Ease of Compliance

ICBA supports FinCEN’s efforts to simplify certain BSA forms and encourages the government to continue
streamlining other reporting requirements. The federal government should continue working with the banking
industry to provide additional guidance—such as best practices, questions and answers, or commentary—that is
understandable, workable and easily applied by community banks. ICBA encourages FinCEN to continue its
outreach, investigation and adaptation of technology to assist banks with their BSA compliance requirements. ICBA
also encourages the Office of Foreign Asset Control to streamline and simplify its lists for ease of reference and

www.icba.org/advocacy
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application by bankers.

To ensure a consistent and balanced effort to combat money laundering and terrorist financing, the federal
government should have consistent regulations across all financial services providers including nonbank entities.
Additionally, the government should require reporting of only truly suspect transactions—and strive to balance those
requirements against the need to respect customer privacy.

Incentives for Anti-Money Laundering and Anti-Terrorist Financing Efforts

As the Financial Crimes Enforcement Network (FInCEN) identifies additional high-risk transactions and accounts, it
increases banks’ requirements in these new areas. For community banks, BSA compliance represents a significant
expense in terms of both direct and indirect costs, BSA compliance, whatever the benefit to society at large, is a
governmental, law enforcement function. As such, the costs should be bome by the government. ICBA supports the
creation of financial (e.g, a tax credit) or regulatory incentives to offset the cost of BSA compliance. We believe this
would help compensate community banks for their BSA compliance and encourage further investments in this area.

Beneficial Ownership

Beneficial ownership information should be collected and verified at the time a legal entity is formed. Collecting and
verifying the identity of all-natural person owners of each entity by either the Internal Revenue Service or other
appropriate federal agency and/or state in which the entity is formed would provide uniformity and consistency
across the United States. Making the formation of an entity contingent on receiving beneficial owner information
would create a strong incentive for equity owners and investors to provide such information. Additionally, periodic
renewal of an entity’s state registration would provide an efficient and effective vehicle for updating beneficial
ownership information. If such information is housed at a government entity, community banks should have access to
it.

Closing
Thank you again for convening today’s hearing. ICBA looks forward to working with this Committee to modemize

the Bank Secrecy Actin a way that will strengthen critical law enforcement while rationalizing community bank
compliance with this important law

WWW. | Cba .0 rg.'l a d Vo Cacy
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LETTER SUBMITTED BY THE CREDIT UNION NATIONAL ASSOCIATION

Jim Nussle 61 Penngylvania Avesoe NW
5. ﬁ;?;:lglnim Prsient & CEO Vi, 5. 106261
cuna Association et

January 9, 2018

The Honorable Mike Crapo The Honorable Sherrod Brown
Chairman Ranking Member

Committee on Banking, Housing Committee on Banking, Housing
and Urban Affairs and Urban Affairs

United States Senate United States Senate
Washington, DC20510 Washington, DC 20510

Dear Chairman Crapo and Ranking Member Brown:

On behalf of America’s credit unions, thank you for holding the hearing entitled “Combatting Money
Laundering and other Forms of Illicit Finance: Opportunities to Reform and Strengthen BSA
Enforcement.” The Credit Union National Association (CUNA) represents America’s credit unions and
their 110 million members.

Since the 2008 economic crisis and the resulting regulations that followed, credit unions have been
required to devote more resources for regulatory and legal compliance particularly for mortgage loans and
other consumer products, services, and protections. Given these new requirements, it has become difficult
for credit unions to absorb their current total compliance burden. The new regulatory regime makes the
Bank Secrecy Act (BSA)' and Anti-Money Laundering (AML) regulatory compliance even more daunting.?

We support efforts to track money laundering and terrorist financing, but also believe it is important to
strike the right balance between the costs to financial institutions, like credit unions, and the benefits to
the federal government from the BSA, AML, and Office of Foreign Assets Control (OFAC) regulations. As
such, we support legislative and regulatory changes to address the redundancies, unnecessary burdens,
and opportunities for efficiencies within the BSA/AML statutory framework. In particular, we support
changes to (1) minimize the duplication of the same or similar information; (2) provide additional
flexibility based on the reporting institution type or level of transactions; (3) curtail the continually
enhanced customer due diligence requirements; (4) increase the currency transaction reporting (CTR)
threshold; (5) reduce and simplify the reporting requirements of Suspicious Activity Reports (SARs) that
have limited usefulness to law enforcement; and (6) allow for greater regulatory and examination
consistency among regulators, including the National Credit Union Administration (NCUA) and state
credit union regulators, in order to help with interpretations of BSA requirements and guidance and to
minimize regulatory overlap.

BSA regulations, administered by FinCEN, are the foundation of all efforts by our government to stop
criminal money laundering and terrorist financing. These have been strengthened through AML laws,
which include part of the USA PATRIOT Act. These laws require financial institutions such as banks,
credit unions, and non-depository financial institutions to keep records of events that could signal money
laundering and terrorist financing. BSA/AML regulations require financial institutions to

maintain records on cash sales of negotiable instruments of $3,000 - $10,000 and records of

wire transfers of $3,000 or more, and to report cash transactions over $10,000 and any suspicious
activity above a $5,000 threshold that might show money laundering, tax evasion, or another type

of erime. The forms used by credit unions to report transactions are the Currency Transaction Report
(CTR)* and the Suspicious Activity Report (SAR).+ In addition, BSA requires the verification of member
identity and response to the 314a information request lists provided by FinCEN. When financial
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institutions fail to comply with these laws and regulations, they are subject to significant civil money
penalties and risk damage to their reputation.

The reality is the cost of technology for monitoring and ensuring compliance with BSA/AML laws and
regulations is disproportionately burdensome on smaller and less complex institutions, such as credit
unions. Often, credit unions choose not to serve certain markets because of the complexities of
compliance. Money Service Businesses are a prime example of where many credit unions have difficulty
providing needed services because of the BSA and AML ongoing due diligence requirements associated
with serving these businesses. Nevertheless, our government can ease the compliance burden for smaller
or less complex financial institutions, such as credit unions, while maintaining the protections needed. The
following technical changes would make a major difference in the compliance burden facing credit unions
on these requirements.

SAR and CTR Forms Should Be Combined

It would be helpful to the industry if the SAR and CTR forms - the two forms used for reporting - were
combined into one form and submitted to the same place. This form should be streamlined and
consolidated so the same information can be populated for either form, or the form can simultaneously be
used for either SAR or CTR (for example, with a check box on the form to specify for which report, CTR or
SAR, the information is being provided). This minor change in paperwork would greatly ease compliance
burden and ensure mistakes are not made during reporting, without compromising efforts

to identify criminal activity.

Reporting Thresholds and Deadline to File Should Be Increased to Reflect Today’s
Environment

The threshold for a CTR has not been adjusted in many years for inflation. Credit unions support an
adjustment to this $10,000 threshold to account for inflation and economic change over the past several
years. This current amount was established in 1972, and would be over 858,400 if adjusted for inflation in
today’s world.s Furthermore, the current relatively low limit is now capturing routine cash transactions
that are not necessary to report since such transactions will be reported via the SAR if there is suspicious
activity. Credit unions support increasing the CTR threshold to a minimum $20,000 amount and at least
doubling other key thresholds, such as the 85,000 threshold for filing a SAR.

Additionally, the deadline to file a SAR should be extended from 3o days to 40 days for more complex
cases. The more complex the case, the longer it takes to research the facts, which places substantial
pressure on the credit union to timely file a SAR.

“Beneficial Owner” and Beneficiaries Requirements

FinCEN finalized its beneficial ownership rule, which would extend Customer Due Diligence (CDD)
requirements under BSA rules to the natural persons behind a legal entity, and require financial
institutions to have risk-based procedures for conducting ongoing customer due diligence. The final rule
creates a new § 1010.230 in Title 31 C.F.R. to require covered financial institutions to identify and verify
the identity of beneficial owners of legal entity customers when a new account is opened, and conduct risk
profiles and monitoring of customers. The requirements for identifying the true beneficial owner of
various entities, which is effective on May 11, 2018, place an enormous burden on credit unions.



180

In addition, checking payable-on-death (POD) account beneficiaries against the OFAC list should only be
required to occur if payout to the beneficiary is necessary. Payable-on-death beneficiaries do not have
access to or control of the account in question, and may never have access, so there is no need to
continually check them until they receive this access and control. Information on the beneficiaries is often
not available for accurate checks because usually only the name of a beneficiary is collected, making this
work difficult and time consuming to conduct. The OFAC checks are a substantial compliance burden and
would be easier for institutions to conduct when ownership of the funds occurs. Again, this change would
in no way limit efforts to prevent criminal activity.

Monetary Instrument Purchases

Under 31 C.F.R. § 1010.415, banks and credit unions are required to verify the identity of persons
purchasing monetary instruments for currency in amounts between $3,000.00 and $10,000.00, and
maintain documentation of such transactions. The requirement to maintain a separate documentation for
these transactions is antiquated given today’s systems that track every transaction that occursina
financial institution. A credit union can trace any transaction on its core system if it is needed by

law enforcement. Therefore, the separate documentation requirement should be eliminated.

Zero Tolerance for Unintentional Non-Compliance Should Be Reconsidered_

The zero tolerance for non-compliance should be loosened so unintentional errors on SARs or CTRs,
which can be complex and confusing to complete depending on the situation, do not result in an unfair
penalty or violation in a supervisory examination. Intentional noncompliance or a pattern of negligence
with the essential and substantive requirements should be subject to zero tolerance, but the occasional
clerical error, such as failing to check a box on a complex form, should be afforded more leniency. In the
current regulatory environment, even a substantially minor error, such as recording a P.0. Box as an
address instead of a street address, can lead to a Document of Resolution (DOR) for the institution for
non-compliance. If there is more than one error, for one or more consumers, the DOR by the financial
regulator could be for a “systemic” violation, which would garner increased attention and be considered a
greater violation. In today’s complex regulatory environment, federal and state examiners are particularly
conservative and will report institutions for a systemic violation even if only two similar errors were made.
This reality increases the compliance burden for credit unions to conduct more checks than likely
necessary and spend more resources on quality control. Furthermore, because the safe harbor for
compliance only applies when a SAR is filed, credit unions tend to err on the side of caution and file a SAR
even though law enforcement officials tell them not to file unless necessary. Finally, another reason why
the burden is high for BSA/AML compliance is because now BSA officers can be held personally liable and
be required to pay high civil money penalties out of their own pocket if they do not have a solid BSA/AML
Program, as seen in some recent court cases. The penalties can be harsh and daunting, and can prevent
individuals from becoming BSA officers or make these officers too expensive to hire.

Conclusion_

Credit unions take compliance seriously and dedicate significant resources to it. However, when credit
unions are spending their limited resources disproportionately on compliance, this means they are
spending fewer resources on innovating and providing safe and affordable products and services. We
recognize that regulatory agencies —whether it be the NCUA, the Consumer Financial Protection Bureau
(CFPB), or bank regulators — have a renewed focus on BSA/AML compliance, particularly on issues such
as cybersecurity and mobile payments. However, we encourage a regulatory regime that will recognize the
time and effort that goes into good faith compliance with laws, and does not unduly punish financial
institutions for unintentional technical or minor errors. The seemingly never-ending stream of regulatory
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expectations for credit unions, often with small and stretched staffs, must be considered in agency
examinations and when laws and requirements are enacted.

Thank you again for the opportunity to be a part of this process. We take our role in the credit union
movement, and as part of the financial services industry, seriously. We believe we have an obligation to
protect our members and the financial community from fraud and crime, and there can always be more
that should be done. However, credit unions are first and foremost in the financial services business, and
do not have the infrastructure for law enforcement. This is the reality they struggle with every day. The
tough question that lawmakers must grapple with is how to balance the need for protection with the
burden placed on financial institutions and consumers who ultimately pay the cost. The credit union
industry is open to working with the government to protect against crime, and we look forward to being a
resource as you develop processes and requirements that are streamlined and more manageable.

On behalf of America’s credit unions and their 110 million members, thank you for your consideration of
oUr views.

Sincerely,

sident & CEO
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