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HTTPS and the Lock Icon

Dan Boneh



Goals for this lecture

e Brief overview of HTTPS:
 How the SSL/TLS protocol works (very briefly)
e How to use HTTPS

e Integrating HTTPS into the browser
* Lots of user interface problems to watch for



Threat Model: Network Attacker

Network Attacker:

e Controls network infrastructure:  Routers, DNS
Passive attacker: only eavesdrops on net traffic

Active attacker: eavesdrops, injects, blocks, and
modifies packets

Examples:
 Wireless network at Internet Café

* |nternet access at hotels (untrusted ISP)



SSL/TLS overview

Public-key encryption:

Alice Bob
m C C m
* ENnc > — Dec | ——
| [
PKBob SKBob

Bob generates  (SKg,, , PKggp )

Alice: using PKg,, encrypts messages
and only Bob can decrypt



Certificates

How does Alice (browser) obtain PKg,, ?

Browser
Alice Server Bob CA
choose PK  and
(SK,PK) proof “I am Bob” ”
check
PKca PKeca proof IS
Issue Cert with SK, :
veri
Ce:%/ @ Bob’s
@Bob’s ; key is PK;
s key is PK L‘i —_—)
@ .ﬁj

Bob uses Cert for an extended period (e.g. one year)



Certificates: example

Important fields:

Certificate Signature Algorithm
Issuer
4Validity
Mot Before
Mot After
Subject
45ubject Public Key Info
Subject Public Key Algorithm

Subject's Public Ke,
4 Extensions

Field Value
Modulus (1024 bita):
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Certificate Viewer"*.gmail.com”

S5L Server Certificate

Issued To

Commaon Mame (CH)
Organization (0]
Organizational Unit (O]
Serial Murmber

Issued By

Commaon Mame (CH)
Organization (0]
Organizational Unit (O]
Validity

Issued On

Expires On

Fingerprints

5HAL Fingerprint

MD5 Fingerprint

This certificate has been verified for the following uses:

*.gmail.com

Google Inc

=Mot Part Of Certificate=

65:F8:33:20:6B: CB:67:BC:AD: 3 A:BD: AD:9E:80:28:49

Thawte Premium Server CA
Thawte Consulting cc
Certification Services Division

9/25/2008
8/25/2010

B7:AT:ES:34:54:50 C9:6F41:FD: A9 3E:41: AR 2B D1 3: CE: CC:AD
55:5F:09:17:24:03:F7:80:2B: BH:90: 26:36:08:E3:3B




Certificates on the web

Subject’s CommonName can be:
 An explicit name, e.g. cs.stanford.edu , or

A name with a wildcard character, e.g.
* stanford.edu or cs*.stanford.edu

matching rules:

IE7: “*" must occur in leftmost component, does not match “.”
example: *.a.com matches x.a.com butnot y.x.a.com

FF3:. “*” matches anything



Certificate Authorities

Browsers accept
certificates from a
large number of CAs

& Certificate Manager .

Your Certificatesl Peoplel Servers | Authorities | 0’thers|

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device
B TDC

[ TDC Internet

[ Thawte

[ Thawte Consulting

I Thawte Consulting cc

[ thawte, Inc.

I The Go Daddy Group, Inc.

I The USERTRUST Metwork

b TURKTRUST Bilgi lletigim ve Bilisim Gavenlidi Hizmetleri A5 ...
F Unizeto S5p.z 0.0,

[ WaliCert, Inc.

Werisign, Inc.

I WISA

[ Wells Fargo

[ Wells Fargo WellsSecure

I XRamp Security Services Inc

a3

View. ] [ Edit... ] [ Import... ] [ Export.. ] [ Delete...




Brief overview of SSL/TLS

browser server
client-hello
cert
server-hello + server-cert (PK)
f key exchange (several options) R
rand. k
client-key-exchange: E(PK, k) S K
\_ N
] Finished ‘
J HTTP data encrypted with KDF(k) ‘

Most common: server authentication only



Integrating SSL/TLS with HTTP = HTTPS

: : web
Two complications DIOXY web
i - W server
« Web proxies @% J > [ =
solution: browser sends
corporate network
CONNECT domain-name
before client-hello (dropped by proxy)
: : web
e Virtual hosting: _ server
) client-hello ==
two sites hosted at same IP address. =
o “server-cert ???
solution in TLS 1.1 (RFC 4366) Certonn
certeoy

client_hello _extension: server _name=cnn.com

Implemented in FF2 and IE7 (vista)



Why is HTTPS not used for all web traffic?

e Slows down web servers
 Breaks Internet caching
e |SPs cannot cache HTTPS traffic

 Results In Increased traffic at web site

 Incompatible with virtual hosting (older browsers)



HTTPS In the Browser



The lock icon: SSL indicator
@ Network Securnity at Stanford - Wir:clc:ws Internet Explorer - - » ———
@I\.../I ? r}"ptD.itEﬂfDrd.EdLl.-'r -} | » | E

Intended goal:

* Provide user with identity of page origin

* Indicate to user that page contents were not
viewed or modified by a network attacker

In reality:

* Origin ID is not always helpful
example: Stanford HR is hosted at BenefitsCenter.com

* Many other problems (next few slides)



When is the (basic) lock icon displayed

= . -
& Network Security at Stanford - Windows Internet Explorer -

@'\H’J Y r_',fptn.stanfnrd.edu," + | x | E
I - ~—

 All elements on the page fetched using HTTPS

(with some exceptions)

e For all elements:
« HTTPS cert issued by a CA trusted by browser
« HTTPS certis valid (e.g. not expired)
« CommonName in cert matches domain in URL



The lock Ul: help users authenticate site

; - i -
I E7 & Network Security at Stanford - Windows Internet Explorer -
@U * |4 rypto.stanford.edu/ -}| A E
I — - —
-JE\_'LIIIL_'F QL L =~ ¥V InAY YYD LivciniecL I_H.PIUIEI
P |g, https://crypto.stanford. edu/ - % *"f| X [N Live Search P v
|
—— Website Identification - -
[Eh “ - - =y v :-Page v (7 Tools
Entrust has identified this site as

&

crypto.stanford.edu
This connection to the server is encrypted.

Should I trust this site?

-

Promea—rvbto G




The lock Ul: help users authenticate site

anford - Maozilla Firefox

Fi refox 3: (no SSL) v Bookmarks Tools Help
ﬁ' [ L] |http:ffcr}fptﬂ-.staﬂfﬂrd.eduf or *| |*| Google ):"|

anford - Mozilla Firefox

SSL
( ) . yorosenlorded W | |'| Google /D|

]
d - Mozilla Firefox k crypto.stanford.e @Ep

okmarks Tools Help N
ﬁ u https://crypto.stanford.edu/ s 'l |*| Gﬂs-g:'s_

£ NY

You are connected to
stanford.edu
which is run by

(unknown)

Verified by: Comodo CA Limited

Your connection to this web site is encrypted to
- prevent eavesdropping.

l . Mare Information... F




The lock Ul: help users authenticate site

Firefox 3: clicking on bottom lock icon gives

Web Site Identity
Web site: crypto.stanford.edu

Cwner: This web site does not supply identity information.
Verified by: Comodo CA Limited

This web site provides a certificate to verify its identity. View Certificate

Privacy & History

Have [ visited this web site before today? Yes, 8 times

Is this web site storing information (cockies) on Yes
my computer?

Have I saved any passwords for this web site?

Yes "u‘iEﬂ Saved Passwords ]

Technical Details
Connection Encrypted: High-grade Encryption (AES-256 256 bit)
The page you are viewing was encrypted before being transmitted over the Internet,

Encryption makes it very difficult for unauthorized people to view information traveling between
l computers, It is therefore very unlikely that anyeone read this page as it traveled across the network.




The lock Ul: Extended Validation (EV) Certs

 Harder to obtain than regular certs
e requires human lawyer at CA to approve cert request

e Designed for banks and large e-commerce sites

& VeriSign - Security (S5L Certificate), Communications, and Information Services - Windows Internet Explorer |E|E|ﬁ
@'\.,/ b |@'ﬁ https:/fwww.verisign.com, - % VeriSign, Inc. [US] |4'f| 4 | | Google e |
L |
& Send Money, Money Transfer - PayPal - Mozilla Firefox 3 Beta 3 g@
File Edit Wew History Bookmarks Tools Help <

(j o ,J.PL' Paypal Inc. (US)|https:/fwww.paypal.com/ u '

 Helps block “semantic attacks”: www.bankofthevvest.com



HTTPS and login pages:

Users often land on
login page over HTTP:

 Type site’s HTTP URL
Into address bar, or

 Google links to the
HTTP page

Incorrect version

@ Wachovia - Personal Finance and Business Financial Services - Maozilla Firefox

View source:

<form method="post"

action="https://onlineservices.wachovia.com/...

File Edit View History Bookmarks Laalg Help
9 M Cr‘ ﬁ' ' wachovia.com/

% WACHOVIA

ol
-

Wac

Our comn

']

D

User ID:

"] Remember my User ID PERSONAL FINANCE FEne:

| Online Senvices Banking
EassRI: Online Banking with BillPay ~ Checking

Mabile Banking Savings & CDs

(case sensitive) Online Brokerage Credit Cards
Service: Mare... Check Cards
Choose a service. .. - Retirement Planning MMaore..

Login Tools & information for Lending
Lifetime Retirement Planning  Mortgage
Forgot User ID or Password? Investing E';'metl_;quff'" New!
N Accounts & Senvices U.':E' lon Loans
Retirement Plan Participants: Login R4S Vehicle Loans
Education Loan Customers: Login Mare.. Rates

Mornnane Rates




HTTPS and login pages: guidelines

General guideline:
e Response to http://login.site.com

should be Redirect: https://login.site.com

@ Bank of America | Home | Personal - Mezilla Firefox

File Edit View History Bookmarks Tools Help

@ - C &Y -bEnknfamerica.cnm_a‘index.jsp W

Bankof America %7~ Locations

PERSONAL ~ SMALL BUSINESS # CORPORATE B INSTIT




Problems with HTTPS and the Lock Icon
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Problems with HTTPS and the Lock Icon

Upgrade from HTTP to HTTPS
Semantic attacks on certs
Invalid certs

Mixed content
e HTTP and HTTPS on the same page

Origin contamination
« Weak HTTPS page contaminates stronger HTTPS page



1. HTTP —» HTTPS upgrade

Common use pattern:
* browse site over HTTP; move to HTTPS for checkout
e connect to bank over HTTP; move to HTTPS for login

Easy attack: prevent the upgrade (ssl_strip) [Moxie’08]

. 2] HTTP = SSL . [
ol il

web

|

attacker server
<a href=https:/...> —>  <ahref=http:/...>
Location: https://... —>  Location: http://... (redirect)

<form action=https:/... > =  <form action=http://...>



Tricks and Detalls

Tricks: drop-in a clever fav icon

ookmarks Tools Help Bookmarks Tools Help
8 | http:/www.google.comjaccounts/Servic = =5 | httpiffwww.google.com/faccounts/s
I
Detalls:

* Erase existing session and force user to login:

ssl_strip injects “Set-cookie” headers to delete
existing session cookies in browser.

Number of users who detected HTTP downgrade: O



2. Semantic attacks on certs

International domains: xyz.cn
 Rendered using international character set

» Observation: chinese character set contains chars
that IOOk Ilke “/” and u?n and u.n and “—n

Attack: buy domain cert for *.badguy.cn

setup domain called:
www.bank.com/accounts/login.php?g=me.baguy.cn

note: single cert *.badguy.cn works for all sites

Extended validation (EV) certs may help defeat this



File Edit View History Bookmarks Tools Help

€« -

‘ m https:ffwww.pnc.com/webapp/unsec/homepag LI Iv |Gnng|e

5 Most Visited > @ Getting Started [5]Latest Headlines ™

—i

(L2 PNC

LEADING THE WAY

PERSONAL

Mew to Online Banking?
¢ GetStarted Now!

| Select Sarvica [=

p PNC Security Assurance

Important FRIC Information

PHC Bank is participating in the
FOIC's Transaction Accourt
Guarantee Program. mare b

Two of America’s
best-known hanks.
Now simply one of
America's besL

lMaking the transition to PNC as
easzy as possible for you.

uuuﬁ

HOME  SECURITY ASSURAMCE  LOCATE PNC  COMTACT US  CUSTOMER SERW

|*

Search

CORFORATE & INSTITUTIOMAL ABQUT PMC

PNC Bank Select Reward
Yisa® Platinum Car

Take advantage of a 0.99"
~ Introductory APR throug
. March 31, 20100

Mare

51F'-Eﬂd1.|g;t5.ar'ld':ﬁawh:e&-- | 1S_mluﬁnns-

PHC's wide range of services can make Whatever challenges and opportunities
hanking easier, and more convenient lie ahead, FHC can help. See why
than ever. Seewhy PHC's the smart warking with PRC to plan for life's
chaoice for help in meeting your financial greatest milestones is the smart
goals. choice.

F Online Banking and Bill Fay F Waking the Most of Your Maoney

F Checking B irtual Wallet

P Savings F Flanning for Fetirement

P Loans and Lines of Credit P Saving for Education

b Cards 4

Balance Transfers-

Done

www.pnc.com/webapp/unsec/homepage varcn =

[Moxie’08]




3. Invalid certs

Examples of invalid certificates:

e expired: current-date > date-in-cert
e CommonName in cert does not match domain in URL
 unknown CA (e.g. self signed certs)

 Small sites may not want to pay for cert
Users often ignore warning:

Is it a misconfiguration or an attack?  User can't tell.

Accepting invalid cert enables man-in-middle attacks
(see http://crypto.stanford.edu/ssl-mitm )



Man in the middle attack using invalid certs

@?s:ﬂbank.com ] “BadguyCer | “BankCert

attacker bank

ClientHello g‘ ClientHello —
_f‘*’ ServerCert (B adguy) < ServerCert (Ban k)
bad cert
warning!
SSL key exchange SSL key exchange

HTTP dataencwith k; § HTTP data enc with k,

>

Attacker proxies data between user and bank.
Sees all traffic and can modify data at will.



Firefox 3.0:

Firefox: Invalid cert dialog

ChE  LCUIL YIEW [Ty DUUKITIAIER:  JU0E eI

9 - c i ':.L, https://igoogle.com,’ i .

e Secure Connection Failed

A ses an invalid security certificate.

The certificate is only valid f rwm.gmogle.c@

(Error code: ssl_error_bad_cert_domain)

® This could be a problem with the server's configuration, or it could be someone

trying to impersonate the server,

m If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

Orvou can add an exception...

m

Four clicks to get firefox to accept cert
» page is displayed with full HTTPS indicators




IE: Invalid cert URL bar

USEN |x Conferences Join/Renew Who We Are Contact Us Hogin:
The Advanced Computing Systems Association
—

SEARCH OUR SITE Direct Links Us
UPCOMING CONFERENCES Cor
e Reqister On-site for FAST 09 Beqginning February 23 Sug

Go Google o e . . _ Pri



4. Mixed Content: HTTP and HTTPS

Page loads over HTTPS, but contains content over HTTP
(e.g. <script src="“http:/l.../script.|]s> )

/IE7: displays mixed-content dialog and no SSL lock \
Firefox 3.0: displays " over lock icon (no dialog by default)

Both browsers:
e Flash swf file over HTTP does not trigger warning !!
\- note: Flash can script the embedding page /

Safari: does not attempt to detect mixed content



Mixed Content: HTTP and HTTPS

1 Security Information PZ| SI ” dlalo U S
Intemet Explorer x|

I E7 . ri“i‘ This page contains both secure and nonsecure
* ?. Iberns. r[@ This page has an unspecified potential security flaw.
) ) ?. Would you like to cortinue?
Do you want o display the nonsecure items? il

[ es ” Mo ] MDrelnfD | Yes | Mo |

No SSL lock in address bar:

& iGoogle - Wingd oternet Explorer =HECI[ X |

o0:(=)

.google.com/ig 1| X N Live Search Fe -l
&
_ - 3
w4 [3 iGoogle l ] o v B - o= w :)Page v i} Tools

S

Web [mages Maps MNews Shopping Gmail more v Classic Home | Sign in

]




Mixed Content: HTTP and HTTPS

Eirefox 3.0 "3 iGoogle - Mozilla Firef

Eile Edit View History Bookmarks Tools Help

9 - c fb l & | https://www.google.com/ig i ' Goog

e No SSL indicator in address bar

« Clicking on bottom lock gives:

: Technical Details
Connection Partially Encrypted
Parts of the page you are viewing were not encrypted before being transmitted over the Internet.

Infermation sent over the Internet without encryption can be seen by other people while it is in
transit.




Mixed content and network attacks

banks: after login all content served over HTTPS

Developer error: somewhere on bank site write

<embed srcWw.site.com/flash.swf>

Active network attacker can now hijack session

Better way to include content:
<embed src=//www.site.com/flash.swf>

served over the same protocol as embedding page




An Example From an Online Bank

https://chas¥online.chase.com/Logon.aspx YT ' Google

© Help to Recognize Fraudulent E-mail and Screens

Secure LGQ On @ Learn how to protect vourself from the latest scams.
== |
Password © Chase Online*™
] Remember my User D Chase Online makes banking easy—all day, every day, anywhere you log on.

Forgot your User ID and Password? = === ==sessessccsccsscsscssssscsssssscsscsssssassessssssssssssassssssassssssssasnasnsaanan—a

m O Security Features and Privacy Policy
Read about our Security features and review our Privacy Policy.

[ var so = new SWFObject("http://mfasa.chase.com/auth/device.swf", ... ]

network attacker can modify SWF file and hijack session

(the site has been fixed)



—— | & Gmail: Email from Google - Mozilla Firefox |ﬂ

5. Origin Contamination: an example

|'1

File Edit View History Bookmarks Tools Help

<E| - - @ | https://www.google.com/accounts/Servicelogin?service=m :.|‘| [3‘] '*|G|:|:|:_|IE

oy

Gmail is a new kind of webmail, built on the idea that email can be maore . I i
intuitive, efiicient, and useful. And maybe even fun. After all, Gmail has: Sign in to Gmail with your

Google Account

Less spam
Keep unwanted messages out of your inbox with Google's Username:
innovative technology

m

Password:

Fast search Remember me on this
Q

Use Google search to find the exact message you want, computer.

no matter when it was sent or received. —
Sign in A

e

-

@ iGoogle - Mozilla Fire ) =@ 2 |

File Edit View His

@@

Web Images Widet

.ﬁ| '| [3‘] '*|G|:|:|:_|IE

Classic Home | Sign in

=y

[ |

Advanced Search
Freferences

]
1Goo

safeLock: removes lock from top page after loading bottom page



Final note: the status Bar

This weel:: Musical ‘l‘ T
) robats in Brooklyrn, " 1 *
-kt ok Ve A A A RETT newr uses for old PC R

http: /s, mvtimes, comf 2008704/ 24 technology f 24cell. html?ref=technology:

Trivially spoofable

<a href="http://www.paypal.com/”
onclick=“this.href = ‘http://www.evil.com/’;">
PayPal</a>



THE END
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