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Signaling/setup/control

= SIP (Session Initiation Protocol)
= H323

= Skinny

= Clarent

= Yahoo proprietary

Data - voice, fax, video
= RTP (Real-time Transport Protocol)
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Setup and data may take different routes
Different routes may be collected at different sites
Routes may change
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Local site XKS identifies VOIP setup
iInvolving a tasked target

Local XKS queries itself for corresponding
RTP data

If the local query fails, it is passed back to
HQS for a cross-site query across the
entire XKS network

Forward hits to NUCLEON and generate
summary reports
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If we found the RTP locally,

forward it back.

If we GrdbhthfirRITR,|baaligrd it
ek across all servers

Forward back

results

VoIP box
XKEYSCORE web Server
FORNSAT site
F6 Site 2

queries itself for the RTP on a hit
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SSO site




Use this to find data for which...

= There was a dictionary hit on the VOIP signaling
(TRAFFICTHIEF, CADENCE, OCTAVE,
MARINA, UTT)

.. AND ...

= We were able to find the RTP corresponding to
the signaling information
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XKEYSCORE  Welcome: oper  switch users

4 Home E admin <& Users ¥ WorkFlow Central C\ Search F1M Results [l Statjstics ‘a Preferences 3 Help

Narvigation Menu

@ &3 Search

(] Classic
t C] Common
@ (C] Dictionary Hits
@ (T File Transfer
@ (C] MultiSearch
t#) ] Network Management

Search Wizard
@ (] UserActivity
B&) volP

Hite

[ Sigdev

@ (] Wreless

<
¢ Search: Voip

Query Name: oaper 0

Justficatign:

Additignal Justification:

Miranda Number:

Datetirne: 1 Day ;I Start: 2000-03-04 (4 |00:00 |~ Stop:

Email: From ~|

Email: To

Name: From ~|

Name: Ta ¥

Phone Number: From ~

Phone Number: To |
Country Phaone Number: Fram '|
Country Phaone Number: Ta -

Tasking Type:

Tasking Value:

Dictionary:

Category: |

Priority:

Target:

Description:

Contacts: \
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User/target information
= Email

= Name

= Phone number

= |P address

= Country code

Content information

= Content type (audio, video, image)

= Control type (SIP, H323, skinny, clarent)

= Fingerprints - may indicate specific VOIP devices
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Datelime
2009-03-03 05:05:28

2009-03-03 06:41:22
2040:9-03-03 09:39:09
2009-03-03 09:36:01
2009-03-03 10:02:31
2009-03-03 12:51:27
2009-03-03 05:05:28
2009-03-03 06:41:22
2009-03-03 071:50:18
2009-03-03 07:20:18

Datetime End
2009-03-03 05:08:42

2009-03-03 06:42:33
2009-03-03 09:48:05
2009-03-03 09:37:09
2009-03-03 10:02:52
2009-03-03 12:51::11
2009-03-03 05:08:42
2009-03-03 06:42:33
2009-03-03 07:50:18
2009-03-03 08:04:15

Content
L d
8
b
b
b
Q
«l
a
0992
g 0092

From Email

@vyahoo

@yahoo

avahoo
@vahoo
avahoo

@vahoo

@valoc

From Name

d

From Phone#

9234
9234
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Fraom Countrya

pakistan

pakistan

Ta Email

h @yal
s @vyahoo

s dvahoo
s @vahoo
s Qavahoo
ag @vah
Iy @ya
s @vyahoo

6661 @
6661 @



‘tions * Reports * View v
State 4 Datetime 7 Datetime End 7 Content 7 From &
) ( a1 } 2009-03-03050528  2009-03-03050842 ¢4 d
2009-03-03 06:41:22  2009-03-03 06:42:33 a
93 2009-03-02 09:29:09 2009-03-02 09:48:05 b
99 2009-03-03 09:36:01 2009-03-02 09:37:09 b
95 2009-03-03 10:02:21 2009-03-02 10:02:52 b

X-KEYSCORE C2C Session Viemer

[ el SessianJl jof lﬁﬂ"Ll}j_PUM

-
Jatetime Case Notation From IP To IP From Port To Port Prec
009-03-03 05:05:28 0Qooaoa .61.1489 11.214 10122 g052 up
Session ”l Header (3) || Meta (4) |
AUTO I e Enter text to search
luick Clicks '’ AUTO FORMATTER: app_id= multimediafrtpfg729 Viewer= RTP formatter. Info=
Session Zxtracting RTP data...
&  Find coposite side of sess, s33rc § packets % packets § byrtes % bhytes hin ts max ts nin seq mnax seq
F d9c4 9733 100.0% 194650 100.0% 1885262977 1896820087 0 65538
.61.149:10122 -
-11.214:80 pavload # packets & packets g bytes & bytes min ts max ts nin seq nax seq
=  Find traffic an g728 9733 100.0% 194650 100.0% 1885262977 1896820087 0 65538
11.214 Mumber of bad sequence numbers=2
.61.149

= Find application
: multimedia/rtp/g729

Decoding medis...

=  Find fingerprint 38c4 g729: raw decoded wav decoded au [194.7 sec] audio processing
region/ combined g729: raw decoded wav decoded au [9.3 sec] audio processing

20000000 ¢g729: raw decoded way decoded au [0.0 sec] audio processing
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Use these search forms to find other VOIP
not included in the VOIP Hits

RT P %% Home E Admin & Users ‘T8 Workflov
S I P Navigation Menu <«
=4 Search
® ] Classic

VOI P Setu p i+ £ Common

1+ [ Dictionary Hits
' 1+] CJFile Transter
W I reS h a rk B ] MultiSearch
1+ £ Network Management
=] Search Wizard
B ] UserActivity
= &3 VolP
Hits
2 &3 Sigdey
RTP
Sip
Yoip Setup
[=] Wireshark
H CJWireless
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Contact the team:
= Xkeyscore@nsa.ic.gov
http://xkeyscore (go xkeyscore)

Primary POCs for VOIP

nsa.ic.gov
nsa.ic.gov
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