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Summary

Although illicit internet trade falls into the larger universe of cybercrime, it is better described as a cyber-enabled
crime — in other words, a traditional crime that uses new technologies with the traditional part being the illegal
capture of wildlife and the associated physical forms of trade. In addition to the many legal and enforcement
challenges associated with conventional wildlife crimes, internet-based illegal wildlife trade (IWT) poses another
set of problems for officials, forcing them to operate in a trans-jurisdictional, virtual space that they, and the law, are
largely unprepared to manage.

On the practical side, they face substantial difficulties merely distinguishing legal from illegal trade, including:

«  knowing which species are involved and which countries’ laws apply to the activity in question (e.g.
advertising, sale and purchase, arrangement of logjistics);

«  determining trade quantities and making decisions on whether to invest resources in the pursuit of crimes;
and

«  knowing which specific legal basis may apply to the species being traded.

In terms of their legal authorities and practices, officials also confront further problems, in that they may have
no specific power to carry out covert investigations; no, or limited, access to cybercrime units; and no, or limited,
experience with cybercrime laws and digital forensics to conduct necessary investigations.

Concerning the legal frameworks directed at illicit wildlife trade, they face:

« criminal and related laws that do not adequately address all parts of the digital trade chain by expressly
criminalizing the advertising of illicit wildlife trade or related offences;

- differing investigative authorities between jurisdictions that compromise transnational enforcement
efforts; and

« inconsistent regulation of and limitations to subject matter and personal jurisdiction that create digital safe
havens'and prevent prosecutions.

Taken as a whole, the overall ability of enforcement authorities to adequately identify, investigate and prosecute the
advertising of illicit wildlife on the internet is severely compromised. Key efforts to improve this situation have been
included in the conclusion and recommendations to this brief.
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Key points

«  Online IWT poses significant challenges to enforcers, prosecutors and courts. Paramount among these is
the difficulty in distinguishing between legal and illegal trade, determining and asserting jurisdiction, and
navigating the numerous and often inconsistent laws that apply to cases involving multiple jurisdictions.

«  The internet, like any tool, can be both good and bad. Although it makes it easy for people to operate from
anywhere, it also allows them to hide their identity and escape detection, defying traditional legal systems that
cannot operate when they do not know who and where a criminal is.

« International legislation is urgently needed to take the lead, establishing the basis for harmonization of
approaches.

«  Within national legislation, there is a concomitant need to carefully examine the applicability of core legislation
to determine whether advertising content and the unique aspects of online IWT have been adequately
addressed, and whether enforcement officials have the legal tools they need to detect illicit trade and conduct
investigations.

«  The private sector’s critical role in combating online IWT is also a key concern. Strategies must move from ad
hoc efforts aimed at forcing illicit trade off certain sites, to proactive protocols with online marketplaces, social-
media platforms and courier companies across the board.

Methods

This policy brief draws on three main sources for its analysis. The first is a database of wildlife-trade-related legislation
being developed by Legal Atlas soon to be published in its legal intelligence platform. At present, this database
includes organized sets of wildlife trade laws for 81 jurisdictions in Africa, Asia, and South and Latin America,
and holds legislation relevant to this inquiry from all countries in the world. For this report, legislation from 25
jurisdictions was reviewed and commented on.

In addition to the legislative review, the authors also considered current developments, trends and challenges as
discussed by members of the CITES Working Group on Wildlife Cybercrime, of which Legal Atlas is also a member.

Finally, a broad range of articles were reviewed that analyze the jurisdictional challenges of cybercrime generally, as
well as the specifics associated with online IWT.
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Introduction

To understand the special difficulties presented by illicit wildlife trade activity on the internet, it helps to remember
that wildlife law is particularly grounded in geography. Wildlife laws and associated rights often devolve to the
smallest jurisdictional unit and, even then, they can be subdivided into smaller parcels.

In many African countries, for example, community-based approaches have been
emphasized as a major strategic intervention in hunting management schemes.' In the For Wildlife,

US, wildlife falls within the domain of the state, with each state subdividing hunting the internet takes
units into districts and subdistricts. Germany attaches hunting rights to individual . . .

. o . , what is primarily
landowners.? Even in countries with strong national-level approaches to law, like | Il I
Mongolia, hunting quotas and management are among the few resources to have alocaily regu ated
a significant local regulatory element. In addition to, or even overlaying these small resource and converts
units, are a wide variety of zones with special rules for wildlife — protected areas, it into the object of a
wildlife reserves and special forest zones, to name a few. borderless crime.

The geography of the law, in this case, becomes unusually important and is really the
foundation of everything else. The enforcement of wildlife law operates according to the

same legally defined geography, so, for example, crimes are confronted on the ground, with protected
areas and forests patrolled by rangers, and the police stopping and searching vehicles, etc.

Determining which laws apply mostly (although not entirely)* comes down to a basic geographical question:
where did the act constituting the crime occur? International trade in wildlife complicates matters by introducing
the possibility of multiple jurisdictions and novel ways of hiding and moving contraband. However, the question as
to which laws apply is still primarily a function of the locus of the crime.

The use of the internet as a facilitator of illicit wildlife trade radically alters this situation. While it promotes communi-
cation across the globe, it also erases borders and immediately throws into question the basis for establishing
jurisdiction for crimes related to the use of the internet. For wildlife, the internet takes what is primarily a locally
regulated resource and converts it into the object of a borderless crime.

No longer limited by geographical constraints, cyber-enabled wildlife trade has become yet another major and
growing threat to species worldwide. An accurate estimate of the size of the online wildlife market may not be a
realistic endeavour,” but a number of recent studies provide hints at its magnitude. Conservation NGOs have found
thousands of advertisements for endangered species for sale on platforms catering to consumers all over the world.
Online wildlife trade is particularly rife in Asia, Europe and the US, and is regionally diverse, with species being
offered based on consumer preferences (e.g. live pets in the Middle East, products in China, etc.).”

Studies have also revealed that alongside e-commerce sites, social-media platforms, such as Facebook and Instagram,
are emerging as popular for marketing endangered wildlife products.t Trade on the dark net or dark web, facilitated
by crypto-currencies such as Bitcoin, although not considered significant by the other reports in this series,” may
nonetheless come to play a more important role in the future, further frustrating enforcement by providing even
greater levels of anonymity to traders and consumers.®

As mentioned, although illicit internet trade is a part of the larger world of cybercrime, it is still considered a
traditional crime that is enabled by new technologies® — the traditional part being the illegal capture and trade in
wildlife. This policy paper for the most part leaves aside the ‘traditional’elements, however, to focus on the additional
challenges that online trade poses for enforcement agencies. In doing so, it takes the perspective of the investigator
faced with determining which jurisdictions and laws apply to the marketed species and the individuals involved
in the online transaction (i.e. seller and buyer), as well as the companies supporting it (e.g. market platforms, social
media, online payment channels and parcel services). In this, the brief touches on the need for new offence types
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and new legal powers for digital evidence collection. The subject, particularly as it concerns questions of jurisdiction,
is complex and many of the points discussed are covered only briefly. There is — as of yet — no comprehensive
compilation or assessment of how jurisdictions around the world legislate against online trade, and much less how
they handle the exercise of jurisdiction in these circumstances.

International legal framework

Because of the transnational and multi-jurisdictional nature of internet-based crimes, INTERPOL stresses the need
for a high degree of enforcement interoperability across nations. Consistency in the legal frameworks aimed
at combating cybercrime is a foundational principle for such interoperability,’® and a universal convention to
harmonize the operating procedures, rules and legal frameworks is therefore a high priority. The list of international
agreements in place that either directly or indirectly apply to international wildlife trade is surprisingly long,
including many multilateral and regional treaties, as well as numerous bilateral agreements, and a long list of
free-trade agreements."" With the exception of one, however, none have addressed the regulatory needs of illicit
online wildlife trade.

At present, the only international legal instrument targeting cybercrime in its myriad forms is the Council of Europe
Convention on Cybercrime (also known as the Budapest Convention). In force since 2004, the convention has so far
been ratified by 57 nations, including most Council of Europe members,'? as well as some non-members, including
Japan, the US, Canada and Australia. Although the convention deals principally with crimes such as copyright
infringement, computer-related fraud, child pornography and violations of network security, it also includes new
powers and procedures that law enforcers generally need to investigate internet-related crimes regardless of the
type. In particular, it provides authorities with harmonized powers to search computer networks, intercept, collect
and keep communications data, and it gives authorities augmented seizure powers. Although not specific to illicit
online wildlife trade, the Convention on Cybercrime nonetheless provides support for investigating it.””

The primary wildlife-trade-related treaty is the Convention on International Trade in Endangered Species of Wild
Fauna and Flora (CITES) — the only treaty directed solely at international wildlife trade. It is also among the few
treaties that expressly require, and regularly review the adequacy of, national implementing legislation. In 2017,
at its 69th Standing Committee, signatories to CITES agreed to track changes in domestic legislation, as well as
establish best-practice models, develop enforcement guidelines and engage with online technology companies
—allin an effort to combat wildlife cybercrime." This work is in its initial stages and has not yet resulted in changes
to practices, compliance requirements or national legislation.

There are a considerable number of other relevant treaties, some of which target e-commerce more broadly. Their
primary aim, however, is to protect consumer rights and facilitate cross-border delivery, seeking to foster virtual
sales rather than establish a basis for the effective monitoring and investigation of illegal trade.” To the extent
they promote trade, they may in some instances work against efforts to combat illicit online trade in wildlife. A
separate group of treaties provides a basis for international law-enforcement activities for transnational crimes
generally. Belonging to this category are the UN Convention Against Corruption and the UN Convention Against
Transnational Organized Crime, which, together, provide the basis for harmonizing the national response to crime
types that are transnational in nature. Also in this group are the agreements creating INTERPOL and AFRICAPOL,
supporting the development of transnational enforcement institutions that have trans-jurisdictional criminal
investigative capacity.
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National legal frameworks

The adjudication of cases of wildlife trade, including online infractions, depends almost entirely on national
legislation.’® As a whole, the topic has received increasing attention in recent years, resulting in a greater number
of national laws with relevant content, and some laws entirely dedicated to it."” However, as with the international
legal system, most national legal frameworks have yet to respond to the particular challenges posed by transactions
made in the global virtual space.

Although each country takes a different approach, a typically wide range of laws regulate wildlife trade.”® In general,
they can be grouped into four major categories:"

1. Laws regulating domestic take? and trade
2. Laws controlling wildlife uses
3. Laws controlling foreign trade

4. Laws organizing enforcement authorities and powers

The first group, regulating domestic take and trade, sometimes includes a dedicated law on wildlife trade, but more
often comprises various laws on hunting and fishing, endangered species, forests or timber, general environmental
protection, indigenous rights, transportation and, in a few cases, media and advertising.

The second group, controlling wildlife uses, is wider-ranging, with laws directed at zoos and sanctuaries, traditional
medicines, pharmaceuticals, scientific research, captive breeding and agriculture uses (e.g. domestication and use
of elephants as draught animals).

The third group, foreign trade in wildlife, focuses on laws on import and export, customs, phytosanitary and
quarantine, port authorities and a number of multilateral, regional, and bilateral free-trade agreements.

And, finally, the regulation of law-enforcement authorities and the criminalization of certain acts usually entail
organic laws empowering enforcement officers (including rangers, customs and other inspectors, border patrol
units and police). This group also includes legislation relating to the criminal code, administrative sanctions laws,
environmental liability laws, organized crime, anti-money laundering, anti-corruption and anti-terrorism financing,
and firearms. In this last grouping, some countries have legislation related to the organization of the judiciary
specific to the environment and wildlife, including environmental courts or so-called ‘green benches.

Despite this plethora of regulation, however, several well-known challenges still remain. Remote and isolated
harvesting areas make effective monitoring and enforcement difficult, if not impossible. The ability to conceal illicit
wildlife inlicit trade chains and the transnational nature of the crime pose challenges to investigators and prosecutors.
The inability to identify species prevents customs officers from recognizing and stopping illegal trade. Fines and
penalties are sometimes too low to act as a deterrent and do not consistently cover all of the activities associated
with the illicit trade chain, leaving gaps in the enforcement scheme. At the same time, trade facilitation measures
ease logistics and transport routes for traffickers, while loose market legislation does little to curb increasing demand.

Internet-based wildlife trade merely adds to these existing challenges, and compels enforcement officials to operate
in a cross-jurisdictional, virtual space that they are largely unprepared to manage. Lack of access to the product
means it is harder to determine the species and legality of the trade, and harder to gather evidence for a case. Often,
enforcement rules do not provide the necessary authority or guidance to help agencies confront emerging forms
and methods of cybercrimes. Criminal laws do not consider emerging offence types, while limitations to subject
and personal jurisdiction hamper investigations and prosecutions. Keeping pace with developments will remain a
challenge for the foreseeable future as technologies and cybercrime advance far more rapidly than countries’ ability
to amend their regulatory frameworks.”'
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Jurisdictional challenges of online crime

Determining criminal jurisdiction (i.e. which country has the authority to prosecute) is a prominent challenge
posed by internet-based activities and a necessary starting point in any legal discussion of online wildlife crimes.

The successful prosecution of a crime, whether online or in the real world, ultimately hinges on which jurisdiction
has authority over the persons and acts involved, and, therefore, which laws and penalties apply. In any given IWT
case, investigators, enforcement personnel and prosecutors must act in concert to establish, at a minimum, the
legal status of the item offered, the legality of the transaction or activity (e.g. the advertising, sale,

purchase, shipment), as well as to whom liability may attach (the seller, the purchaser,
the advertiser, the shipper, an individual, a legal entity), in what form (criminal, civil,
administrative) and in what amount. In this sense, jurisdiction is not only the

cornerstone of the case, but also the legal piece most challenged by the trans- -’_-he fluid and
jurisdictional and veiled nature of internet-based crime.? phyS'ca”y Segregated
nature of the virtual

In a purely domestic wildlife-trade case, jurisdiction would be a function of the ) )

‘territorial principle’ and settled principally by geographical reference - eg, environment increases the
where the act constituting the crime occurred.?? The laws that apply, although importance Ofdetermining
there are potentially more than one, would come from this jurisdiction, jurisdiction and makes
making investigations and prosecutions relatively straightforward (although not it far more complex,
completely free from potential conflicts of law). Transnational wildlife crimes add

complexity by introducing the possibility of crimes occurring in separate jurisdictions.

For the most part, however, each crime is still tied to a geographical location, with the

determination of jurisdiction therefore still a function of the place where the crime occurred.

The introduction of the internet to the transaction erases borders and immediately throws into question the place
of the crime and individuals involved, the basis for establishing jurisdiction, and therefore which country has the
authority to investigate and prosecute. The criminal conduct may originate from any geographical location. The
individuals involved may or may not be nationals of the location where the crime is committed. The species being
traded may or may not be from that same jurisdiction, and may or may not be legally traded in the jurisdiction
where they are offered or purchased. The online platforms supporting the sale may be headquartered in an
entirely different jurisdiction — and different from the one in which the hosting servers containing the evidence
may be physically located.

In sum, the fluid and physically segregated nature of the virtual environment increases the importance of
determining jurisdiction and simultaneously makes it far more complex: is it the location where the wildlife
originates, where the offender resides, the place where the internet address is registered or the location where
the effect of the crime is felt (i.e. any place with sufficient ties to the criminal activity)? Is the criminal conduct the
online activity itself (the offer for sale, the financial transaction) or that portion of the activity that occurred in the
physical world (the possession, the taking of the species and its transport)? Should jurisdiction be decided on the
basis of what was done or by the effects of what was done?# s the crime committed in one or all of these places?®
Figure 1 graphically highlights these complexities.
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Figure 1: How should we determine jurisdiction in IWT?
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There are further practical and jurisdictional challenges to address when fighting online IWT, discussed in the
sections that follow.

The wildlife

An initial challenge is how to determine the country or countries that may have jurisdiction over the animal, part
or product, or plant in question. Unlike with other cybercrimes, online wildlife trafficking must leave a footprint
both in cyberspace and in the real word.

All illegally traded wildlife originates from a specific location. Similarly, it will be stored, processed, transported,
sold, and ultimately consumed or used by some individual in some physical location. Its appearance in the virtual
world of online crime is transient, limited to its advertising, arrangement of shipping and payment. When laws do
not treat the act of advertising illicit goods as a crime in itself* (criminality is still based in part on some real-world
aspect, such as the legality of acquisition, possession or transportation), there is a need to reference the laws that
regulate the item in the ‘offline’ environment.
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Identifying species and sources

One of the investigatory challenges for online trade is therefore the determination of what the item is, as well as
its source and current location. As an initial inquiry, this is not distinct from the prosecution of illegal wildlife trade
generally. It is, however, substantially more difficult in an online environment, where the only thing available for
inspection is an online advert. In a case of real-world wildlife trading, the item would have been seized, making it
possible to identify the species, and sometimes its provenance.

With online trade, however, in the absence of disclosure requirements or the publication of
other identifying material, the only information available may be a photograph or written
description. With this, it is sometimes possible to determine generally which species

is involved,”” but not necessarily which sub-species and even less likely which When laws do
national jurisdiction, or sub-jurisdiction (e.g. a community hunting range, game not treat the act of
farm or national park) is involved. This knowledge gap is a significant, if not an advertising illicit goods

absolute, impediment to the enforcement of online trade. as acrimein itselﬁ there

Knowing generally which species is involved is not good enough to determine is a need to reference the

which jurisdictions and laws may apply. The range and distribution of many laws that regulate the
species cross multiple political borders, with their possession and sale potentially item in the ‘offline’
implicating multiple legal bases. One of the eight pangolin species,? for example, .
can be found in at least 25 jurisdictions across Africa® (see Figure 2). The consumer environment.
may be in a number of jurisdictions where it does not occur, with trade passing

through several additional jurisdictions. Commercial trade of the animal is theoretically

prohibited in all 196 CITES member states.

If the only thing enforcement personnel can deduce is the species name, the only thing they will be able to
determine is that the laws of all of these countries may apply, but not which country, and therefore which laws and
which penalties.

Determining trade quantities

The quantity being offered or held in possession by the online trader is another enforcement and prosecution
consideration easily obscured by the nature of online trade. Unless the seller provides the information, enforcement
officials cannot determine the exact quantities of items being offered for sale, or how many more may be in their
possession.In someinstances,advertisements are deliberately formatted to hide real volumes, giving the appearance
of an innocent individual selling a single item.* In other instances, traders will state in their advertisements that
they can source wildlife on demand; corroborating this, enforcers from the UK's National Wildlife Crime Unit said
that they believe some animals were being caught or killed to supply the online demand.”’

This information gap has a tangible impact on enforcement and prosecution. In most jurisdictions, the amount
being offered by or in possession of the trader is directly tied to the penalty level, be it a fine and/or prison sentence.
Criminal codes and other laws often use a sliding scale of liability that require the application of higher or lower
fines depending on, among other elements, the values and volumes involved.* In others, there are minimum
and maximum fines, with no express metric for their application but, in general practice, courts will consider the
seriousness of the event, including the volume and value.®®

However, before a case reaches court, decisions must be made by enforcement personnel about whether to initiate
an investigation. Enforcement bodies, like any other agency, have financial and human-resource constraints, and will
either formally or informally engage in cost-benefit analyses in deciding whether and how they investigate a crime.?
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Figure 2: Pangolin species naturally occur in 25 legal jurisdictions
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The same is true for prosecutors, who are typically given significant discretion over the cases they pursue.® While
no statistics are available to review the actual impact, it is easy to see how wildlife trade cases, which tend to suffer
from a lack of attention and resources in already overburdened courts, are even less likely to be prosecuted if trade
quantities cannot be determined in the initial stages.

Knowing the underlying legal basis

Even if a single — or narrower — set of jurisdictions can be ascertained, determining the underlying legal basis
for possession and trade still presents a challenge. With the type of information typically offered in an online
advertisement, there is only minimal opportunity in this regard.

Some cases are easier, if not perfectly clear. In some instances, determining legality may be a question of a single
legal reference. For example, Mongolia's absolute ban on the advertising of very rare and rare species requires only
a comparatively simple cross-reference to either the law on fauna (which lists the very rare species)*® or the Cabinet
Ministry’s list of rare animals.*’ If the species is on either list, both its advertising and sale are prohibited. For species
governed by CITES Appendix |, any offer for commercial sale is most likely in violation of the convention, as well as
the national laws of any of the possible source countries. Although this is helpful for some species and products
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(e.g. pangolin, elephant ivory, rhino horns, tiger bones, etc)), there is still a possibility the trade could be legal. In
Japan, for example, the domestic sale of ivory, other than whole tusks, remains legal and there is no requirement to
prove the item was legally obtained.®

The global reality, however, is that there is no such thing as an absolute, worldwide ban on the advertising of
wildlife. As already mentioned, even for trade in the most protected species, there are exceptions. There are also far
more species for which commercial trade is permitted subject to certain conditions. For every one of these species,
their legality depends on some combination of how, when, and where they were taken, whether they comply with
documentation requirements and the potential end use of the wildlife or product, among other things. If the only
information available to enforcement personnel is the minimal data provided in an advertisement, their ability to
determine the legal basis of possession and trade is vastly reduced, and in many instances completely eliminated.

The offence

Assuming for the moment that trade in the identified wildlife is restricted in one or more of the possible jurisdictions,
the question remains which countries regulate the online activity that has been observed (e.g. sale, purchase,
advertising, attempt to purchase) and whether any exceptions or conditions apply that would make the activity
either legal or illegal.

Focus on offline offences

Although a global assessment has not yet been conducted, the emerging pattern is that legislation related to
wildlife trade is designed to manage real world’or‘offline’ offences — in other words, the illegal taking, transportation,
processing and sale of wildlife. Few countries have legislation concerning online trade, and those that do still tend
to connect the legality of its advertising with some other ‘real world' requirement. In other words, neither the
advertising nor the attempt to purchase online constitutes an offence. Of the 23 countries so far reviewed by Legal
Atlas researchers,* all of them prohibit the sale of at least some forms of wildlife — typically those with a protected
status afforded by a national or international listing (e.g. by CITES).

The US, EU and Australia have, in addition, enacted legislation that prohibits the sale of species that have been illegally
obtained, regardless of their protected status.”> However, only seven of the countries reviewed expressly criminalize
the illicit trade of wildlife online — China, Portugal, the Czech Republic, France, Mongolia, Russia and the UK.

Prohibiting advertisements generally

Before discussing the specific criminalization of illicit wildlife advertising, some background on the regulation of
advertisements generally is instructive. Advertisements, whether online or in other media, are subject to regulation
in every jurisdiction examined in the context of this policy brief, and this is likely to be the case in every jurisdiction
in the world.“! For the most part, these regulations have been developed with the protection of the consumer and
market in mind, namely to make sure that the content of advertisements:

o s truthful and fair;
« adheres to standards of public decency;
«  does not adversely affect a market; and

«  does not promote harmful products.
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The object of the regulatory effort is key in understanding its potential application to wildlife trade. A prominent
regulatory focus, with the consumer and market in mind, is the prohibition of false and misleading content. In
certain instances, the advertising of a particular product or service is banned outright. In Chile, for example, the
law prohibits advertising products that are high in calories, sugar, sodium and saturated fats to children under
the age of 14.% In other instances, advertising a particular product or service is restricted to approved sources.
Switzerland, for example, bans the advertisement of lotteries and games of chance that are not operated by
cantonal authorities.”® In other instances, online advertising in all forms is prohibited. The UK, for example, prohibits
advertising of prescription-only medicines and applies this to all online ads accessible from the UK — a measure
that has reportedly proved useful in decreasing demand, shutting down online pharmacies

(through the ISPs), and supporting referrals to foreign enforcement agencies. In these

and numerous other examples, the rationale behind such laws is to protect either the

individuals or the market targeted by such advertising. In vanishingly

In vanishingly few instances is advertising law concerned with the impact of the few instances
advertisement on the resource being advertised or the status of the product. is advertising law
Among the few, but nonetheless consistent, examples of this is the prohibition concerned with the impact
of child pornography found not only in advertising laws, but also in cybercrime of the advertisement
legislation. In this instance, the reason for the regulation is not to protect the on the resource be,‘ng

consumer, but to protect the children who have been forced into the sex trade.

The emerging regulation of wildlife advertising would be another example of
this: regulating not for the consumer, but to protect the resource being harmed by
trade. As the following section shows, this effort is only just beginning and still faces
significant challenges.

advertised or the status
of the product.

Prohibiting wildlife-trade advertisements

Of the jurisdictions reviewed that expressly criminalize advertising wildlife, only two seem to provide a blanket
prohibition: China and Portugal.

China prohibits the ‘publication of an advertisement relating to the sale, purchase or utilisation of wildlife* with no
further qualification.

Portugal states that wildlife ‘may not be advertised or sold through the internet, including portals or platforms,
general or specific for this type of sale, even if they are subject to prior registration for users or restricted access:*
In both cases, the advertisement by itself is the illegal act and requires no further inquiry into the item’s underlying
legality. For enforcement personnel, this is a substantial aid in their ability to monitor for and act against illicit trade.

However, looking at these provisions as generic examples of an approach (criminalizing all forms of wildlife
advertising), it is still possible to imagine loopholes and challenges. First of all, the provisions themselves have
elements that are open to interpretation. What is or is not wildlife, for example, may provide an unexpected
loophole:

« Isthere a limitation in the definition?

»  Does wildlife include both fauna and flora?

« Isitwildlife if it has been domesticated or captive bred?

« Isit wildlife if only a small amount has been included in a medicine?

«  What percentage of a product must be composed of wildlife if it is to be deemed a wildlife product?
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These types of provisions may also have inherent conflicts with other laws not settled by the text prohibiting the
advertisement. What happens, for example, if one law permits the online sale of a product (e.g. traditional medicine
or clothing) that the advertising law prohibits? How is this type of conflict of law settled? Is there even a basis for
settling conflicts? Finally — and equally importantly for enforcement — the provisions are silent on the question of
jurisdiction. Note that the UK's ban on advertising prescription drugs states that illegality is determined based on
the jurisdiction from which the advertisement is accessible. This essentially means that an advertisement that is
created by an organization outside the UK, but which can be ‘accessed™ or seen by someone using a computer
in the UK, would be governed by UK law. It may be that Portugal and China settle this question through other
legislation not reviewed here, but the question of jurisdiction is fundamental to the approach. Each country will
have its own framework of laws to consider, but these and other questions will probably still need to be examined
to determine legality and effectively enforce against illegal activity.

Advertising predicates

The other jurisdictions reviewed that expressly prohibit online wildlife advertising (France, Mongolia, the Czech
Republic and Russia), predicate the legality of the advertisement on compliance with some other legal status
(e.g. endangered species status or a hunting ban) or requirement (e.g. obtaining a licence). France’s legislation, for
example, states that offers for sale or trade of wildlife, whether for free or for a price, through ‘all types of medium,
including digital ... must be subject to the necessary authorizations fixed by an Order of the Council of State'*
Mongolia prohibits the advertising of rare and very rare species of fauna and flora (whether online or otherwise), as
well as species whose hunting has been temporarily banned.* Russia similarly prohibits the online advertising of
valuable wildlife, as well as those species in its Red Data Book, which lists rare and endangered species.™

Although not yet reviewed, it is possible that other countries have applicable advertising restrictions, even though
wildlife is not expressly mentioned. Mongolia, for example, also prohibits advertising when a required licence for a
good or service has not been obtained,”’ when the import of an item is prohibited®> and generally for any goods
that are prohibited.”® Advertising disclosure requirements also include predicates. For licensed goods and services,
Mongolia requires the disclosure of the name of the issuing authority, licence and serial number.>* Predicates are
also embedded in the disclosure requirements for CITES trade required by the Czech Republic®® and the UK.*

Whatever form they take, predicates like these are neither unusual in law nor necessarily wrong. However, to the
extent they exist, they have a direct impact on the ability to determine legality and act upon it quickly. Predicates
basically mean that wildlife advertisements are not automatically illegal. To make this determination, the investigator
needs to know what other requirements apply and whether the advertisement complies. In the Czech Republic,
for example, the legality of some wildlife trade depends on the status of the species in CITES and compliance with
the associated permitting and disclosure requirements.”” In France's case, the predicate provision does not state
the specific requirements and begs the question, what authorizations are ‘necessary’? In Mongolia, the question
is whether the item advertised is a very rare or rare species, is subject to a hunting ban, requires a licence that has
been obtained, is prohibited from import or is a prohibited good.

In all of these instances, determining whether the advertisement constitutes a crime is dependent on the country
regulating the item, as well as compliance with the underlying requirements.

Attempt to purchase

In all of the countries so far reviewed that have applicable advertising restrictions, the focus appears to be more
on criminalizing advertising, rather than the attempt to purchase or actual purchase. China mentions‘purchasing’
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in its law, but actually only criminalizes the ‘publication of an advertisement relating’ to the purchase. With this
limitation, the attempt to purchase, or the actual purchase itself, would not be actionable, unless covered by
another law.

Portugal goes a step further, stating that wildlife may not be advertised or‘sold’through the internet. It is not clear,
however, whether'sale’refers to the purchase as well, or an attempt to purchase, and therefore also to the act of the
purchaser. In both cases, this part of the trade chain is possibly outside the scope of enforcement.

Even if a law criminalizes the purchase, there is likely to be a need to make sure that what legally constitutes a
purchase is further defined to match the kind of activity enforcers are likely to observe on the internet. Does,
for example, mere communication or an inquiry count as an attempt to purchase (the activity that

may be observed), or is an online payment for the advertised product required (an activity

that may not be)? If the internet is only used as a contact point, with all other activity

happening offline, will a full payment requirement prevent enforcement? In that It stands to
same vein, does the product have to be in hand to be considered a purchase; or reason that if
does the online payment itself qualify as an attempt? These and other nuances will consumers can act with

need to be considered as this area of law develops to ensure that criminalization

impunity and continue
of purchases meets enforcement needs.

to openly seek a product,
What is clear is that any focus on only one side of the transaction is important both suppliers will certainly
find a way to get

it to them.

for the loophole it creates, as well as the likely impact on purchasing behaviour

that continues to drive illicit trade. In a recent study on wildlife trade in Mongolia,

survey results indicate that the criminalization of the seller’s act, including advertising,

has little impact on the perception of illegality among consumers.>® With new legislation

in place, Mongolia's wildlife traders were far more guarded in 2015 than they were when
questioned in 2005. Consumers, on the other hand, still openly discussed their wildlife purchasing habits and
participated in the market at activity levels similar to those reported in 2005.%° It stands to reason that if consumers
can act with impunity and continue to openly seek a product, suppliers will certainly find a way to get it to them.

The‘isolated’ advertiser

To the extent that laws focus on real-world crimes (e.g. actual possession, illegal take, etc.) and do not criminalize
the act of online advertising, or the attempt to sell or purchase online, there is a potential for advertisers to
effectively isolate themselves from liability. Advertisers need only claim that they are marketing and neither own,
possess, nor are responsible for the taking of the item offered.®® This defence, as simple as it is, may not act as a
complete bar to investigations, but it can make it more difficult to establish the legal basis to open an investigation
and obtain a warrant.

In most jurisdictions, there is an obligation on the part of law enforcement to adhere to required search and seizure
protocols. One common requirement is that the requesting officer must state the facts giving rise to the belief that
a crime is being or has been committed, and describe the place to be searched, as well the persons and things to be
seized. An otherwise legal online advertisement that offers no indication of illegality may not be sufficient to meet
this burden of proof. The authority to search the place of the advertiser would have to be based on knowledge
that the individual has conducted some other illegal act and that a search is likely to produce evidence of such. In
sum, failing to criminalize the advertising of illegal wildlife may in some jurisdictions create a loophole that poses
a substantial barrier to investigations.
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Applicability of cybercrime laws

As with advertising law, the object of cybercrime legislation has an impact on its applicability to wildlife trade. The
central focus of cybercrime law is the identification and criminalization of new forms of crime - for example, the
various methods of passive and active attacks on computers and computer networks, and to a lesser extent on
specific content. In some instances, the new crime types may apply, and to this extent the applicability of cybercrime
laws should not be ignored in the continuing debates over legal and enforcement strategies. Where organizations like
CITES and governments around the world look to streamline and digitize permitting processes, enforcement records
and more, there may indeed be instances when cyber-criminality is the issue. According to one source, 95% of all
breached records in 2016 in the US came from three sources — government, retail and technology.®" In conclusion, if
hacking a digital system has value, the chances that it will be the subject of a cybercrime are increasing daily.

For the most part, however, cybercrime laws have only a limited number of content-related offences, and therefore
do not automatically address advertising of wildlife. They may nonetheless be applicable to the extent that such
content-related offences apply, or treat crimes identified in other laws as a predicate offence if they use cyber
technologies. Madagascar’s cybercrime law provides an example of a broad predicate offence approach, defining
cybercrime as follows: ‘The term “cybercrime” means any illegal act committed by means of a computer system or
network or any other related physical network or in connection with an information system. ¢

The Philippines’ cybercrime law goes beyond the definition to specifically permit crimes defined in other laws as
grounds for its application: ‘All crimes defined and penalized by the Revised Penal Code, as amended, and special
laws, if committed by, through and with the use of information and communications technologies shall be covered
by the relevant provisions of this Act/®®

In the small sampling of cybercrime laws reviewed for this brief, most do not express a predicate offence approach
in the same way as the Philippines and Madagascar, limiting their application to the offences listed directly in the
cybercrime law, which tend to include a varying collection of offence types directed at illegal access, misuse and
disruption of computer systems.

Even the Philippine and Madagascan frameworks fail to make it absolutely clear whether advertising illicit
wildlife would be actionable. Madagascar's law may have a broad definition, but none of the offences specifically
identified cover advertising content,® and further inquiry did not uncover the application of the law outside
of the listed offence types. The Philippines’ wildlife law, to the extent it is one of the 'special laws" mentioned,®
may have relevant content. Section 27, in particular, makes it illegal to wilfully and knowingly exploit wildlife or
to trade without permission. The application of this provision, however, still depends on the interpretation of
whether advertising constitutes either ‘exploitation’or ‘trade’ The Revised Penal Code does not appear to apply, as
it mentions advertising only in the context of trademarks®” and lotteries;*® wildlife is mentioned only in relation to
the employment of minors as wild-animal tamers;® and the sale of goods is criminalized in relation to the misuse
of trademarks,”® prohibited drugs,”" lottery tickets’> and human beings.”?

Athough not currently designed to address illicit wildlife trade, cybercrime laws may nonetheless have some
applicability and should certainly be considered in the development of law and enforcement strategies to tackle
wildlife crime.

Related financial and logistics offences

In addition to advertising platforms, other online illicit trade enablers include companies providing hosting services,
online payment mechanisms, as well as parcel, courier and mail services. Targeting these enablers of online crime
can have a substantial impact on enforcement efficiency and effectiveness. Primarily, this narrows the number of
enforcement targets (suspects) from many thousands to a limited number of companies.
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Financial and logistics facilitators are essentially the bottleneck of illicit trade. While there may be thousands of
suppliers and hundreds of thousands of consumers, there can only be so many companies that process payments
and move illicit material. Targeting this point in the trade chain therefore has the potential to thwart trade at scales
not easily achieved when attempting to prosecute only suppliers or consumers.

Speaking to this improved cost-benefit ratio is the 1999-2001 Operation Avalanche, the largest undercover
operation against online commercial child pornography in the US.7* After detection by the US Postal Service and in
partnership with them, enforcers prosecuted a Texas-based company that handled the monthly subscription fee
payments (via a post office box in Ft. Worth, Texas, and online credit card payment systems) for a network of more
than 5700 child pornography websites, mostly hosted in Russia and Indonesia. The company’s principal owners
were charged with 89 counts of conspiracy to distribute child pornography and possession of child pornography,
resulting in a life prison sentence for one of them and 14 years' imprisonment for the other. Compared to the
enforcement burden of investigating and prosecuting thousands of illegal sites, the identification of the owners of
a single company was easy. The search warrant was requested only for one company and the family premises of the
owners. After a one-week jury trial, the case was ready for sentencing.””

The follow-up to Operation Avalanche highlights the difficulties in prosecuting individual sites and subscribers.
This investigation included multiple undercover enforcement operations in the US and 60 other jurisdictions, and
was focused on identifying, conducting searches on and arresting child-pornography subscribers. While the total
number of subscribers approached 400 000, the number of convictions was vanishingly small. In the US, where
there were 35000 subscribers, only 144 search warrants were issued and, of these, only 120 offenders arrested.
In the UK, with 7000 subscribers identified, numerous challenges and errors during the enforcement operation
resulted even fewer convictions. Among the issues that most challenged enforcement officials were the use of
IP address masking services, identity-hiding software, claims of credit card fraud by subscribers, and the fact that
subscribers visiting the sites may have not downloaded the illegal material and were therefore not in possession of
illicit material.”

None of the laws that apply restrictions to online wildlife advertising and sales reviewed thus far make any mention
of these related parts of the trade chain. However, this does not mean that other laws do not apply and could not
already be used to expand the investigations to facilitators of illicit trade, such as conspiracy, aiding and abetting,
assisting or concealment of an offender or money laundering. The conviction of the Texas company, for example,
was based on the crime of conspiracy to distribute, and not on a provision that targeted payments per se. Most
criminal laws in the world include one or more bases for extending liability to other actors involved in a larger
criminal scheme, providing a readily available and potential avenue for expanded investigations and prosecutions.
The UK, for example, creates the crime of statutory conspiracy (as opposed to common law conspiracy),”” which
applies to any crime, and therefore should apply to online wildlife-trade crimes.”® The application of these types of
provisions is not, however, without limitation. For crimes like conspiracy, successful prosecution would also depend
on the ability to prove elements in addition to the crime itself, with agreement between the parties and intent to
commit an offence being among the more common.

The offenders

If a crime has been committed, ultimately you need to know who is involved. Regardless of the alleged crime,
liability must attach to some person, whether they are a natural person or a legal entity recognized as a ‘person’for
legal purposes. And no jurisdiction can be asserted over a ‘person’ without demonstrating to the court that they
are subject to that court’s authority. Discovering this information is yet another challenge in the range of problems
already encountered with internet trade crimes.
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Privacy and internet service providers

A full discussion of internet privacy and data-protection laws that restrict what personal information can be held
and shared, and their application to wildlife trade is not possible in this short brief. Suffice it to say that the laws that
apply are primarily designed to keep personal identifying information private, and most countries have adopted
this format. Privacy laws, however, are not absolute in the protections they afford and, as such, present a hurdle, but
not an absolute bar to uncovering identities.

The regulation of internet service providers is a major focus in this regard. As a practical matter, users obtain access
to the internet through an internet service provider (ISP), with any data they receive or send going through that
ISP. The personal information they collect is typically limited to the minimum necessary to provide connectivity
(IP address, billing information if applicable, etc.). That said, ISPs do monitor and store information related to each
IP address, which can include browsing history and personal information critical to investigations. This practice is
referred to as ‘data retention”and is subject to varying regulatory approaches across jurisdictions concerning the
kind of data that must be kept, the time period for retention, who may access such data, and how.

From 2006, the EU, for example, required ISPs to keep user records for at least two years. There have been some
challenges to this however, and it has not yet been adopted by all EU member states, and not uniformly in those that
have relevant provisions.”” As of 2016, Belgium, Bulgaria and Finland all had specifically defined retention periods.
Germany, however, is notably against data retention policies, favouring individual privacy protections.® The recently
adopted General Data Protection Regulation in the EU now requires personal data retention for no longer than is
necessary for the purpose for which it was originally obtained. Australia’s legislation requires ISPs to hold data for
two years.® The US does not regulate the retention period, leaving this up to the individual ISPs; although it does
require retention once a warrant has been issued and while an investigation or case is active.t? On the other end of
the spectrum, Slovenia’s Constitutional Court repealed mandatory data retention in 2014, going so far as to require
the deletion of stored metadata.

The same lack of uniformity applies to the warrant requirements to access ISP retained data. As a general rule,
personal information held by ISPs cannot be divulged to other private parties without consent, and is usually not
available to government officials without formal authorization. The US regulatory approach is an example of this,
requiring that a warrant be issued by a court of competent jurisdiction — but ‘only if the governmental entity offers
specific and articulable facts showing that there are reasonable grounds to believe that the contents of a wire or
electronic communication, or the records or other information sought, are relevant and material to an ongoing
criminal investigation®

Even in this instance, a warrant may not be issued if it is against state law, and it may be modified or quashed if
the ‘records requested are unusually voluminous'or compliance ‘would cause an undue burden’to the ISP. The UK,
on the other hand, adopted the Regulation of Investigatory Powers Act in 2000, which grants the self-authorized
authority to demand the disclosure of ISP data to more than a hundred public bodies, including local authorities,
with no external or judicial oversight® Australia has taken a similar approach for a defined set of data, but only
allows criminal-law-enforcement agencies access.® Given the transnational nature of online wildlife trade, this
asymmetrically requlated environment presents yet another challenge to investigators.

Digital surveillance

Digital surveillance is distinct from the standard data monitoring that ISPs may conduct; it refers instead to the
gathering of information on individuals by tracking their behaviour when using the internet. Compared to covert
surveillance operations in the real world, digital surveillance offers a very cost-effective, fast and safe opportunity to
gather digital evidence. In this regard, however, a note of caution should be given considering the larger legal and
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human-rights-related implications of digital surveillance. As noted by Sadoff in his 2016 article, ‘Bringing fugitives to
justice] The introduction of investigative instruments is always the result of a trade-off between the advantages for
law-enforcement agencies and interference with the rights of innocent internet users.

Organizations such as Privacy International and the Electronic Privacy Information Center developed a world
map of surveillance societies, rating various nations for their civil-liberties record. The study raises red flags for
what are considered the most ‘endemic surveillance’ societies (including the US, UK, Thailand, Taiwan, Singapore,
Russia, China and Malaysia), and points to the fact that citizens are vulnerable for misuse and abuse of their digital
information when surveillance technology develops faster than legislation.®” The UK, for example, grants broad
authorities to engage in all forms of surveillance, including covert surveillance.® The UK police can also download
digital data from a cellphone without a warrant® Poland has included a specific provision in its 2016 amendment
to the Police Act,”® extending the surveillance authority to‘internet data’ This broadens the current

competences of enforcement and intelligence services to encompass metadata concerning

citizens'activity on the internet. Digital surveillance, in other words, is becoming a standard,

if not universal, practice. Dlgltal
International conventions fall short in providing clear guidance on this controversial issue. suryelllance Is

Both the UN Convention Against Transnational Organized Crime (Art. 20) and the UN beCmelng a.standard,
Convention Against Corruption (Art. 50), although calling for the development of digital if not universal,
forensic techniques, do not establish clear principles or guidelines for them. practice.

Identity fraud and VPNs

Perhaps most problematic for the investigation of online crimes is the growing use of false IDs, virtual private
networks (VPNs) — used to mask a user's IP address — encrypted communications protocols (used in most social-
media platforms), as well as password locks in computers and mobile devices. It is these methods, rather than the
privacy rules surrounding ISP services and tracking internet users that create an environment of anonymity and
most hamper enforcement efforts. Only the first two of these methods are reviewed in this policy brief.

False IDs and VPNs are a major concern for law enforcement, as they constitute a growing and easily accessible
method for hiding identity. In addition to masking true identities, a good VPN service will typically include three
additional tools or services. The first is a no-logs policy, which is the promise to keep no records of personally
identifying information; the second is the use of shared IP addresses. As multiple users have the same ID, it becomes
impossible for those tracking activity to know which activity belongs to which user. And finally, the use of anonymous
payment methods (e.g. PayPal, Bitcoin) makes it possible to conduct financial transactions with the same security.

For the most part, VPNs are legal. Only 10 countries ban or severely restrict their use. For five of these, only
government-approved VPNs are allowed and require terms that effectively defeat the identity-masking function
of the service — China, Russia, Iran, UAE and Oman. In the other five, there is a complete ban in effect — Turkey, Iraq,
Turkmenistan, Belarus and North Korea. In the remaining jurisdictions of the world, VPNs appear to be legal" and
by all accounts a rapidly growing service sector.

Despite the privacy protections they afford, VPNs are not a complete cover for illegal activity. They are intended
to maintain privacy for legitimate personal and business reasons, and not to act as a shield for crime. As a matter
of general criminal law, there is no argument that law enforcement agencies could not access any VPN retained
data in the same way they access ISP retained data, with or without data retention requirements. Indeed, some
jurisdictions may in fact require data retention (e.g. Australia).”? However, even though not yet mandatory and
despite claims to the contrary, some VPNs do monitor and retain data,” and, of course, they cannot operate outside
the law. Pursuant to a valid warrant, it is likely that the logs they do have can be obtained by law enforcement and
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used in a criminal investigation. Furthermore, failing to cooperate with such a warrant would normally expose
them to criminal liability for obstruction, conspiracy, aiding and abetting, or other similar charges. The use of VPNs
is, nonetheless, problematic for law enforcement, to the extent they may not be subject to the same data retention
requirements as ISPs. The push for stricter data retention requirements by ISPs is in fact considered a major driver for
observed increases in VPN subscriptions.*

Establishing personal jurisdiction

Once the individuals responsible for suspected wildlife-trade crime have been identified, it is still necessary to
determine whether a country can exercise jurisdiction over them personally. Before a court may decide a case,
in addition to determining whether it has jurisdiction over the subject, it must also determine whether it has
jurisdiction over the parties involved. The basic tenet is that a person may not be prosecuted in a foreign jurisdiction
unless he or she has established some relationship with that forum that would lead them to reasonably anticipate
being sued there. In the case of internet trade, it may be true that a person has committed an act that constitutes
a crime in Country A, is a citizen of Country B, where it is also a crime, but who resides in Country C, where it is not
a crime. It is not automatically true that either Country A or B can be called upon to hold the individual liable for
the act. With the exception of crimes for which universal jurisdiction applies, courts cannot claim jurisdiction over
everyone in the world for any crime, including over their own nationals when they are in foreign jurisdictions.

With respect to personal jurisdiction, there are few bright lines in this analysis and none of them apply directly
to wildlife trade. Pursuant to international principles of jurisdiction, courts may prosecute anyone for revealing
national secrets, falsifying official documents, or inciting war, torture or genocide.” As these activities threaten
national security no matter where they are committed, international jurisprudence considers it appropriate for any
nation to exercise jurisdiction. In this sense, they are ‘universal offences’and may be prosecuted extraterritorially by
any nation, regardless of the citizenship or location of the individual

For wildlife-trade crimes, however, a court’s authority to establish personal jurisdiction is more limited and
more complicated. No matter how well founded the interests may be (e.g. the need to prevent illegal trade in
an endangered species), the principles of sovereignty advocate for a moderated approach to the exercise of
extraterritorial personal jurisdiction.

Jurisdiction based on effect

One of the trends in personal jurisdiction in response to internet-related crimes is the use of the ‘effects’test, whether
created by judicial opinion or as a function of statutory law. This test essentially allows a court to assert jurisdiction
over a person because their actions have an‘effect’in that jurisdiction — basically some level of business or personal
activity in the jurisdiction, or to consent to the jurisdiction of the country. In the US, the elements used to establish
an effect include a determination of whether the person (or legal entity)

«  has consented to jurisdiction by act;

« hasin the past done business, or regularly carries on business in the jurisdiction;

« hasengaged in activity outside the state, but which has a substantial, direct, and foreseeable effect within

the state; or

«  the thing that is the subject of adjudication is owned, possessed or used in the state.

In other countries, this type of jurisdiction is a function of statutory law. In the UK, for example, more than one
statute makes advertising particular content in the internet a crime judiciable in the UK if the advertisement can be
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accessed in the UK, regardless of where the advertiser resides.” The event triggering jurisdiction is the accessibility
of the website, and the justification is based on the ‘effect’the advertisement has in that jurisdiction.

Malaysia’'s cyberspace law similarly extends to offences committed by a person, regardless of their nationality and
residence, if the computer, program or data was either in Malaysia, or capable of being connected to or sent to or
used by or with a computer in Malaysia.®

Nigeria takes a more restricted approach in this regard, limiting jurisdiction for cybercrimes to instances where the
victim of the offence is a citizen or resident of Nigeria, or where the offender is physically present in the country.®
Under this construction, the mere presence of an advertisement that has not caused harm to someone in Nigeria
is likely not sufficient to extend jurisdiction.

The Philippines goes even further in restricting this jurisdiction, allowing prosecution only when the crime is
committed by a Filipino national (regardless of where the crime was committed) or by an individual physically
present in the country.'® The impact on the victims, in this instance, does not constitute grounds for the extension
of jurisdiction. In all instances, personal jurisdiction is based on some relationship between the accused and the
prosecuting country, but the relationship that triggers this jurisdiction differs between countries.

A full review of how this type of jurisdiction is used across the globe, and how it applies specifically to the IWT has
not been completed. To the extent it follows the UK and Malaysian examples, its usefulness to law enforcement
for internet-based crime is its ability to remove geographical barriers to personal jurisdiction in the same way the
internet removes boundaries to doing business. However, this usefulness is also a reason courts in the US at least
seek to limit its application. In the US, the Zippo case limited jurisdiction to instances where the defendant either
actively marketed a product or the website had a degree of interactivity that suggests the website seeks to do
business in a particular forum."" Under this reasoning, a passive website, where information is merely posted, would
escape liability.

There have been numerous other cases in the US, some allowing personal jurisdiction for more passive acts of
advertising with no interactivity or explicit targeting of a jurisdiction. This area of law is still evolving and a final
analysis of its application across a broader landscape has not been completed.

Dealing with safe havens

A related problem, and a natural consequence of the internet, is the flexibility it affords traders in the selection of
their jurisdictional seat. For criminals, it offers the opportunity to avoid countries with strong cybercrime legislation,
the digital equivalent of a law-enforcement ‘'safe haven''®

In this context, a safe haven is any jurisdiction that provides legal protection for those within its geographical
control ‘while they carry out unlawful operations and/or evade the reach of external law enforcement’'® With
respect to wildlife trade, the concept might be more specifically defined as any country that either does not
recognize online wildlife trade as a crime, or that legally allows online trade in a particular species or part, and that
does not recognize the extraterritorial jurisdiction of another country where such trade is illegal. The combination
is an effective barrier to enforcement and, so long as such safe havens exist, the protection they afford will be
exploited, hampering investigations and preventing adequate prosecution.’® Preventing them is therefore
another major jurisdictional challenge.
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Conclusion and recommendations

Essentially, there is a mismatch between the borderless and veiled nature of crimes
committed on the internet and the jurisdictional limitations inherent in legal systems.

While criminal networks operate at scales that regularly cross and ignore sovereign Thereisa

boundaries, law-enforcement officials and the courts cannot. Legal systems are mismatch between

an expression of a geographically defined sovereign state and therefore mostly the borderless and
bound by its geographical limits. Even in instances where a country extends veiled nature of crimes
its jurisdiction to crimes committed on foreign soll, it still applies the laws of its committed on the internet
jurisdiction to those individuals subject to its jurisdiction.'® and thejurisdictional
Likewise, when extending jurisdiction to foreign nationals, there must be a limitations inherent
sufficient nexus with the prosecuting state: either the foreign national is physically in [ega[ systems.

present in the state or has sufficient dealings with the state such that he or she can
be considered subject to its laws.

Sometimes this is expansive and applies to anyone, regardless of their nationality and residence
(as is the case in the UK and Malaysia). In others, however, it is limited to the nationals of the prosecuting country
(e.g. the Philippines).

Of course, trans-jurisdictional questions have been an issue in the past. But if they were difficult when trade was
almost entirely a real-world event, they have become a paramount issue in the digital world. While the internet
makes it easy for people to hide their identity and operate from anywhere, the legal system cannot operate if it does
not know who and where they are. This reality has allowed internet-based crimes of all types to flourish, including
online IWT.

International legislation

International legislation is urgently needed to establish the basis for harmonization of approaches. Not discussed in
any detail in this brief, the following points have nonetheless been identified as key:

«  Asnoted in the Introduction, the current Cybercrime Convention only has 57 signatories, and leaves out
key jurisdictions and crime types, including online wildlife trade.

»  Already identified by the CITES Wildlife Cybercrime Working Group, there is the need and an opportunity
to develop a new CITES policy — whether in the form of a chapter, amendment or protocol to criminalize
specifically the online advertising and sale of Appendix 1 species, and to amplify disclosure requirements
for Appendix Il and Il listed species.

« Insupport of international enforcement efforts is the need to develop and roll out the INTERPOL wildlife
cybercrime enforcement guidelines. Coupled with this would also be an international database of online
wildlife crime fed by all jurisdictions based on a standardized reporting protocol, supporting improved
understanding of crime patterns and species targeted.

National legislation

While international efforts are critical, day-to-day enforcement and prosecution remain a function of national
jurisdictions and must be a major focus. At this level, there is first and foremost a need to carefully examine, at a
minimum, the applicability of a core set of existing laws to determine whether advertising content and related

Global Initiative Against Transnational Organized Crime Catch Me If You Can




parts of the wildlife trade chain have been adequately addressed. These may include the following:
«  Advertising laws
«  Criminal codes
«  Criminal procedure codes
»  Rules of evidence
«  Cybercrime legislation
«  Wildlife-trade-related legislation
«  Laws related to covert operations and investigations

The review and analysis must also be conducted to match the scale of the problem, which, given the nature of the
internet, is global.

From the limited research conducted for this policy brief, it is already known that there will be various approaches
and that inconsistencies will continue to present challenges both nationally and internationally. Coupled,
therefore, with a mapping of applicable legislation there would need to be the distillation of best practices and the
identification of key components that:

« harmonize investigatory authorities and evidentiary processes;

« include offence types that target all parts of the trade chain in the digital environment (e.g. advertising,
offer for sale, actual sale, purchase, attempt to purchase, facilitation);

«  provide enforcement authorities with the necessary powers and guidelines to act appropriately in the
digital environment;

« ease enforcement and monitoring burdens by, for example, amplifying registration and disclosure
requirements for wildlife trade of all types, identifying the location and identity of traders and buyers, as
well as the identify and legality of the item being traded;

«  prevent the use of digital ‘safe havens'that allow illicit wildlife traders to act with impunity; and

«  provide prosecutors with the legal basis to bring cases against traders based on digital evidence alone.

Some of the challenges currently faced may be eased simply through better understanding and use of existing
legal foundations. Training of investigators, prosecutors and judges in this regard will of course be required.
However, as this brief already highlights, the legislative gaps are significant and will require a concerted, long-term
effort to change. Programmes to upgrade, document and monitor legislation developments are therefore also
urgently needed.

Private-sector engagement

Private actors, such as ISPs, online financial mechanisms and logistics services have appeared as key enablers of
online wildlife crimes. Compared to the number of traders and buyers, these private-sector actors are relatively
few in number. As enforcement actions in the past have already shown, engagement with the private sector in
monitoring and preventing illegal trade can be a cost-effective approach.

Strategies so far have focused on getting the technology sector to force illegal transactions off their sites and
coordinate with enforcement efforts. There remains an urgent need, however, to establish protocols with online
marketplaces, social-media platforms and courier companies across the board, and not on an ad hoc basis.
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